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Introduction

3GPP WG SA3 are producing a technical report on alternative early mechanisms of providing security in IMS which will eventually be numbered 33.978. Current material is in 3GPP TR 33.878. 3GPP WG CN1 and 3GPP WG CN4 have been asked to review this document in relation to their own protocol specifications.

This contribution identifies a number of issues that require resolution or further discussion, and should result in a liaison statement being passed to 3GPP WG SA3.

Comment 1

There are a number of places in the document where the wording indicates a stronger status for the document that the current proposal for a TR, and in fact appear to downgrade the fully specified and endorsed security mechanism provided in 3GPP TS 33.203 and 3GPP TS 24.229. Examples include:

· Introduction, 3rd paragraph. Use of the word "preferred" in respect to the mechanism specified in 33.203. Preferred is hardly the correct word in respect to a fully endorsed specification.

· Introduction, 3rd paragraph. Final sentence implies that the early mechanisms will be written into a standard. This is not the current intention as endorsed by the 3GPP plenaries.

· Scope (Clause 1). Use of the word "specifies". A lower status word such as "documents" should be used.

· Requirements (Clause 4). Use of text "Standardisation of a single early IMS security solution". Should probably delete this requirement in total, as we are not standardizing anything.

Comment 2

References are made in the introduction to the early IMS mechanisms for IP version. If such comments are introduced, then it needs to be made clear that usage early IMS mechanisms for IP version and early IMS mechanisms for security are totally independent of each other, and one may be used yet the implementation may be fully IMS compliant in respect of the other.

Additionally there are a number of mentions of "early IMS" throughout the document that should more specifically be "early IMS security".

Comment 3

Use of the early IMS security provides a number of restrictions on the ability of the operator to offer and use the full flexibility of IMS specifications. As already stated in the document, much of the requirement to use early IMS security mechanisms stems from the lack of availability of conformant terminal implementations, and therefore network vendors and operators will be implementing what is in effect "downgraded" full implementations to meet this market. Therefore it is essential that vendors and operators have a clear understanding of what features and options need to be turned off.

It is therefore suggested that a early section in the document summarises all these restrictions.

Current restrictions identified elsewhere in the document include

· Restriction of the GGSN to being provided in the home network.

· Removal of the topology hiding option from the I-CSCF appearing between P-CSCF and S-CSCF.

Comment 4

While it is acknowledged that the scope of the TR is one particular mechanism, sentences proposing actions specific to early IMS security should clearly state this. Thus for example, subclause 6.2.3.2.1, 1st paragraph:

"When the P-CSCF receives a REGISTER request …"

should become:

" When the P-CSCF supporting early IMS security receives a REGISTER request …"

This should be performed throughout the document.

Comment 5

Subclause 6.2.3.1. The first paragraph indicates that a certain set of parameters indicates support for early IMS security procedures, presumably as defined in this document. All this combination of parameters would appear to indicate is the absence of support for RFC 3329, and thus absence of compliance with 3GPP TS 24.229, rather than support for this particular mechanism. Given that there are other security mechanisms in trial IMS systems other that the one in this TR, e.g. digest authentication is quoted both in the annex to this document and in early OMA PoC documentation, if it is desirable to distinguish support for a particular mechanism, then there needs to be some explicit protocol. Otherwise the text should acknowledge that the protocol will consist of "try it and see if it works".

Note that any explicit protocol would presumably need the usage of Supported and Require parameters, for which the IETF sip changes document requires the documentation to be provided in a standards track RFC.

Comment 6

Subclause 6.2.3.3. Presumably the only restriction on topology hiding is at I-CSCFs appearing between P-CSCF and S-CSCF. It will still operate correctly on I-CSCFs appearing between S-CSCFs.

Comment 7

Release 6 allows registration of the same public user identity from multiple terminals each using a different private user identity. It is not clear to us whether this capability is precluded by the proposal. In particular, are there any restrictions on one terminal, with conformant IMS security mechanisms, being registered and a second terminal, with early IMS security mechanisms, also being registered for the same public user identity?

Whether it is precluded or not, we consider there should be some specific discussion of this capability within the TR. 

Comment 8

At least one part of 24.229 procedures, in clause 8 (use of SigComp) relies on the existence of a security association, in order to identify whether it is allowed to create a compartment or not.

The TR contains no mention of security association, and therefore if TR 33.878 procedures are followed to the letter, it is impossible to create a SigComp compartment, and therefore impossible to achieve the full benefits of compression. 

The TR needs to identify the equivalent status of the early IMS security procedures to that when a security association has been created, in order to allow these clause 8 procedures to be used.

Comment 9

At least one SIP header parameter is created. Such parameters need to be registered with IANA, and the mechanism for performing this needs to be agreed between WG CN1 and WG SA3.

This parameter is not currently fully specified (i.e. no indication is given of the extension to the ABNF), and that needs to be corrected in this document.

