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TR 33.878 states that the UE, when using early IMS security, shall not include an Authorization header. This is seen as an unnecessary deviation from normal IMS procedures, especially for UEs that already have implemented normal IMS security. 

In the case a UE tries to register with normal IMS security towards a network that only supports early IMS security, the UE will


a) 
include a Authorization header in the very first REGISTER request


b) receive a 420 (Bad Extension) response indicating that Sec-Agree is not supported

Based on this, the UE will setup a new REGISTER request that will not include any header and option tag for security-agreement. But based on the 420 (Bad Extension) response, that is all that the UE can do – assuming that normal IETF procedures are followed. Therefore the UE has no reason to not include the Authorization header.

It is therefore proposed that the UE is allowed (but not mandated) to include the Authorization header in a REGISTER request towards an IMS that is only capable of early IMS security. The network (P-CSCF) then has to remove the Authorization header, in order to give the right indication about early IMS to the S-CSCF.

Based on this, the following changes are proposed to the TR:

6.2.3
Impact on IMS registration and authentication procedures

A UE shall not be able to spoof its assigned IP address and successfully receive service from the IMS. The mechanisms in the following clauses shall be supported to prevent IP address spoofing in the IMS domain. The changes to the IMS registration and authentication procedures are detailed in the following clauses.

6.2.3.1
Procedures at the UE

On sending a REGISTER request in order to indicate support for early IMS security procedures, the UE shall not include a Security-Client header field and may not include an Authorization header field. The From header, To header, Contact header, Expires header, Request URI, Supported header and a P-Asserted-Id header shall be set according clause 5.1.1.2 of TS 24.229 [7].

On receiving the 200 (OK) response to the REGISTER request, the UE shall handle the expiration time, the P-Associated-URI header field, and the Service-Route header field according clause 5.1.1.2 of TS 24.229 [7].

NOTE 1:
Early IMS security does not allow SIP requests to be protected using an IPsec security association because it does not perform a key agreement procedure.

NOTE 2:
The UE shall not use the temporary public user identity used for registration in any subsequent SIP requests.

6.2.3.2
Procedures at the P-CSCF

NOTE:
As specified in RFC 3261 [6], when  the P-CSCF receives a SIP request from an early IMS UE, the P-CSCF checks the IP address in the "sent-by" parameter of the Via header field provided by the UE. If the "sent-by" parameter contains a domain name, or if it contains an IP address that differs from the packet source IP address, the P-CSCF adds a "received" parameter to that Via header field value. This parameter contains the source IP address from which the packet was received.

6.2.3.2.1
Registration

When the P-CSCF receives a REGISTER request from the UE that does not contain a Security-Client header, the P-CSCF shall handle the Path header, the Require header, the P-Charging-Vector header and the P-Visited-Network-ID header as described in clause 5.2.12 of TS 24.229 [7]. If the received REGISTER request includes an Authorization header, the P-CSCF shall remove the Authorization header from the REGISTER request. Afterwards the P-CSCF shall determine the I-CSCF of the home network and forward the request to that I-CSCF.

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
handle the Service-Route header, the public user identities, the P-Asserted-Identity header, the P-Charging-Function-Address header as described in clause 5.2.2 of TS 24.229 [7] for the reception of a 200 (OK) response; and

2)
forward the 200 (OK) response to the UE.
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