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5
Network application function; Ua interface

5.1
Introduction

The usage of bootstrapped security association, i.e. B-TID and Ks_NAF (or Ks_ext_NAF) over Ua interface depends on the application protocol used between UE and NAF (e.g. a PKI portal, see 3GPP TS 33.221 [4]).

The Ua interface is used to supply the B-TID, generated during the bootstrapping procedure, to the network application function (NAF), and Zn interface is used by the NAF to retrieve the Ks_NAF or Ks_ext_NAF from BSF. The Ua interface depends on type of NAF. The Zn interface is defined in 3GPP TS 29.109 [3]. This clause describes how B‑TID and Ks_NAF or Ks_ext_NAF can be utilized in HTTP Digest authentication as described in RFC 2617 [9].

5.2
HTTP Digest authentication
5.2.1
General
The HTTP Digest authentication model as described in RFC 2617 [9] can be used with bootstrapped security association as the authentication and integrity protection method, if the application protocol used over Ua interface between UE and NAF is based on HTTP. The HTTP Digest authentication may be used for all protocols that have adopted the HTTP authentication framework to mutually authenticate the UE and the NAF, and also optionally integrity protect any payload being transferred between them.

The UE shall indicate to an application server (i.e. a NAF) that it supports 3GPP-bootstrapping based HTTP Digest authentication by including a "product" token to the "User-Agent" header (cf. RFC 2616 [14]) that is a static string "3gpp-gba", which identifies the feature, i.e. support of GBA-based authentication. The User-Agent header field with this "product" token shall be added to each outgoing HTTP request if the UE supports GBA-based authentication using HTTP Digest. Upon receiving this "product" token, the application server if it supports NAF functionality may decide to authenticate the UE using GBA-based shared secret by executing the authentication procedure.

The protocol stack of the Ua interface when HTTP Digest authentication is used is presented in figure 5.2.1-1. The details are defined in the following subclauses.
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Figure 5.2.1-1: Protocol stack of Ua interface with HTTP Digest authentication
Note 1:
HTTP is not the only protocol that can be used. Other protocols can also be used as long as the protocol has adopted the HTTP authentication framework.
5.2.2
Authentication procedure

5.2.2.1
General

HTTP Digest authentication [9] shall be used with previously bootstrapped security association as follows:

-
the "username" parameter shall be the bootstrapping transaction identifier;

-
the password used in the digest calculations shall be the NAF specific key material (Ks_NAF) in the case of GBA_ME, and the NAF specific external key material (Ks_ext_NAF) in the case of GBA_U The NAF specific key material (Ks_NAF or Ks_ext_NAF) is Base64 encoded as specified in RFC 3548 [10]; and

NOTE 1:
The NAF specific key material (Ks_NAF or Ks_ext_NAF) is derived from the key material (Ks or Ks_ext) using key derivation function as specified in 3GPP TS 33.220 [1].

NOTE 2:
The NAF specific internal key material (Ks_int_NAF) in the case of GBA_U shall not be used with HTTP Digest authentication.

-
the "realm" parameter shall contain two parts, first part shall text string "3GPP-bootstrapping@", and the latter part shall be the FQDN of the NAF (e.g. "3GPP-bootstrapping@naf1.operator.com").

Both the UE and the NAF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to the FQDN of the NAF.
An example flow of a successful HTTP Digest authentication procedure can be found in clause B.3.





5.2.3
Authentication failures

Authentication failures are handled as they are described in RFC 2617 [9].

5.2.4
Bootstrapping required indication

NAF shall indicate to the UE that bootstrapped security association is required by sending an HTTP response with code 401 "Unauthorized" and include the WWW-Authenticate header into the response. In particular, the "realm" attribute shall contain a prefix "3GPP-bootstrapping@" and this shall trigger UE to run bootstrapping procedure over Ub interface.

5.2.5
Bootstrapping renegotiation indication

The NAF shall indicate to the UE that the existing bootstrapped security association used in the last HTTP request sent by the UE has expired and that a new bootstrapped security association is required by sending an HTTP response described in subclause 5.2.3. When the UE receives the 401 "Unauthorized" HTTP response to the HTTP request that was protected using the existing bootstrapped security association, this shall trigger the UE to run bootstrapping procedure over Ub interface.
5.2.6
Integrity protection

Integrity protection may be provided by using HTTP Digest integrity protection, i.e. quality of protection (qop) parameter is set to "auth-int".
5.3 UE and NAF authentication using HTTPS

5.3.1
General

Prior to establishing HTTP, the UE and the NAF may perform authentication. Three different authentication mechanisms may be used for UE and NAF authentication:

a)
Shared key-based UE authentication (HTTP Digest) with certificate-based NAF authentication (TLS);

b) Shared key-based mutual authentication between UE and NAF (PSK TLS), and;

c) Certificate based mutual authentication between UE and AS;
The protocol stack of the Ua interface when TLS is used is presented in figure 5.3.1-1. and described in subclause 5.3.2. The HTTP Digest authentication is described in subclause 5.2.
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Figure 5.3.1-1: Protocol stack of Ua interface with TLS
The protocol stack of the Ua interface when PSK TLS is used is presented in figure 5.3.1-2 and described in subclause 5.3.3. The HTTP Digest authentication is described in subclause 5.2.
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Figure 5.3.1-2: Protocol stack of Ua interface with PSK TLS
5.3.2
Shared key-based UE authentication with certificate-based NAF authentication

5.3.2.1
Authentication procedure

The authentication mechanism described in this section is mandatory to implement in the UE and in the NAF.

The UE and the NAF shall support the TLS version as specified in RFC 2246 [11] and RFC 2818  [18]. See chapter 5.3.1 in TS 33.222 [5] for the detailed profiling of TLS. 

a)   When the UE starts communication via Ua reference point with the NAF, it shall establish a TLS tunnel with the NAF. The NAF is authenticated to the UE by means of a public key certificate. The UE shall verify that the server certificate corresponds to the FQDN of the NAF it established the tunnel with. No client authentication is performed as part of TLS (no client certificate necessary).

b)
The UE sends an HTTP request to the NAF inside the TLS tunnel (HTTPS, i.e. HTTP over TLS) as described in chapter 5.2.

c)
The NAF shall authenticate the HTTP request using HTTP Digest as specified in subclause 5.2. 

5.3.2.2
Authentication failures

Server authentication failures are handled in TLS as they are described in RFC 2246 [11] and client authentication failures are handled in HTTP Digest as they are described in RFC 2617 [9].

5.3.2.3
Bootstrapping required indication

Bootstrapping required indication is done on HTTP Digest and therefore described in subclause 5.2.4.

5.3.2.4
Bootstrapping renegotiation indication

Bootstrapping required indication is done on HTTP Digest and therefore described in subclause 5.2.5.
5.3.3
Shared key-based mutual authentication between UE and NAF

Editor's note:
If the "Pre-Shared Key Ciphersuites for TLS" Internet Draft [15] does not reach the RFC status by the time when Release 6 is frozen, this clause must be removed and the support for the Pre-Shared Key TLS is postponed to Release 7.


5.3.3.1
Authentication procedure

The authentication mechanism described in this clause is optional to implement in the UE and in the NAF.

The Pre-Shared Key Ciphersuites for TLS (PSK TLS) (draft-ietf-tls-psk-01 [15]) can be used with bootstrapped security association as the authentication, confidentiality, and integrity protection method.





The PSK TLS (draft-ietf-tls-psk-01 [15]) handshake shall be used with bootstrapped security association as follows:

-
the ClientHello message shall contain one or more PSK-based ciphersuites;

-
the ClientHello message shall contain the server_name TLS extension as specified in RFC 3546 [18] and it shall contain the hostname of the NAF;

-
the ServerHello message shall contain a PSK-based ciphersuite selected by the NAF;

-
the ServerKeyExchange shall contain the psk_identity_hint field and it shall contain a static string "3GPP‑bootstrapping". The psk_identity_hint field may contain a list of psk_identity_hints (see NOTE 1);

NOTE 1:
Other psk identity name spaces than "3GPP‑bootstrapping" can be supported, however, they are out of the scope of this specification.

-
the ClientKeyExchange shall contain the psk_identity field and it shall contain a prefix "3GPP‑bootstrapping"indicating selected psk identity name space, a separator character ";" and the B-TID;

-
the UE shall derive the TLS premaster secret from the NAF specific key material (Ks_NAF) in the case of GBA_ME, and the NAF specific external key material (Ks_ext_NAF) in the case GBA_U as specified in draft‑ietf-tls-psk-01 [15];

NOTE 2:
The NAF specific internal key material (Ks_int_NAF) in the case of GBA_U cannot be used with PSK TLS.
An example flow of the PSK TLS procedure can be found in clause F.3.
5.3.3.2
Authentication failures

Authentication failures are handled as they are described in RFC 2246 [11] and in draft‑ietf-tls-psk-01 [15].

5.3.3.3
Bootstrapping required indication

During TLS handshake, the NAF shall indicate to the UE that bootstrapped security association is required by sending a ServerHello message containing a PSK-based ciphersuite, and a ServerKeyExchange message containing the psk_identity_hint field which contains a static string "3GPP-bootstrapping". This shall trigger the UE to run the bootstrapping procedure over Ub interface.

NOTE:
The NAF shall select a PSK-based ciphersuite only if the UE has offered one or more PSK-based ciphersuites in the corresponding ClientHello message.

5.3.3.4
Bootstrapping renegotiation indication

During usage of TLS session, the NAF shall indicate to the UE that bootstrapped security association has expired by sending close_notify alert message to the UE. The UE may attempt resume the old TLS session by sending a ClientHello message containing the old session ID. The NAF shall refuse to use the old session ID by sending a ServerHello message with a new session ID. This will indicate to the UE that the bootstrapped security association it used has expired.

During TLS handshake, the NAF shall indicate to the UE that the bootstrapped security association has expired by sending handshake_failure message as a response to the Finished message sent by the UE. This will indicate to the UE that the bootstrapped security association it used has expired.
5.3.4
Certificate based mutual authentication between UE and application server

The authentication mechanism described in this clause is optional to implement in the UE and in the application server.

The certificate based mutual authentication between an UE and an application server shall be based on TLS as specified in IETF RFC 2246 [6] and IETF RFC 3546 [8].

Annex B in TS 33.222 [5] provides guidance on certificate mutual authentication between UE and application server.
5.3.5
Integrity protection
Integrity protection is provided by using authenticated TLS tunnel as described in RFC 2818 [12].

***   Next change   ***

Annex E (informative):
Signalling flows for PKI portal

E.1
Scope of signalling flows

This annex gives examples of signalling flows for the subscriber certificate enrolment and the CA certificate delivery.

E.2
Introduction

E.2.1
General

A bootstrapping session established using a bootstrapping procedure (cf., clause 4 and annex A) is used between a UE and a PKI portal. The BSF provides to the PKI portal a NAF specific key material (Ks_NAF or Ks_ext_NAF) which is derived from the key material (Ks or Ks_ext). The PKI portal uses this key to authenticate and optionally secure (i.e. integrity protect and encrypt) the communications between it and the UE. The BSF will also provide the PKI portal the expiration time of the bootstrapping session.

E.2.2
Key required to interpret signalling flows

The key to interpret signalling flows is specified in subclause A.2.2.

E.3
Signalling flows demonstrating a successful subscriber certificate enrolment

E.3.1
Simple subscriber certificate enrolment

The signalling flow in figure E.3.1-1 describes the message exchange between UE and PKI portal when UE wants to enrol a subscriber certificate. The messaging can take place inside a server-authenticated TLS (as described in RFC 2246 [11]) tunnel in which case TLS session has been established before step 1.
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Figure E.3.1-1: Successful subscriber certificate enrolment.

1.
Initial enrolment request  (UE to PKI portal) - see example in table E.3.1-1

The UE sends an HTTP request to the PKI portal containing a PKCS#10 certification request.

Table E.3.1-1: Initial enrolment request (UE to PKI portal)

POST /enrol?response=single HTTP/1.1

Host: pkiportal.home1.net:1234

Content-Type: application/x-pkcs10

Content-Length: (...)

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referrer: http://pkiportal.home1.net:1234/service
----- BEGIN CERTIFICATE REQUEST -----

<PKCS#10 BLOB>

----- END CERTIFICATE REQUEST -----

Request-URI:
The Request-URI (the URI that follows the method name, "POST", in the first line) indicates the resource of this POST request. The Request-URI contains the parameter "response" which is set to "single" to indicate to the PKI portal the desired response type, i.e. just the subscriber certificate is requested to be delivered.

Host:
Specifies the Internet host and port number of the PKI portal server, obtained from the original URI given by referring resource.

Content-Type:
Contains the media type "application/x-pkcs10", i.e. the PKCS#10.

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.
User-Agent:
Contains information about the user agent originating the request.

Date:
Represents the date and time at which the message was originated.

Accept:
Media types which are acceptable for the response.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the PKI portal was obtained.

NOTE 1:
This step is used to trigger the GBA-based authentication between the UE and the PKI portal.

2.
401 Unauthorized response (PKI portal to UE) - see example in table E.3.1-2

The PKI portal responds with HTTP response code 401 "Unauthorized" which contains a WWW‑Authenticate header. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table E.3.1-2: 401 Unauthorized response (PKI portal to UE)

HTTP/1.1 401 Unauthorized

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMT

WWW-Authenticate: Digest realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="6629fae49393a05397450978507c4ef1", algorithm=MD5, qop="auth,auth-int", opaque="5ccc069c403ebaf9f0171e9517f30e41"

Server:
Contains information about the software used by the origin server (PKI portal).
Date:
Represents the date and time at which the message was originated.

WWW-Authenticate:
The PKI portal challenges the user. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.


The options for the quality of protection (qop) attribute is by default "auth-int" meaning that the payload of the following HTTP requests and responses should integrity protected. If the messaging is taking place inside a server-authenticated TLS tunnel, the options for the qop attribute can also contain "auth" meaning that the payload of the following HTTP requests and responses are not protected by HTTP Digest. The integrity protection is handled on the TLS layer instead.


The realm attribute contains two parts delimited by "@" sign. The first part is a constant string "3GPP-bootstrapping" instructing the UE to use a bootstrapped security association. The second part is the hostname of the server (i.e. FQDN of the PKI portal).

3.
Generation of NAF specific keys at UE


The UE shall verifies that the second part of the realm attribute does correspond to the server it is talking to. In particular, if the messaging is taking place inside a server-authenticated TLS tunnel, the UE verifies that the server name (i.e. FQDN of the PKI portal) in the server's TLS certificate matches the hostname of the server in the realm attribute of the WWW-Authenticate header.


UE derives the NAF specific key material Ks_NAF as specified in 3GPP TS 33.220 [1].

NOTE 2:
If UE does not have a bootstrapped security association available, it will obtain one by running bootstrapping procedure over Ub interface.

4.
Authenticated enrolment request (UE to PKI portal) - see example in table E.3.1-3

UE generates the HTTP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID it received from the BSF as the username and the NAF specific key material Ks_NAF (base64 encoded) as the password, and sends the request to PKI portal.

Table E.3.1-3: Authenticated enrolment request (UE to PKI portal)

POST /enrol?response=single HTTP/1.1

Host: pkiportal.home1.net:1234

Content-Type: application/pkcs10

Content-Length: (...)

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referer: http://pkiportal.home1.net:1234/service

Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="a6332ffd2d234==", uri="/enrol?response=single", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

----- BEGIN CERTIFICATE REQUEST -----

<PKCS#10 BLOB>

----- END CERTIFICATE REQUEST -----

Authorization:
This carries the response to the authentication challenge received in step 2 along with the username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque, and the algorithm.


The qop attribute is set to "auth-int" by default. If the messaging is taking place inside a server-authenticated TLS tunnel, the qop attribute can be set to "auth" as well.

NOTE 3:
If step 1 was a POST request then this request would also be POST request and contain the same client payload in the HTTP request as was carried in step 1.
5.
Zn: NAF specific key procedure

PKI portal retrieves the NAF specific key material (Ks_NAF) and subscriber's user security setting from the BSF.

NOTE 4:
Subscriber's user security setting for PKI portal consists of flags that indicate whether certain type certificate is authorized to be issued to the subscriber. There are two certificate types: authentication certificate and non-repudiation certificate.


For detailed signalling flows see 3GPP TS 29.109 [3].

Table E.3.1-4: Bootstrapping authentication information procedure (PKI portal to BSF)

	Message source and destination
	Zn Information element name
	Information Source in GET
	Description

	NAF to BSF
	B-TID
	Authorization
	The bootstrapping transaction identifier is encoded in the username field according to the Authorization protocol.


6.
Authentication and certificate generation at PKI portal


PKI portal verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF. PKI portal calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header.


The PKI portal also verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own. If the messaging is taking place inside a server-authenticated TLS tunnel, the PKI portal also verifies that this hostname is the same as that of the TLS server.


If the verification succeeds, the incoming client-payload request is taken in for further processing. The PKI portal continues processing of the PKCS#10 request according to its internal policies. The PKI portal verifies that the subscriber is allowed to receive the particular type of certificate indicate in the PKCS#10 request by checking subscriber's user security setting received from the BSF in step 5.

NOTE 5:
The procedures for generating the subscriber certificate are outside the scope.

7.
Delivery of subscriber certificate (PKI portal to UE) - see example in table E.3.1-5

The PKI portal sends 200 OK response to the UE to indicate the success of the authentication and the subscriber certificate enrolment. The PKI portal generates a HTTP response containing the enrolled subscriber certificate.  The PKI portal can use key material Ks_NAF to integrity protect and authenticate the response.

Table E.3.1-5: Delivery of subscriber certificate (PKI portal to UE)

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/html

Content-Type: application/x-x509-user-cert

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT

----- BEGIN CERTIFICATE -----

<Subscriber certificate BLOB>

----- END CERTIFICATE -----

Content-Type:
Contains the media type "application/x-x509-user-cert", i.e. X.509 certificate.

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

Authentication-Info:
This carries the protection

Expires:
Gives the date/time after which the response is considered stale.

8.
Authentication at UE


The UE receives the response and verifies the Authentication-Info header. If the verification succeeds, the UE can accept the subscriber certificate for further processing.

E.3.2
Subscriber certificate enrolment with WIM authentication codes

The signalling flow in figure E.3.2-1 describes the message exchange between UE and PKI portal when UE wants to enrol a subscriber certificate, and the UE uses a WIM that requires authentication codes both for onboard key pair generation and proof-of-origin generation. The messaging can take place inside a server-authenticated TLS (as described in RFC 2246 [11]) tunnel in which case TLS session has been established before step 1.
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Figure E.3.2-1: Successful subscriber certificate enrolment

1.
WIM authentication code for onboard key pair generation required at UE

The UE has initiated enrolment procedure and the WIM in the UE requires an WIM authentication code for the onboard key pair generation.

NOTE 1:
It is not mandatory to generate a key pair for each enrolment procedure, and the WIM can not require WIM authentication code for generating the key pair. In these cases, the WIM authentication code is not needed.

2.
Initial WIM authentication code request  (UE to PKI portal) - see example in table E.3.2-1

The UE sends an HTTP request to the PKI portal containing a WIM authentication code request.

Table E.3.2-1: Initial WIM authentication code request (UE to PKI portal)

GET /enrol/wim-auth-code?request=error:AuthReq:123456789ABCDEF:AABBCCDDEE HTTP/1.1

Host: pkiportal.home1.net:1234

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referrer: http://pkiportal.home1.net:1234/service
Request-URI:
The Request-URI (the URI that follows the method name, "GET", in the first line) indicates the resource of this GET request.  The Request-URI contains the parameter "request" which contains the WIM authentication request parameter received from the WIM, i.e. a static string "error:AuthReq:" appended by the WIM serial number in hexadecimal format, colon ":", and the challenge data in hexadecimal format.

Host:
Specifies the Internet host and port number of the PKI portal server, obtained from the original URI given by referring resource.

User-Agent:
Contains information about the user agent originating the request.

Date:
Represents the date and time at which the message was originated.

Accept:
Media types which are acceptable for the response.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the PKI portal was obtained.

NOTE 2:
This step is used to trigger the GBA-based authentication between the UE and the PKI portal.

3.
401 Unauthorized response (PKI portal to UE) - see example in table E.3.2-2

The PKI portal responds with HTTP response code 401 "Unauthorized" which contains a WWW‑Authenticate header. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table E.3.2-2: 401 Unauthorized response (PKI portal to UE)

HTTP/1.1 401 Unauthorized

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMT

WWW-Authenticate: Digest realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="6629fae49393a05397450978507c4ef1", algorithm=MD5, qop="auth,auth-int", opaque="5ccc069c403ebaf9f0171e9517f30e41"

Server:
Contains information about the software used by the origin server (PKI portal).
Date:
Represents the date and time at which the message was originated.

WWW-Authenticate:
The PKI portal challenges the user. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.



The options for the quality of protection (qop) attribute is by default "auth-int" meaning that the payload of the following HTTP requests and responses should integrity protected. If the messaging is taking place inside a server-authenticated TLS tunnel, the options for the qop attribute can also contain "auth" meaning that the payload of the following HTTP requests and responses are not protected by HTTP Digest. The integrity protection is handled on the TLS layer instead.


The realm attribute contains two parts delimited by "@" sign. The first part is a constant string "3GPP-bootstrapping" instructing the UE to use a bootstrapped security association. The second part is the hostname of the server (i.e. FQDN of the PKI portal).

4.
Generation of NAF specific keys at UE


The UE verifies that the second part of the realm attribute does correspond to the server it is talking to. In particular, if the messaging is taking place inside a server-authenticated TLS tunnel, the UE verifies that the server name (i.e. FQDN of the PKI portal) in the server's TLS certificate matches the hostname of the server in the realm attribute of the WWW-Authenticate header.


UE derives the NAF specific key material Ks_NAF as specified in 3GPP TS 33.220 [1].

NOTE 3:
If UE does not have a bootstrapped security association available, it will obtain one by running bootstrapping procedure over Ub interface.

5.
Authenticated WIM authentication code request (UE to PKI portal) - see example in table E.3.2-3

UE generates the HTTP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID it received from the BSF as the username and the NAF specific key material Ks_NAF as the password, and sends the request to PKI portal.

Table E.3.2-3: Authenticated WIM authentication code request (UE to PKI portal)

GET /enrol/wim-auth-code?request=error:AuthReq:123456789ABCDEF:AABBCCDDEE HTTP/1.1

Host: pkiportal.home1.net:1234

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referer: http://pkiportal.home1.net:1234/service

Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="a6332ffd2d234==", uri="/enrol/wim-auth-code?request=error:AuthReq:123456789ABCDEF:AABBCCDDEE ", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1, opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

Authorization:
This carries the response to the authentication challenge received in step 2 along with the username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque, and the algorithm.


The qop attribute is set to "auth-int" by default. If the messaging is taking place inside a server-authenticated TLS tunnel, the qop attribute can be set to "auth" as well.

6.
Zn: NAF specific key procedure

PKI portal retrieves the NAF specific key material (Ks_NAF) from the BSF.


For detailed signalling flows see 3GPP TS 29.109 [3].

Table E.3.2-4: Bootstrapping authentication information procedure (PKI portal to BSF)

	Message source and destination
	Zn Information element name
	Information Source in GET
	Description

	NAF to BSF
	B-TID
	Authorization
	The bootstrapping transaction identifier is encoded in the username field according to the Authorization protocol.


7.
Authentication and WIM authentication code generation at NAF


PKI portal verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF. The PKI portal calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header.


The PKI portal also verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own. If the messaging is taking place inside a server-authenticated TLS tunnel, the PKI portal also verifies that this hostname is the same as that of the TLS server.


If the verification succeeds, the WIM authentication code is taken in for further processing. The PKI portal continues processing of the WIM authentication code request according to its internal policies.

NOTE 4:
The procedures for generating the WIM authentication code are outside the scope.

8.
Delivery of WIM authentication code (PKI portal to UE) - see example in table E.3.2-5

The PKI portal sends 200 OK response to the UE to indicate the success of the authentication and the WIM authentication code generation. The PKI portal generates a HTTP response containing the WIM authentication code.  The PKI portal can use key material Ks_NAF to integrity protect and authenticate the response.

Table E.3.2-5: Delivery of WIM authentication code (PKI portal to UE)

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/plain

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT

13579BDF2468ACE

Content-Type:
Contains the media type "text/plain".

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

Authentication-Info:
This carries the protection

Expires:
Gives the date/time after which the response is considered stale.

9.
Authentication, key pair generation, and WIM authentication code request for proof-of-origin generation at UE


The UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE can use the WIM authentication code in the onboard key pair generation with the WIM.


The WIM in the UE also requires a WIM authentication code for the proof-of-origin generation.

NOTE 5:
It is not mandatory to include the proof-of-origin to certificate request of the enrolment procedure, and the WIM can not require WIM authentication code for generating the proof-of-origin. In these cases, the WIM authentication code is not needed.

10.
Authenticated WIM authentication code request (UE to PKI portal) - see example in table E.3.2-6

The UE generates the HTTP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID it received from the BSF as the username and the NAF specific key material Ks_NAF as the password, and sends the request to PKI portal.

Table E.3.2-6: Authenticated WIM authentication code request (UE to PKI portal)

GET /enrol/wim-auth-code?request=error:AuthReq:1122334455667788:1122334455 HTTP/1.1

Host: pkiportal.home1.net:1234

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referer: http://pkiportal.home1.net:1234/service

Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="a6332ffd2d234==", uri="/enrol/wim-auth-code?request=error:AuthReq:123456789ABCDEF:AABBCCDDEE ", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1, opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

11.
Authentication and WIM authentication code generation at NAF


PKI portal verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF. PKI portal calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header.


The PKI portal also verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own. If the messaging is taking place inside a server-authenticated TLS tunnel, the PKI portal also verifies that this hostname is the same as that of the TLS server.


If the verification succeeds, the WIM authentication code is taken in for further processing. The PKI portal continues processing of the WIM authentication code request according to its internal policies.

NOTE 6:
The procedures for generating the WIM authentication code are outside the scope.

12.
Delivery of WIM authentication code (PKI portal to UE) - see example in table E.3.2-7

The PKI portal sends 200 OK response to the UE to indicate the success of the authentication and the WIM authentication code generation. The PKI portal generates a HTTP response containing the WIM authentication code.  The PKI portal can use key material Ks_NAF to integrity protect and authenticate the response.

Table E.3.2-7: Delivery of WIM authentication code (PKI portal to UE)

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/plain

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT

FFEEDDCCBBAA998877665544

Content-Type:
Contains the media type "text/plain".

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

Authentication-Info:
This carries the protection

Expires:
Gives the date/time after which the response is considered stale.

13.
Authentication, proof-key-origin key pair generation, and PKCS#10 generation at UE


The UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE can use the WIM authentication code in the proof-of-origin generation with the WIM.


The WIM in the UE also requires a WIM authentication code for the proof-of-origin generation.

NOTE 7:
It is not mandatory to include the proof-of-origin to certificate request of the enrolment procedure, and the WIM can not require WIM authentication code for generating the proof-of-origin. In these cases, the WIM authentication code is not needed.

14.
Authenticated enrolment request (UE to PKI portal) - see example in table E.3.2-8

UE generates the HTTP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID it received from the BSF as the username and the NAF specific key material Ks_NAF as the password, and sends the request to PKI portal.

Table E.3.2-8: Authenticated enrolment request (UE to PKI portal)

POST /enrol?response=single HTTP/1.1

Host: pkiportal.home1.net:1234

Content-Type: application/pkcs10

Content-Length: (...)

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referer: http://pkiportal.home1.net:1234/service

Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="a6332ffd2d234==", uri="/enrol?response=single", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1, opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

----- BEGIN CERTIFICATE REQUEST -----

<PKCS#10 BLOB>

----- END CERTIFICATE REQUEST -----

Authorization:
This carries the response to the authentication challenge received in step 2 along with the username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque, and the algorithm.


The qop attribute is set to "auth-int" by default. If the messaging is taking place inside a server-authenticated TLS tunnel, the qop attribute can be set to "auth" as well.

15.
Authentication and certificate generation at PKI portal


PKI portal verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF. PKI portal calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header. 


The PKI portal also verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own. If the messaging is taking place inside a server-authenticated TLS tunnel, the PKI portal also verifies that this hostname is the same as that of the TLS server.


If the verification succeeds, the incoming client-payload request is taken in for further processing. The PKI portal continues processing of the PKCS#10 request according to its internal policies.

NOTE 8:
The procedures for generating the subscriber certificate are outside the scope.

16.
Delivery of subscriber certificate (PKI portal to UE) - see example in table E.3.2-9

The PKI portal sends 200 OK response to the UE to indicate the success of the authentication and the subscriber certificate enrolment. The PKI portal generates a HTTP response containing the enrolled subscriber certificate. The PKI portal can use key material Ks_NAF to integrity protect and authenticate the response.

Table E.3.2-9: Delivery of subscriber certificate (PKI portal to UE)

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/html

Content-Type: application/x-x509-user-cert

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT

----- BEGIN CERTIFICATE -----

<Subscriber certificate BLOB>

----- END CERTIFICATE -----

Content-Type:
Contains the media type "application/x-x509-user-cert", i.e. X.509 certificate.

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

Authentication-Info:
This carries the protection

Expires:
Gives the date/time after which the response is considered stale.

17.
Authentication at UE


The UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE can accept the subscriber certificate for further processing.

E.4
Signalling flows demonstrating a failure in subscriber certificate enrolment

The signalling flow in figure E.3.1-1 describes the message exchange between UE and PKI portal using HTTP Digest Authentication. This clause describes a failure in the subscriber certificate enrolment, related to PKI procedures. Thus, it assumed that subscriber certificate enrolment procedure has proceeded to step 6 as described in subclause E.3.1.

6.
Authentication and certificate generation at PKI portal


The verification procedures described in subclause E.3.1 step 6 are successfully completed.


The PKI portal encounters an error during the internal enrolment procedure. For example, the PKI portal is not allowed to issue a certificate to the subscriber due operator's internal policies, i.e. the subscriber's profile in the HSS indicates that the enrolment is not allowed.

7.
Error notification (PKI portal to UE) - see example in table E.4-1

The PKI portal sends 403 Forbidden response to the UE to indicate that the subscriber certificate enrolment is allowed. The PKI portal generates a HTTP response containing the error notification.  The PKI portal can use key material Ks_NAF to authenticate the response.

Table E.4-1: Error notification (PKI portal to UE)

HTTP/1.1 403 Forbidden

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/html

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT

Authentication-Info:
This carries the protection

Expires:
Gives the date/time after which the response is considered stale.

8.
Authentication at UE


The UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE is notified of the failure of the subscriber certificate enrolment.

E.5
Signalling flows demonstrating a successful CA certificate delivery

The signalling flow in figure E.5-1 describes the message exchange between UE and PKI portal when UE requests a CA certificate delivery. The messaging can take place inside a server-authenticated TLS (as described in RFC 2246 [11]) tunnel in which case TLS session has been established before step 1.
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Figure E.5-1: Successful CA certificate delivery.

1.
Initial get request  (UE to PKI portal) - see example in table E.5-1

The UE sends an HTTP request to the PKI portal requesting the delivery of CA certificate.

Table E.5-1: Initial get request (UE to PKI portal)

GET /getcertificate?in=aabbccdd== HTTP/1.1

Host: pkiportal.home1.net:1234

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referrer: http://pkiportal.home1.net:1234/service
Request-URI:
The Request-URI (the URI that follows the method name, "GET", in the first line) indicates the resource indication of this GET request. The Request-URI contains the parameter "in" (i.e. issuer name) which is set to the Base64 encoding of the DER encoded Issuer field of the X.509 certificate.

Host:
Specifies the Internet host and port number of the PKI portal server, obtained from the original URI given by referring resource.

User-Agent:
Contains information about the user agent originating the request.

Date:
Represents the date and time at which the message was originated.

Accept:
Media types which are acceptable for the response.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the PKI portal was obtained.

NOTE 1:
This step is used to trigger the GBA-based authentication between the UE and the PKI portal.

2.
401 Unauthorized response (PKI portal to UE) - see example in table E.5-2

The PKI portal responds with HTTP response code 401 "Unauthorized" which contains a WWW‑Authenticate header. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table E.5-2: 401 Unauthorized response (PKI portal to UE)

HTTP/1.1 401 Unauthorized

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMT

WWW-Authenticate: Digest realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="6629fae49393a05397450978507c4ef1", algorithm=MD5, qop="auth,auth-int", opaque="5ccc069c403ebaf9f0171e9517f30e41"

Server:
Contains information about the software used by the origin server (PKI portal).
Date:
Represents the date and time at which the message was originated.

WWW-Authenticate:
The PKI portal challenges the user. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.


The options for the quality of protection (qop) attribute is by default "auth-int" meaning that the payload of the following HTTP requests and responses should integrity protected. If the messaging is taking place inside a server-authenticated TLS tunnel, the options for the qop attribute can also contain "auth" meaning that the payload of the following HTTP requests and responses are not protected by HTTP Digest. The integrity protection is handled on the TLS layer instead.


The realm attribute contains two parts delimited by "@" sign. The first part is a constant string "3GPP-bootstrapping" instructing the UE to use a bootstrapped security association. The second part is the host of the server (i.e. the FQDN of the PKI portal).

3.
Generation of NAF specific keys at UE


The UE verifies that the second part of the realm attribute does correspond to the server it is talking to. In particular, if the messaging is taking place inside a server-authenticated TLS tunnel, the UE verifies that the server name (i.e. FQDN of the PKI portal) in the server's TLS certificate matches the hostname of the server in the realm attribute of the WWW-Authenticate header.


UE derives the NAF specific key material Ks_NAF as specified in 3GPP TS 33.220 [1].

NOTE 2:
If UE does not have a bootstrapped security association available, it will obtain one by running bootstrapping procedure over Ub interface.

4.
Authenticated get request (UE to PKI portal) - see example in table E.5-3

UE generates the HTTP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID it received from the BSF as the username and the NAF specific key material Ks_NAF (base64 encoded) as the password, and sends the request to PKI portal.

Table E.5-3: Authenticated get request (UE to PKI portal)

GET /getcertificate?in=aabbccdd== HTTP/1.1

Host: pkiportal.home1.net:1234

User-Agent: SCEnrolmentAgent; Release-6

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referer: http://pkiportal.home1.net:1234/service

Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pkiportal.home1.net", nonce="a6332ffd2d234==", uri="/getcertificate?in=aabbccdd==", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

Authorization:
This carries the response to the authentication challenge received in step 2 along with the username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque, and the algorithm.


The qop attribute is set to "auth-int" by default. If the messaging is taking place inside a server-authenticated TLS tunnel, the qop attribute can be set to "auth" as well.

NOTE 3:
If step 1 was a GET request then this request would also be GET request and contain the same Request-URI in the HTTP request as was carried in step 1.
5.
Zn: NAF specific key procedure

PKI portal retrieves the NAF specific key material (Ks_NAF) from the BSF.


For detailed signalling flows see 3GPP TS 29.109 [3].

Table E.5-4: Bootstrapping authentication information procedure (PKI portal to BSF)

	Message source and destination
	Zn Information element name
	Information Source in GET
	Description

	NAF to BSF
	B-TID
	Authorization
	The bootstrapping transaction identifier is encoded in the username field according to the Authorization protocol.


6.
Authentication at PKI portal


PKI portal verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF. PKI portal calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header.


The PKI portal also verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own. If the HTTP messaging is taking place inside a server-authenticated TLS tunnel, the PKI portal also verifies that this hostname is the same as that of the TLS server.


If the verification succeeds, the incoming client-payload request is taken in for further processing, i.e. the PKI portal sends the requested CA certificate to the UE.

7.
Delivery of CA certificate (PKI portal to UE) – see example in table E.5-5

The PKI portal sends 200 OK response to the UE to indicate the success of the authentication. The PKI portal generates a HTTP response containing the requested CA certificate. The PKI portal use the key material Ks_NAF to integrity protect and authenticate the response.

Table E.5-5: Delivery of CA certificate (PKI portal to UE)

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/html

Content-Type: application/x-x509-ca-cert

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT

----- BEGIN CERTIFICATE -----

<CA certificate BLOB>

----- END CERTIFICATE -----

Content-Type:
Contains the media type "application/x-x509-ca-cert", i.e. X.509 CA certificate.

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

Authentication-Info:
This carries the protection.

Expires:
Gives the date/time after which the response is considered stale.

8.
Authentication and response verification at UE


The UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE can accept the CA certificate for further processing.

E.6
Signalling flows demonstrating a failure in CA certificate delivery

The signalling flow in figure E.5-1 describes the message exchange between UE and PKI portal when UE requests a CA certificate delivery. This clause describes a failure in the CA certificate delivery. It assumed that CA certificate delivery procedure has proceeded to step 6 as described in clause E.5.

6.
Authentication at PKI portal


The verification procedures described in clause E.5 step 6 are successfully completed.


The PKI portal discovers that it does not have the requested CA certificate.

7.
Error notification (PKI portal to UE) - see example in table E.6-1

The PKI portal sends 404 Not Found response to the UE to indicate that the requested CA certificate is not found in the PKI portal. The PKI portal can use key material Ks_NAF to authenticate the response.

Table E.6-1: Error notification (PKI portal to UE)

HTTP/1.1 404 Not Found

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/html

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Authentication-Info:
This carries the protection

8.
Authentication and response verification at UE


The UE receives the response and verifies the Authentication-Info header. If the verification succeeds, the UE is notified of the failure of the CA certificate delivery.

Annex F (informative):
Signalling flows for PSK TLS with bootstrapped security association

Editor's note:
If the "Pre-Shared Key Ciphersuites for TLS" Internet Draft [15] does not reach the RFC status by the time when Release 6 is frozen, this annex shall be removed and the support for the Pre-Shared Key TLS is postponed to Release 7.

F.1
Scope of signalling flows

This annex gives examples of signalling flows for using PSK TLS with bootstrapped security association.

F.2
Introduction

F.2.1
General

A bootstrapping session established using a bootstrapping procedure (cf., clause 4 and annex A) is used between a UE and a NAF. The BSF provides to the NAF a NAF specific key material (Ks_NAF or Ks_ext_NAF) which is derived from the key material (Ks or Ks_ext). The NAF uses this key to authenticate and optionally secure (i.e. integrity protect and encrypt) the communications between it and the UE. The BSF will also provide the NAF the expiration time of the bootstrapping session. When the bootstrapping session becomes invalid the NAF will stop using the session, and indicate to the UE that bootstrapping session has expired and that new session needs to be established.

An example of the signalling flows of the authentication procedure using PSK TLS [15] is given in clause F.3.

F.2.2
Key required to interpret signalling flows

The following key (rules) have been applied to TLS handshake signalling flows to improve readability, reduce errors and increase maintainability:

a)
The description of TLS messages and their fields are identified by three fields: "TLS.MESSAGE.FIELD":

-
"TLS" identifies that the message is a TLS message;

-
"MESSAGE" identifies the name of the TLS message (e.g. ClientHello);

-
"FIELD" identifies the name of the TLS message field (e.g. client_version).

An example being "TLS.ClientHello.client_version", which identifies TLS message "ClientHello" and its data field "client_version". The possible TLS message and TLS message field names as well as their encoding to the TLS protocol are specified in IETF TLS related specifications such as IETF RFC 2246 [11] and IETF RFC 3546 [18].

b)
If multiple TLS messages are sent in sequence from one entity to another this is described as one step.

-
the figures describe the sending of multiple TLS messages in one step by listing the TLS message names in separate lines;

-
the description of the step contains the explanation of the messages and their parameters as described in bullet a).

c)
In order to differentiate between TLS messages and other protocol messages, the TLS messages are marked with simple arrow line, and all non-TLS messages with block arrows.

d)
The flows show the signalling exchanges between the following functional entities:

-
User Equipment (UE);

-
Bootstrapping Server Function (BSF);

-
Network Application Function (NAF).

F.3
Signalling flow demonstrating a successful PSK TLS authentication procedure
The signalling flow in figure F.3-1 describes the generic message exchange between UE and NAF using PSK TLS.
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Figure F.3-1: PSK TLS handshake with bootstrapped security association.

1.
TLS handshake message: ClientHello (UE to NAF)


The UE sends ClientHello message to the NAF. In order to indicate that the UE is capable of PSK-based authentication it includes the PSK-based ciphersuites to the list of acceptable ciphersuites list. The UE also includes to the ClientHello message the server_name TLS extension containing the hostname of the NAF.

TLS.ClientHello.client_version: the version of the TLS protocol in the UE is 3.1.

TLS.ClientHello.random: a UE generated random structure.

TLS.ClientHello.session_id: the ID of the TLS session is empty, i.e. no previous TLS session is used.

TLS.ClientHello.cipher_suites: the list of ciphersuites includes one or more PSK-based ciphersuites.

TLS.ClientHello.compression_methods: a list of the compression methods is null.

TLS.ClientHello.client_hello_extension_list: list of extensions includes server_name extension that contains the hostname of the NAF.

2.
TLS handshake messages: ServerHello, ServerKeyExchange, ServerHelloDone (NAF to UE)


If the NAF wants to use PSK-based authentication, it selects one of the acceptable PSK-based ciphersuites, places the selected ciphersuite in the ServerHello message, and includes an appropriate ServerKeyExchange message. The NAF can help the UE in selecting the correct PSK identity by providing a list of hints in ServerKeyExchange message. That list includes a static string "3GPP‑bootstrapping ". 
TLS.ServerHello.server_version: the version of the TLS protocol in the NAF is 3.1.

TLS.ServerHello.random: a NAF generated random (must be different from ClientHello.random).

TLS.ServerHello.session_id: the identity of the TLS session generated by the NAF.

TLS.ServerHello.cipher_suite: the ciphersuite selected by the NAF is one of the PSK-based ciphersuites listed in ClientHello.cipher_suites.

TLS.ServerHello.compression_method: the compression method selected by the NAF is null.

TLS.ServerHello.server_hello_extension_list: list of extensions is empty.

TLS.ServerKeyExchange.psk_identity_hint: the PSK identity hint contains the constant string "3GPP-bootstrapping".

TLS.ServerHelloDone: this message does not have data fields.

3.
Bootstrapping and generation of NAF specific key material at UE

The UE performs the bootstrapping procedure to produce B-TID and Ks_NAF as described in clause A.3. If bootstrapping procedure has been done recently, the UE can use the B-TID and Ks_NAF produced from that procedure.

4.
TLS handshake messages: ClientKeyExchange, ChangeCipherSpec, Finished (UE to NAF)

The UE sets concatenated "3GPP-bootstrapping " string, separator character "; " and the B-TID as the PSK identity, and Ks_NAF as the pre-shared key. The UE then sends ClientKeyExchange containing the B-TID, ChangeCipherSpec, and Finished messages to the NAF. The TLS premaster secret is derived from Ks_NAF as specified in draft-ietf-tls-psk-01 [15].

TLS.ClientKeyExchange.psk_identity: the PSK identity contains concatenated "3GPP-bootstrapping " string, separator character ";"and the B-TID.

TLS.ChangeCipherSpec.type: contains value 1 (change_cipher_spec).

TLS.Finished.verify_data: the verify data contains the hash of the handshake messages. For details, see RFC 2246 [11].

5.
Zn: NAF specific key procedure


The NAF extracts the B-TID from the ClientKeyExchange message and requests the NAF specific key (Ks_NAF) from BSF. The BSF returns Ks_NAF that corresponds to the B-TID.


For detailed signalling flows see 3GPP TS 29.109 [3].

Table F.3-1: Bootstrapping authentication information procedure (NAF to BSF)

	Message source and destination
	Zn Information element name
	Information Source in TLS
	Description

	NAF to BSF
	B-TID
	ClientKeyExchange.psk_identity
	The bootstrapping  transaction identifier is encoded in the ClientKeyExchange.psk_identity field according to PSK TLS.


6.
Authentication at NAF


The NAF validates the Finished message sent by the UE.

7.
TLS handshake messages: ChangeCipherSpec, Finished (NAF to UE)

The NAF sends ChangeCipherSpec, and Finished messages to the UE.

TLS.ChangeCipherSpec.type: contains value 1 (change_cipher_spec).

TLS.Finished.verify_data: the verify data contains the hash of the handshake messages. For details, see RFC 2246 [11].

8.
Authentication at UE

The UE validates the Finished message sent by the NAF.

9.
Application data transfer

The UE and the NAF initiate application data transfer in the TLS session. 
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