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Abstract

Introduction

At CN1#35, CR 688 R2 to 24.229 (N1-041641 ( NP-040381) was agreed which made changes to the operation of the P-Access-Network-Info header across network boundaries.

There appears to be some fundamental mistakes in the reasoning for parts of the above CR, which we consider need to be discussed further. There are some valid changes in the CR, but see the discussion below.

We do accept the change to allow AS at the local side to have access to this parameter.

Issue – Relevance of the P-Access-Network-Info header

The CR seems to start from the basis that whatever is good for the P-Asserted-Identity header is also good for the P-Access-Network-Information header, whereas the starting point for any discussion of this nature needs to look at the functions and semantics of the header and then adapt the procedures accordingly.

The philosophy behind the P-Asserted-Identity is that both the remote end user (subject to privacy requirements) and the local side network and the remote side network can make use of this information to provide services, e.g. at the local side to select a service profile, and at the remote side to provide appropriate forwarding based on originating user identity. These capabilities have direct analogies in ISDN services and those service issues are well understood.

We need to understand to what use the information in the P-Access-Network-Information header can be put. At the time it was defined, it was to solve purely local network problems, not to provide any services at the remote network. That is the reason why the existing procedures (before the CR) never carry it to the remote network. That local problem was to identity in the P-CSCF (and possibly the S-CSCF) whether a particular value of Request-URI identified an emergency call or not. This needed knowledge of the MCC and MNC which were available in all terminals as part of a set of information that included the cell id to make that decision on the Request-URI. Essentially the P-Access-Network-Information header as currently used seems to carry two types of information:

1. a definition of the type of access network in use, and therefore an understanding of the associated restrictions on service applying to that user dependent on access network;

2. information relating to MCC, MNC and cell identity of the local user, and thus information on the geographic location of the local user.

Both of these types of information could be conceivably of use in providing both local and remote services however this needs to considered in regard to other extensions in SIP also defined to provide this information.

· extensions are currently under development for the carriage of geographic information of variuous kinds in SIP, meeting all the requirements of GEOPRIV including privacy requirements. This mechanism should certainly used for the carriage of geolocation information in SIP between networks. It is perfectly appropriate to map P-Access-Network-Information data into these new mechanisms in the originating side network.

· the callee capabilities extension is the appropriate manner of providing information between user agents of the restriction of service capabilities between end user agents (including UEs and application servers), and therefore information of this form gained from the P-Access-Network-Information header is really only of use to the local CSCFs, where callee capabilities information is not available for use.

This leads us to the conclusion that the P-Access-Network-Information header has no valid functionality between the originating side network and the terminating side network, as all the information contained should already be available to the remote side network with support of appropriate extensions. It is justified that the information goes to a local application server, e.g. for mapping into geolocation information. CN1 should however look for rapid support of the appropriate IETF SIP extension for carrying geolocation information. There is a valid exception to this rule which is that for emergency calls, all available information about the user/subscriber should be sent to the emergency call centre, even if geographic information is available from other means. However we are not dealing with emergency calls in release 6.

Issue – Privacy

There are flaws in the application of privacy by this CR as follows:

There is an assumption that "id" privacy can arbitrarily be applied by 3GPP to other headers other than the P-Asserted-Identity such as the P-Access-Network-Information header. Such extension of functionality really requires specification in an RFC and consequent expert review by IETF.

If we restrict the use of the P-Access-Network-Information as indicated above, and therefore never result in its being sent to the remote user, we do not meet these problems, as privacy between networks is guaranteed by always removing the information (except in the case of emergency calls).

Additionally, as now defined, it is impossible to separate the user privacy requirements relating to the P-Acess-Network-Info header from that of the P-Asserted-Identity. As a user, we may desire my CLI to be passed to the remote terminal, in case the remote user has usage of a service such as Anonymous Call Rejection (a service designed to deter spam callers). However we may certainly wish to keep my location, or any hint of our location, private in such circumstances. As defined currently, either both are private, or neither is private.

Proposal

The P-Access-Network-Info should be removed when the associated request/response is sent from the local to the remote side of the transaction. 

Note that in the future, there will be an exception to this, and other headers carrying information about the user, when the call is an emergency call.

The P-Access-Network-Info header does not need therefore to be subject to the "id" privacy.

Appropriate definition in IETF should be supported to allow geopgraphic location information to be associated with a call, and carry appropriate privacy policy with it.

