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Background

The Referred-By header is a part of TS 24229 release 6. The main purpose of the header is to include the user identity that carries out a REFER method.  The receiver may use this as information or perform policing. The last case is mainly applicable when a number of ASes are involved in the call chain.

This paper concentrates on the treatment of P-asserted ID, Privacy and Referred-By headers in the request  

The following drawing shows a scenario where the Referred-By header is used together with ASes.






UE 1 sends a REFER Method where Referred-By header is included. The request arrives at AS 1 and includes the Referred-By header together with P-asserted ID and Privacy information. Depending on the information in the REFER method AS 1 initiates a request. Since another AS may be required for the call the AS 1 must include a PSI that identifies the group in the P-asserted ID. The Referred-By header must also be included since AS 2 may need it to perform policing on that identity to prevent spam actions. This means that AS 2 both requires the referred by Header and P-Asserted Identity to perform necessary authorisation of the request. After some thinking AS 2 will send the request towards the UE 2 via the appropriate P-SCSF. The main problem is how to treat the Referred-by header in the outgoing request from the AS  2 or P-SCSF without violating the privacy restriction. 

There are two main cases:

1) UE 1 indicates that privacy shall not be applied

2) UE 1 indicates that privacy shall be applied.

The first case we do not consider problematic. However the last case creates some concerns. 

CASE 1

In this case the UE 1 will include in the REFER method, arrow 1 and 2 in the drawing, P-Ass ID = UE-A, Referred-By = UE A Privacy =not applicable. The AS 1 will in the resulting request (marked 3) (eg. INVITE) include P-Ass ID = PSI (AS-1). Referred-By = UE 1 and Privacy = not applicable. When AS 2 sends out the Request to P-SCSF, it will set the three concerned headers to the value received. The P-SCSF will send out the headers as received.

CASE 2

This case become more problematic if UE 1 wants to keeps its identities private.

Session set up UE 1 to AS 2.  

There are some ways in which the session set-up may be handled 

1) The UE 1 indicates privacy and do not include any identity in the Reffered-By header. However, this will lead to that the policing to avoid spam will fail at AS 2 and AS 2 will clear the call. This will also apply if AS 1 does not include Preferred-by header depending on the received privacy value. 

2) The AS puts the received Referred-By header value in the P-Ass-ID and sends the request to AS 2. Also in this case the AS 2 will not have enough information to authorise the request.
3) When the AS 1 sends the request to AS 2 it will set the privacy header value to the value as received in the REFER method. It will set the P-Ass ID to the PSI of AS 1 and Preferred-By header to the one received in the REFER method. When AS 2 gets the request it has enough information authorise the request.  

We therefore conclude that only alternative 3 is possible to use.

Session set up from AS 2 to UE 2.  

We see two possibilities to achieve the session set-up without violating the privacy requirements.

1) 
When the AS sends the request to UE 2 it includes only the P-Asserted ID. The Referred-By header is not included.

2)
The AS 2 includes both identities in the request. When the P-CSCF receives the request it withholds both identities. 

The last proposal implies a change in TS 22.229. Ericsson has in another contribution to this meeting provided a CR for this solution.  

We therefore, like CN 1 to discuss the problem as described above a make a proper choice of which alternative to choose.  
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