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Abstract

This contribution examines the issues involved in processing SIP 3xx responses, and seeks to identify if additional requirements need to be specified over and above those indicated in the IETF specifications which are already referenced.

1
Introduction

The SIP specification, RFC 3261 defines a 3xx response as:

3xx: Redirection -- further action needs to be taken in order to complete the request;

and

3xx responses give information about the user's new location, or about alternative services that might be able to satisfy the call.

Thus if a 3xx response is generated by some entity in IMS, then action needs to be taken at some point back along the path of the request in order for a call to proceed. For calls entirely within IMS, i.e. those generated by a UE attached to IMS, this can safely be left to either the requesting UE, or to an AS in the path. For calls generated from the PSTN, and entering IMS at a MGCF, further discussion is needed as to the best point to handle such a 3xx response.

Currently there is no documentation of an appropriate handling in either 3GPP TS 24.229 or 3GPP TS 29.163.

2
Summary of 3xx processing

2.1
Generation of 3xx responses

RFC 3261, clause 6:

Redirect Server: A redirect server is a user agent server that generates 3xx responses to requests it receives, directing the client to contact an alternate set of URIs.

RFC 3261, subclause 8.3:

8.3 Redirect Servers

In some architectures it may be desirable to reduce the processing load on proxy servers that are responsible for routing requests, and improve signaling path robustness, by relying on redirection.

Redirection allows servers to push routing information for a request back in a response to the client, thereby taking themselves out of the loop of further messaging for this transaction while still aiding in locating the target of the request.  When the originator of the request receives the redirection, it will send a new request based on the URI(s) it has received.  By propagating URIs from the core of the network to its edges, redirection allows for considerable network scalability.

A redirect server is logically constituted of a server transaction layer and a transaction user that has access to a location service of some kind (see Section 10 for more on registrars and location services).  This location service is effectively a database containing mappings between a single URI and a set of one or more alternative locations at which the target of that URI can be found.

A redirect server does not issue any SIP requests of its own.  After receiving a request other than CANCEL, the server either refuses the request or gathers the list of alternative locations from the location service and returns a final response of class 3xx.  For well-formed CANCEL requests, it SHOULD return a 2xx response.  This response ends the SIP transaction.  The redirect server maintains transaction state for an entire SIP transaction.  It is the responsibility of clients to detect forwarding loops between redirect servers.

When a redirect server returns a 3xx response to a request, it populates the list of (one or more) alternative locations into the Contact header field.  An "expires" parameter to the Contact header field values may also be supplied to indicate the lifetime of the Contact data.

The Contact header field contains URIs giving the new locations or user names to try, or may simply specify additional transport parameters.  A 301 (Moved Permanently) or 302 (Moved Temporarily) response may also give the same location and username that was targeted by the initial request but specify additional transport parameters such as a different server or multicast address to try, or a change of SIP transport from UDP to TCP or vice versa.

However, redirect servers MUST NOT redirect a request to a URI equal to the one in the Request-URI; instead, provided that the URI does not point to itself, the server MAY proxy the request to the destination URI, or MAY reject it with a 404.

If a client is using an outbound proxy, and that proxy actually redirects requests, a potential arises for infinite redirection loops.

Note that a Contact header field value MAY also refer to a different resource than the one originally called.  For example, a SIP call connected to PSTN gateway may need to deliver a special informational announcement such as "The number you have dialed has been changed."

A Contact response header field can contain any suitable URI indicating where the called party can be reached, not limited to SIP URIs.  For example, it could contain URIs for phones, fax, or irc (if they were defined) or a mailto:  (RFC 2368 [32]) URL.  Section 26.4.4 discusses implications and limitations of redirecting a SIPS URI to a non-SIPS URI.

The "expires" parameter of a Contact header field value indicates how long the URI is valid.  The value of the parameter is a number indicating seconds.  If this parameter is not provided, the value of the Expires header field determines how long the URI is valid. Malformed values SHOULD be treated as equivalent to 3600.

This provides a modest level of backwards compatibility with RFC 2543, which allowed absolute times in this header field.  If an absolute time is received, it will be treated as malformed, and then default to 3600.

Redirect servers MUST ignore features that are not understood (including unrecognized header fields, any unknown option tags in Require, or even method names) and proceed with the redirection of the request in question.

RFC 3261 subclause 13.3.1.2:

13.3.1.2 The INVITE is Redirected

If the UAS decides to redirect the call, a 3xx response is sent.  A 300 (Multiple Choices), 301 (Moved Permanently) or 302 (Moved Temporarily) response SHOULD contain a Contact header field containing one or more URIs of new addresses to be tried.  The response is passed to the INVITE server transaction, which will deal with its retransmissions.

2.2
UA handling of 3xx responses

RFC 3261, clause 6:

Recursion: A client recurses on a 3xx response when it generates a new request to one or more of the URIs in the Contact header field in the response.

RFC 3261, subclause 8.1.3.4

8.1.3.4 Processing 3xx Responses

Upon receipt of a redirection response (for example, a 301 response status code), clients SHOULD use the URI(s) in the Contact header field to formulate one or more new requests based on the redirected request.  This process is similar to that of a proxy recursing on a 3xx class response as detailed in Sections 16.5 and 16.6.  A client starts with an initial target set containing exactly one URI, the Request-URI of the original request.  If a client wishes to formulate new requests based on a 3xx class response to that request, it places the URIs to try into the target set.  Subject to the restrictions in this specification, a client can choose which Contact URIs it places into the target set.  As with proxy recursion, a client processing 3xx class responses MUST NOT add any given URI to the target set more than once.  If the original request had a SIPS URI in the Request-URI, the client MAY choose to recurse to a non-SIPS URI, but SHOULD inform the user of the redirection to an insecure URI.

Any new request may receive 3xx responses themselves containing the original URI as a contact.  Two locations can be configured to redirect to each other.  Placing any given URI in the target set only once prevents infinite redirection loops.

As the target set grows, the client MAY generate new requests to the URIs in any order.  A common mechanism is to order the set by the "q" parameter value from the Contact header field value.  Requests to the URIs MAY be generated serially or in parallel.  One approach is to process groups of decreasing q-values serially and process the URIs in each q-value group in parallel.  Another is to perform only serial processing in decreasing q-value order, arbitrarily choosing between contacts of equal q-value.

If contacting an address in the list results in a failure, as defined in the next paragraph, the element moves to the next address in the list, until the list is exhausted.  If the list is exhausted, then the request has failed.

Failures SHOULD be detected through failure response codes (codes greater than 399); for network errors the client transaction will report any transport layer failures to the transaction user.  Note that some response codes (detailed in 8.1.3.5) indicate that the request can be retried; requests that are reattempted should not be considered failures.

When a failure for a particular contact address is received, the client SHOULD try the next contact address.  This will involve creating a new client transaction to deliver a new request.

In order to create a request based on a contact address in a 3xx response, a UAC MUST copy the entire URI from the target set into the Request-URI, except for the "method-param" and "header" URI parameters (see Section 19.1.1 for a definition of these parameters). It uses the "header" parameters to create header field values for the new request, overwriting header field values associated with the redirected request in accordance with the guidelines in Section 19.1.5.

Note that in some instances, header fields that have been communicated in the contact address may instead append to existing request header fields in the original redirected request.  As a general rule, if the header field can accept a comma-separated list of values, then the new header field value MAY be appended to any existing values in the original redirected request.  If the header field does not accept multiple values, the value in the original redirected request MAY be overwritten by the header field value communicated in the contact address.  For example, if a contact address is returned with the following value:

sip:user@host?Subject=foo&Call-Info=<http://www.foo.com>

Then any Subject header field in the original redirected request is overwritten, but the HTTP URL is merely appended to any existing Call-Info header field values.

It is RECOMMENDED that the UAC reuse the same To, From, and Call-ID used in the original redirected request, but the UAC MAY also choose to update the Call-ID header field value for new requests, for example.

Finally, once the new request has been constructed, it is sent using a new client transaction, and therefore MUST have a new branch ID in the top Via field as discussed in Section 8.1.1.7.

In all other respects, requests sent upon receipt of a redirect response SHOULD re-use the header fields and bodies of the original request.

In some instances, Contact header field values may be cached at UAC temporarily or permanently depending on the status code received and the presence of an expiration interval; see Sections 21.3.2 and 21.3.3.

RFC 3261 subclause 12.2.1.2:

The behavior of a UAC that receives a 3xx response for a request sent within a dialog is the same as if the request had been sent outside a dialog.  This behavior is described in Section 8.1.3.4.

Note, however, that when the UAC tries alternative locations, it still uses the route set for the dialog to build the Route header of the request.

RFC 3261 subclause 13.2.2.2:

13.2.2.2 3xx Responses

A 3xx response may contain one or more Contact header field values providing new addresses where the callee might be reachable. Depending on the status code of the 3xx response (see Section 21.3), the UAC MAY choose to try those new addresses.

2.3
Proxy handling of 3xx responses

RFC 3261 subclause 16.5:

If the Request-URI of the original request indicates a resource this proxy is responsible for, the proxy MAY continue to add targets to the set after beginning Request Forwarding.  It MAY use any information obtained during that processing to determine new targets. For instance, a proxy may choose to incorporate contacts obtained in a redirect response (3xx) into the target set.  If a proxy uses a dynamic source of information while building the target set (for instance, if it consults a SIP Registrar), it SHOULD monitor that source for the duration of processing the request.  New locations SHOULD be added to the target set as they become available.  As above, any given URI MUST NOT be added to the set more than once.

Allowing a URI to be added to the set only once reduces unnecessary network traffic, and in the case of incorporating contacts from redirect requests prevents infinite recursion.

For example, a trivial location service is a "no-op", where the target URI is equal to the incoming request URI.  The request is sent to a specific next hop proxy for further processing.  During request forwarding of Section 16.6, Item 6, the identity of that next hop, expressed as a SIP or SIPS URI, is inserted as the top-most Route header field value into the request.

RFC 3261 subclause 16.7:

4.
Add response to context

Final responses received are stored in the response context until a final response is generated on the server transaction associated with this context.  The response may be a candidate for the best final response to be returned on that server transaction.  Information from this response may be needed in forming the best response, even if this response is not chosen.

If the proxy chooses to recurse on any contacts in a 3xx response by adding them to the target set, it MUST remove them from the response before adding the response to the response context.  However, a proxy SHOULD NOT recurse to a non-SIPS URI if the Request-URI of the original request was a SIPS URI.  If the proxy recurses on all of the contacts in a 3xx response, the proxy SHOULD NOT add the resulting contactless response to the response context.

Removing the contact before adding the response to the response context prevents the next element upstream from retrying a location this proxy has already attempted.

3xx responses may contain a mixture of SIP, SIPS, and non-SIP URIs.  A proxy may choose to recurse on the SIP and SIPS URIs and place the remainder into the response context to be returned, potentially in the final response.

3
Conclusion and proposed way forward in CN1/CN3 specifications

It appears to us that the most effective place for processing 3xx responses is in the originating UA, at an AS, or at an originating MGCF. Other entities have insufficient knowledge of service requirements relating to the request to form an intelligent judgement as to whether to proceed with the redirection, or whether to abandon the call, or whether to process the 3xx further back along the path. As such processing is very much service dependent, we need to make sure that service providing entities retain the current flexibility to provide services in the most appropriate way to the service they are implementing.

At the moment, we make no preclusion on RFC 3261 conformant proxy behaviour, and therefore it is entirely free for the P-CSCF, I-CSCF, S-CSCF, BGCF, and AS acting as a proxy to implement any of these procedures. We need to understand whether any such implementation of these procedures interfere with more appropriate handling of 3xx responses at any of originating UA, at an AS, or at an originating MGCF. It is clear that the requirements for aggregation of contact addresses specified in subclause 16.5 of RFC 3261 do not do this; information is not lost, and this is an entirely appropriate implementation option to improve on resource handling and scaleability. As regards the above proxies (P-CSCF, I-CSCF, S-CSCF, BGCF) actually performing redirection, we may get an issue of these entities redirectly the request, when an entity with appropriate service knowledge may decide to abandon the attempt or to leave the redirection to an entity further back in the request. With the exception of the I-CSCF, we therefore see no need for these entities to perform the redirection procedures as in subclause 16.7 of RFC 3261. 

Specifically for the I-CSCF, we can see a limited utility in the I-CSCF performing redirection where the redirection is to a subscriber in the same domain as the original subscriber, as indicated by the URI. In this case, if the I-CSCF passed the redirection request back to the previous entity in the path, it (or a parallel I-CSCF belonging to the same operator) would receive the INVITE request generated as a result of the redirection, and which it could have generated for itself. In this case, there may be some advantage in the I-CSCF performing the redirection.

Finally, in interworking with other SIP networks the ALG may come into play. This is essentially a B2BUA, and therefore implements UA procedures. An ALG should be transparent to any such responses and add no functionality in respect of redirection.

As regards actions to be taken In 3GPP specifications, we propose the following:

1. No additional handling needs to be specified for the generation of 3xx at any of the UA role entities (MGCF, AS, UE, MRFC.

2. Add requirements to 3GPP TS 24.229 to prevent P-CSCF, S-CSCF and BGCF recursing on 3xx responses, i.e. that subclause 16.7 of RFC 3261 does not apply to these entities. There is no reason why an AS acting as proxy should not be allowed to recurse 3xx responses; this assumes that it has the service knowledge to do this intelligently, and there is no way to effectively specify this as a constraint.

3. Add requirements to 3GPP TS 24.229 to limit I-CSCF recursing on 3xx responses to URIs only in the same domain as the original Request-URI, i.e. that subclause 16.7 of RFC 3261 does not apply to these entities. 

4. Add requirements to 3GPP TS 29.163 (Interworking between the IP Multimedia (IM) Core Network (CN) subsystem and Circuit Switched (CS) networks) to specify how the MGCF treats 3xx responses. This could include any of three actions:

· forward switching in the circuit-switched network, e.g. PSTN or as MSC, following normal ISUP procedures;

· creating a new SIP INVITE request and routeing it to an outgoing MGCF, via appropriate BGCF, after performing an ENUM lookup; or

· creating a new SIP INVITE request and routeing it to an external SIP network.

5. The AS requirements for handling any responses as a B2BUA are very general as they stand, and therefore any enhancement or constraint would be inappropriate.

6. Add requirements to 3GPP TS 29.162 (Interworking between the IM CN subsystem and IP networks) to specify that an ALG maps 3xx responses across the ALG, and and does not act as a redirect server, and does not process 3xx responses when received.

