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1. Introduction

When the mobile station wants to use PS domain services it will have to perform a GPRS attach procedure first. The attach is usually authenticated by the network. In R99 and later releases it is possible for the UE to diagnose an authentication failure due to SQN or  MAC failure. If the UE has to reject the authentication request then it shall send authentication failure message to the network and start timer T3318 or T3320 depending on whether SQN or MAC failure has been detected. This is done to allow the network another chance to authenticate, in case there was some synchronization failure between the network and the UE. 

But the handling of the messages that the UE can receive before the subsequent authentication challenge has not been explicitly specified.

2. Discussion

3GPP TS 24.008 subclause 4.1.1.1 defines MM and GMM specific and common procedures. So no other specific procedures can be initiated whilst GPRS attach (or IMSI attach) procedure is running. But both CS authentication and GPRS authentication and ciphering procedures are common procedures that can be initiated when the connection exists.

As GPRS attach procedure is often authenticated, an interaction of the attach procedure and the authentication procedure is likely. It can also happen that the UE has to reject the received AUTHENTICATION AND CIPHERING REQUEST which is shown in figure 1. The UE shall indicate the reject by sending an AUTHENTICATION AND CIPHERING FAILURE message back to the network. The UE also starts timer T3318 (MAC failure) or T3320 (Sync failure) to wait for the network to send a new authentication challenge.

The behaviour of the UE before the expiry of T3318 or T3320 is well defined in terms of handling a new authentication request, if received. But the handling of any other (G)MM message is not defined, since 3GPP TS 24.008 subclause 4.7.7.6.1 only applies after the UE has deemed that the network has failed the authentication and that’s not the case yet when either of the two timers is ticking.

As an example, Figure 1 shows a situation where the UE unexpectedly receives an ATTACH ACCEPT from the network. The authentication has not been proven right or wrong either way yet, so is the ATTACH ACCEPT a valid message then?

The originators would like to draw attention to the following questions:

1. Shall the UE consider the ATTACH ACCEPT valid if received during T3318 / T3320?

2. Is it the same handling for all (G)MM messages, what about LU or RAU ACCEPT, if the same problem is met during LR procedure instead of attach?

3. How should the (G)MM layer in the UE handle the network responses to upper layer requests? As an example we can consider the case when the network chooses to authenticate an ACTIVATE PDP CONTEXT REQUEST? Should the (G)MM pass the ACTIVATE PDP CONTEXT ACCEPT on to SM layer if T3318 / T3320 is running?

4. It is the assumption of the authors that none of the above accept messages are valid if received when the timer T3318 or T3320 is running. Is this assumption correct?

5. Similar case is possible also in CS domain. If the above questions can be answered, do the answers apply with the same logic to also CS procedures, e.g. when the network chooses to authenticate a CM SERVICE REQUEST and CM SERVICE ACCEPT is then received by the UE before the expiry of T3214 is running?

[image: image1.wmf]MS

network

New attach started

Attach timer 

re-started

Cell barred

RAN reselects to a new cell

USIM runs security algorithms

and finds challenge incorrect

MS_CAMPED_ON_A_GSM_CELL

DEREGISTERED

AUTHENTICATION_AND_CIPHERING_REQUEST

(

RAND,CKSN,AUTN

)

ATTACH_ACCEPT

ATTACH_REQUEST

T3310

T3318/T3320

ATTACH_REQUEST

T3310

AUTHENTICATION_AND_CIPHERING_FAILURE

(

MAC/SQN

)





Figure 1.

6. Proposal

The originators of this proposal ask CN1 to give answers to the above questions in chapter 2, and to consider if any clarification of the specification is seen necessary. 

