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A.3.6
Conference creation with CPCP

Figure A.3.6 shows an user creating a conference by CPCP. The conference is created at a MRFC/AS of the users home network. The flow assumes that the AS within the MRFC/AS implements a NAF role. The security is based on HTTP Digest Authentication with bootstrapped security association.
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Figure A.3.6: User creating a conference with CPCP

The details of the flows are as follows:

1.
XCAP PUT request (UE to MRFC/AS) - see example in table A.3.6-1


A user wants to create a conference. For this purpose the UE creates a XCAP document
for CPCP. The UE includes all parameters, that the user has set for the conference in the XCAP document and sends it to the MRFC/AS in a XCAP PUT request.

Table A.3.6-1: XCAP PUT request (UE to MRFC/AS)

































































PUT http://xcap.home1.net/services/conference-policy/users/user1_public1/conference.xml HTTP/1.1 

Host:xcap.home1.net

User-Agent: NAF1 Application Agent; Release-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50:33 GMT
Content-Type:application/conference-policy+xml

<?xml version="1.0" encoding="US-ASCII"?>

<conference xmlns="urn:ietf:params:xml:ns:conference-policy" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <setting>

      <conference-uri ></conference-uri >

      <max-participant-count>23</max-participant-count>

   </settings>

   <info xml:lang="en-us">
      <subject>Good Advise</subject>

      <display-name>What you really need</display-name>

      <free-text>Let’s have a party</free-text>

      <keywords>beer party</keywords>

      <host-info>

          <uri>sip:user1_public1@home1.net</uri>

          <uri>tel:+358504821437</uri>

          <e-mail>mailto:user1_public1@home1.net</e-mail>

          <web-page>http://www.home1.net/users/user1_public1</web-page>

      </host-info>

   </ info>

   <time: >

      < occurrence>

         <mixing-start-time required-participant="none">2004-04-01T09:00:00Z</mixing-start-time>

         <mixing-stop required-participant="none"-time>2004-04-01T18:30:00Z</mixing-stop-time>

      </ occurrence>

   </time>
   <authorization-rules>

      <rule id="1">

        <conditions>

           <identity>

                <domain>cn1.com</domain>

            </identity>

        <conditions>
  
      <actions>

                <allow-conference-state>true</allow-conference-state>
                <join-handling>allow</join-handling>
        </actions>
        <transformations/>

      </rule>
      <rule id="2">

        <conditions>

           <identity>

                <id> sip:user1_public1@home1.net </id >

            </identity>

        <conditions>

        </actions>

        <transformations>

            <is-key-participant>true</is-key-participant>

        <transformations/>

      </rule>

   </authorization-rules>

   <dialout-list>

         <target uri="sip:Holger@home1.net "/>
         <target uri="sip:Georg@home1.net"/>
    </dialout-list>
    <refer-list>

         <target uri="sip:Peter@home1.net ">

    </refer-list>

    <media-streams>

         <audio/>

    </media-streams>

</conference>

2.
XCAP 401 (Unauthorized) response (MRFC/AS to UE) 


Upon receiving an unauthorized XCAP PUT the MFCR/AS implementing the NAF chooses to authenticate the UE using bootstrapped security association.

Table A.3.6-2: 401 Unauthorized response (NAF to UE)

HTTP/1.1 401 Unauthorized

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMT

WWW-Authenticate: Digest realm="3GPP-bootstrapping@xcap.home1.net", nonce="6629fae49393a05397450978507c4ef1", algorithm=MD5, qop="auth,auth-int", opaque="5ccc069c403ebaf9f0171e9517f30e41"

WWW-Authenticate:
The NAF challenges the user. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

3.
Generation of NAF specific keys at UE


UE shall verify that the second part of the realm attribute does correspond to the server it is talking to
UE derives the NAF specific key material Ks_NAF as specified in 3GPP TS 33.220 [1].

NOTE:
If UE does not have a bootstrapped security association available, it will obtain one by running bootstrapping procedure over Ub interface.

4.
XCAP PUT request (UE to MRFC/AS) - see example in table A.3.6.2-4


UE generates the XCAP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID (base64 encoded) it received from the BSF as the username and the NAF specific key material Ks_NAF (base64 encoded) as the password, and sends the request to NAF.

Table A.3.6-4: XCAP PUT request (UE to MRFC/AS)

PUT /services/conference-policy/users/user1_public1/conference.xml HTTP/1.1

Host:xcap.home1.net

Date: Thu, 08 Jan 2004 10:50:37 GMT

User-Agent: NAF1 Application Agent; Release-6 3gpp-gba

Authorization: Digest username="base64(B-TID)", realm="3GPP-bootstrapping@xcap.home1.net", nonce="a6332ffd2d234==", uri="/", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1, opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

Content-Type:application/conference-policy+xml

<?xml version="1.0" encoding="US-ASCII"?>

<conference xmlns="urn:ietf:params:xml:ns:conference-policy" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <setting>

      <conference-uri ></conference-uri >

      <max-participant-count>23</max-participant-count>

   </settings>

   <info xml:lang="en-us">
      <subject>Good Advise</subject>

      <display-name>What you really need</display-name>

      <free-text>Let’s have a party</free-text>

      <keywords>beer party</keywords>

      <host-info>

          <uri>sip:user1_public1@home1.net</uri>

          <uri>tel:+358504821437</uri>

          <e-mail>mailto:user1_public1@home1.net</e-mail>

          <web-page>http://www.home1.net/users/user1_public1</web-page>

      </host-info>

   </ info>

   <time: >

      < occurrence>

         <mixing-start-time required-participant="none">2004-04-01T09:00:00Z</mixing-start-time>

         <mixing-stop required-participant="none"-time>2004-04-01T18:30:00Z</mixing-stop-time>

      </ occurrence>

   </time>
   <authorization-rules>

      <rule id="1">

        <conditions>

           <identity>

                <domain>cn1.com</domain>

            </identity>

        <conditions>

  
      <actions>

                <allow-conference-state>true</allow-conference-state>
                <join-handling>allow</join-handling>

        </actions>

        <transformations/>

      </rule>

      <rule id="2">

        <conditions>

           <identity>

                <id> sip:user1_public1@home1.net </id >

            </identity>

        <conditions>

        </actions>

        <transformations>

            <is-key-participant>true</is-key-participant>

        <transformations/>

      </rule>

   </authorization-rules>

   <dialout-list>

         <target uri="sip:Holger@home1.net "/>

         <target uri="sip:Georg@home1.net"/>

    </dialout-list>

    <refer-list>

         <target uri="sip:Peter@home1.net ">

    </refer-list>

    <media-streams>

         <audio/>

    </media-streams>

</conference>




























































Authorization:
This carries the response to the authentication challenge received in step 2 along with the username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque, and the algorithm.

5.
Zn: NAF specific key procedure
6.
Authentication at NAF


MRFC/AS implementing NAF verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF. NAF calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header. For details see 3GPP TS 24.109 [25].

7.
200 OK response (MRFC/AS to UE) - see example in table A.3.6.2-7
Table A.3.6-7: 200 OK response (MRFC/AS to UE)

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27Content-Type: text/html

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:39 GMT

Expires: Fri, 09 Jan 2004 10:50:40 GMT

8.
Authentication at UE
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