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Introduction

Manual Network selection for WLAN is supposed to be similar to that of manual network selection for macro / cellular network.  In that when a subscriber requests manual network selection the WLAN UE will  obtain a list of all available PLMNs.  This includes displaying the HPLMN if available.  And if a PLMN can be reached by two or more WLANs some indication to the user that this is possible.
Discussion

.  

In the current text of 24.234 it states that for manual network selection that the Root NAI shall be used
“5.2.2.3.4 
Manual PLMN Selection Mode Procedure

In case of manual network selection mode, the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the Root NAI “

Use of the root NAI when a WLAN does not have a direct connection to the home network will result in authentication failure and if supported, the list of PLMNs being returned.  However if the WLAN has a direct connection with the HPLMN the authentication will be successful and no PLMN list will be returned. Given that the user requested manual network selection and thus a list of PLMNs the behaviour of the UE in such circumstance is currently not defined. 
Problem 1:
When you use the ROOT NAI for manual network selection the behaviour of the UE is not defined when the authentication is actually successful.

If manual network selection is to be similar to what is specified today for 3GPP networks, then when a WLAN has a direct connection with the HPLMN, the WLAN should still return a list of all PLMNs that it is connected to including the HPLMN.  Such behaviour could be achieved by the WLAN UE knowing which WLANs (SSIDs) have direct connection with the HPLMN and which ones do not.  One could say the “Operator preferred SSID list” as defined in TS 23.234  could achieve this however the wording for the list is such that it does not limit the operator preferred list to only containing SSIDs that have direct relationships.  Infact the list could contain SSIDs that have a preferred relationship with an operator.  Take for example operators that have operations in multiple countries e.g. Orange, Vodafone, T-Mobile.  One could assume that operators with large footprints e.g. T-Mobile Germany would prefer that their customers use their SSIDs in those other countries e.g. T-Mobile USA.  Therefore some of the SSIDs have direct relationships and others do not.  In addition there is no guarantee that only the 1st entry in the preferred operator SSID list has a direct relationship.  Take an operator that has deployed hotspot in specific locations e.g. British Airways executive lounge.  These hotspots are owned and operated by an operator however said operator also has an agreement with a national footprint provider to provide coverage in train stations, hotels and airports where BA executive lounge are.  Therefore there could be at least two SSIDs that provide direct connectivity to the HPLMN. .
Problem 2:
There is no way for the WLAN UE to determine if the SSIDS in the Operator Preferred SSID list have a direct relationship with the HPLMN or not.
To solve the above problems it is proposed that a list is defined that stores WLAN SSIDs that are known to have a direct relationship with the HPLMN.  Thus when the WLAN UE is performing a manual network selection and finds an SSID that is stored in this list, the WLAN UE uses an “alternative NAI” to that of the ROOT NAI.
One by product of defining such a Home SSID list, is that the Operator Preferred SSID list can now be used to store SSIDs that have some special preference over other SSIDs.  Effectively you have similar concepts that are defined today for 3GPP network selection.  The UE there knows which MCC, MNC(s) is the home network and which MCC, MNC codes are preferred.  .  
Proposed changes

1st Change
4.2 
WLAN UE Identities

4.2.1 
General

WLAN UEs use Network Access Identifier (NAI) as identification towards the 3GPP WLAN AAA server. The NAI is structured according to RFC 2486 [8]. 

The NAI realm shall be in the form of a domain name as specified in RFC 1035 [7], the NAI username shall comply with draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10]. 

4.2.2 Username

The rules for the use of NAI username in the WLAN UE and for the generation and delivery of NAI username in 3GPP AAA server are defined in clause 6.1. The format of NAI username is defined in TS 23.003 [1A].

4.2.3 
Root NAI

This is the NAI format when the WLAN UE authenticates directly to HPLMN (see draft-adrangi-eap-network-discovery-and-selection [12] and TS 23.234 [2]) and successful authentication is required. Root NAI format is specified in TS 23.003 [1A].

4.2.4 
Decorated NAI

This is the NAI format when the WLAN UE authenticates to HPLMN via VPLMN (see draft-adrangi-eap-network-discovery-and-selection-00 [12]). Decorated NAI format is specified in TS 23.003 [1A]. The usage of Decorated NAI is specified in clause 6.1.

Upon reception of network advertisement information from the WLAN, the WLAN UE identifies that WLAN PLMN selection shall be performed as specified in subclause 5.2.3.3. In this case, the WLAN UE shall decorate the NAI using the identity of the selected PLMN as specified in TS 23.003[1A].

4.2.5
Alternative NAI

This is the NAI format when the WLAN UE authenticates with a WLAN that has a direct relationship with the HPLMN, and manual network selection is being performed, and a PLMN list is being requested and successful authentication is not required.  Alternative NAI format is specified in TS 23.003 [1A].
2nd Change

5.2 Network selection procedures

5.2.1 General

In 3GPP WLAN interworking Network selection consists of two procedures: the I-WLAN selection procedure,  the network selection procedure. These procedures are applicable to initial network selection at WLAN UE switch on and following recovery from lack of WLAN radio coverage.

Two network selection modes are defined, automatic and manual. The support of additional network selection modes is implementation dependent.

In order to ensure that the result of Network Selection is the association with an I-WLAN that has direct connection to HPLMN, both procedures are linked to each other as specified in this clause. 

For automatic selection procedures defined in clause 5.2.2.3.3 the WLAN UE shall use a WSID that has a direct connection to HPLMN. This is done by associating and performing EAP based network discovery with the Available WSIDs until a WSID that has a direct connection to the HPLMN has been found. If a WSID that has direct connection to HPLMN is not found, then the WLAN UE attempts to select a WSID that has connection to one of the PLMNs in the Preferred PLMNs lists. The order that the WLAN UE follows for association with the Available WSIDs is determined by the  ‘Home WSID list’ and  'Preferred WSID list', if available

For manual network selection procedures defined in clause 5.2.2.3.4 the WLAN UE produces a list of available PLMNs. This is done by associating and performing EAP based network discovery with the available WLANs until every available WLAN has been associated with and EAP network discovery has been performed.  When the WLAN UE is aware that the WLAN has a direct relationship with the HPLMN the WLAN UE shall use the alternative NAI to obtain the PLMN list.  When UE is aware that the WLAN does not have a direct relationship with the HPLMN the WLAN UE shall use the alternative or Root NAI to obtain the PLMN list.
Network selection procedure is completely independent of the result of the PLMN selection under other radio access technologies that are specified in TS 23.122 [3]. The signal quality shall not be used as a parameter for network selection.

WLAN technologies other than those compliant with IEEE 802.11 1999 [11], such as HiperLAN or Bluetooth, are not described specifically in this version of this specification. However, they are not excluded.

5.2.2 
Network Selection

5.2.2.1 
General

The WLAN UE identifies itself to the WLAN by inserting its NAI in EAP-Response/Identity message. In the case when the WLAN cannot derive the 3GPP AAA Server or Proxy where to route the WLAN UE's EAP authentication signaling to, it is said that the WLAN has no direct roaming relationship with the user's home network.

The WLAN uses realm part of NAI to route EAP authentication signaling to the Home 3GPP AAA server of the subscriber with whom the WLAN UE performs authentication. This procedure is out of the scope of this specification.

Upon reception of the first EAP-Request/Identity message on a certain WLAN, the WLAN UE shall respond with an EAP-Response/Identity message. The identity included in this first EAP-Response/Identity message shall include an indication of the subscriber's HPLMN and may include (implementation option) an indication on a preferred VPLMN. Therefore the WLAN UE has three options on the choice of the identity to include in the first EAP-Request/Identity message of that WLAN:

· Root NAI. This identity may be included e.g. when the WLAN UE intends to trigger the Network Discovery procedure or when the WLAN UE is aware that the WLAN has direct connection to HPLMN and the WLAN UE is not performing a manual network selection to obtain a list of PLMNs from the WLAN.

· Alternative NAI. This identity may be included when the WLAN UE is aware that the WLAN has a direct connection to the HPLMN and the WLAN UE is performing a manual network selection to obtain a list of PLMNs from the WLAN.

· Decorated NAI. This identity may be included when the WLAN UE is aware that the associated SSID does not provide direct connection to HPLMN and it has information from previous authentications about the VPLMNs supported by this SSID.

3rd Change

5.2.2.3 
PLMN selection
5.2.2.3.1 
 UE I-WLAN Selection procedure

The WLAN UE shall use scanning procedures as specified in clause 5.1.1 in order to find the available WSIDs.

The WLAN UE shall perform association with a particular access point for the purpose of discovering the supported PLMNs,  using the list of available WSIDs in the following order:

a)
In case the ‘Home WSID list’ is available in the USIM, each WSID in the 'Home WSID list' data file in the USIM in priority order;

b)
In case the Home WSID list' is not available in the USIM and the ME supports the optional ‘Home WSID list' in the ME memory, each WSID in the ‘Home WSID list' data file in the ME in priority order;

c)
In case the 'Preferred WSID list' is available in the USIM, each WSID in the 'Preferred WSID list' data file in the USIM in priority order;

d)
In case the 'Preferred WSID list' is not available in the USIM and the ME supports the optional 'Preferred WSID list' in the ME memory, each WSID in the 'Preferred WSID list' data file in the ME in priority order;

e)
Other WSIDs of WLAN APs supporting 3GPP-WLAN interworking.

In the case of Automatic PLMN selection the WLAN UE shall stop performing association with other WLANs once a direct connection to the HPLMN has been found.

4th Change
5.2.2.3.4 
Manual PLMN Selection Mode Procedure

In case of manual network selection mode, the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity 

1. If the "Home WSID" data file is available in the USIM, and the WSID that authentication is being requested is in that list then the WLAN UE shall use the alternative NAI as the authentication identity.

2. The Alternative NAI, if the "Home WSID" data file is not available in the USIM but is available in the ME, and the WSID that authentication is being requested is in that list then the WLAN UE shall use the alternative NAI as the authentication identity.

3. The Root NAI, otherwise  

The WLAN UE shall indicate to the user the PLMNs which are available. If more than one I-WLAN is capable of being used to establish a direct connection with a PLMN the WLAN UE should indicate each of the candidate I-WLANs along with the PLMN to the user. If displayed, PLMNs from the Supported PLMNs list shall be presented in the following order:

5th Change

7 Parameters coding

.1 General

This clause specifies the parameters used for WLAN interworking. By default, unless otherwise specified for a particular procedure, the WLAN UE shall use the parameters described below as follows: if the parameter is available in the USIM, then the WLAN UE shall use it. If the parameter is not available in the USIM and it is present in the ME, then the WLAN UE shall use the parameter stored in ME.

.2 Pseudonym

The format of the pseudonym is defined for EAP-AKA in draft-arkko-pppext-eap-aka [9] and for EAP-SIM in draft-haverinen-pppext-eap-sim [10]. Pseudonym generation in the 3GPP AAA server is specified in TS 33.234 [5].

.3 Forbidden PLMNs for WLAN access

The Forbidden PLMNs for WLAN access file contains a list of PLMN codes to which the WLAN UE shall not attempt to authenticate in automatic mode. It shall be possible to store at least ten entries on the list. The contents of this file are specified in TS 31.102 [13].

7.4 User Controlled PLMN Selector for WLAN access

The User Controlled PLMN Selector for WLAN access file contains a list of PLMN codes preferred by the user. It shall be possible to store at least ten entries on the list. The contents of this file are specified in TS 31.102 [13].

7.5 Operator Controlled PLMN Selector for WLAN access

The Operator Controlled PLMN Selector for WLAN access file contains a list of PLMN codes preferred by the operator. It shall be possible to store at least ten entries on the list. The contents of this file are specified in TS 31.102 [13].

7.6 Operator Preferred WSID list

The Preferred WSID list file contains a list of WSIDs related to I-WLAN preferred by the operator. It shall be possible to store at least ten entries on the list. The contents of this file are specified in TS 31.102 [13].

7.7
Supported PLMNs list for WLAN access

The Supported PLMNs list for WLAN access file contains a list of PLMN codes of roaming partners (i.e. to which the WLAN operator has a direct roaming relationship). This list is per WSID and the WLAN UE may store it for further use. The list shall be deleted at switch off. The format of this list is specified in draft-adrangi-eap-network-discovery-and-selection [12].

7.8
Re-authentication identity

The format of the re-authentication identity is specified in TS 23.003 [1A].

7.9
Home WSID list

The Home WSID list file contains a list of WSIDs related to I-WLANs that have a direct relationship with the HPLMN.  It shall be possible to store at least ten entries on the list. The contents of this file are specified in TS 31.102 [13].

Decision
Accept the changes as identified in the proposed changes 

Page 1 of 6

