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Introduction

The authentication proxy related procedures are added to TS 24.109.

===== BEGIN CHANGE =====

1
Scope

The present document defines stage 3 for the HTTP Digest AKA [5] based implementation of Ub interface (UE-BSF) and the HTTP Digest [8] and the PSK TLS [14A] based implementation of bootstrapped security association usage over Ua interface (UE-NAF) in Generic Authentication Architecture (GAA) as specified in 3GPP TS 33.220 [1]. The purpose of the Ub interface is to create a security association between UE and BSF for further usage in GAA applications. The purpose of the Ua interface is to use the so created bootstrapped security association between UE and NAF for secure communication. 

The present document also defines stage 3 for the Authentication Proxy usage as specified in 3GPP TS 33.222 [4A].
Editor’s note: Currently Annex D of this specification contains the normative part of the subscriber certificate enrolment specification. Upon CN1 decision on where this normative part of the subscriber certificate enrolment specification text shall be added, the following paragraph shall be added to the scope of the corresponding specification.

Editor’s note: The present document also defines stage 3 for the subscriber certificate enrolment as specified in 3GPP TS 33.221 [4] which is one realization of the Ua interface. The subscriber certificate enrolment uses the HTTP Digest based implementation of bootstrapped security association usage to enrol a subscriber certificate and the delivery of a CA certificate.

===== BEGIN NEXT CHANGE =====

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AKA
Authentication and Key Agreement

AP
Authentication Proxy

AS
Application Server

AUTN
Authentication Token

AUTS
Authentication Token

AV
Authentication Vector

BSF
Bootstrapping Function

B-TID
Bootstrapping Transaction Identifier

CA
Certification Authority

CK
Confidentiality Key 

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber System

IK
Integrity Key

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

Ks
Key material

Ks_NAF
NAF specific key material

MAC
Message Authentication Code

NAF
Network Application Function

PKCS
Public-Key Cryptography Standards

PKI
Public Key Infrastructure

PSK
Pre-Shared Secret

RAND
Random Challenge

RES
Authentication Response

SQN
Sequence Number

TLS
Transport Layer Security

UE
User Equipment

URI
Uniform Resource Identifier

URN
Uniform Resource Name

USIM
User Service Identity Module

WIM
WAP Identity Module

WPKI
Wireless PKI

WTLS
Wireless Transport Layer Security

XRES
Expected authentication response

===== BEGIN NEXT CHANGE =====

6
Authentication Proxy

6.1
Introduction
The use of authentication proxy (AP) is specified in 3GPP TS 33.222 [4A]. The AP in GAA is used to separate the GAA specific authentication procedure and the application server (AS) specific application logic to different logical entities. The AP is configured as a HTTP reverse proxy, i.e., the FQDN of the AS is configured to the AP such a way that the IP traffic intended to the AS is directed to the AP by the network. The AP performs the GAA authentication of the UE. After the GAA authentication procedure has been successfully completed, the AP assumes the typical role of a reverse proxy, i.e., the AP forwards HTTP requests originating from the UE to the correct AS, and returns the corresponding HTTP responses from the AS to the originating UE.
6.2
Authentication

The authentication of the UE shall be based on GAA as specified in clause 5 of this specification.
The UE may indicate the user identity intended to be used with the AS by adding a HTTP header to the outgoing HTTP requests. The HTTP header name shall be "X-3GPP-Intended-Identity" and it shall contain the user identity surrounded by quotation marks ("). If the HTTP header has been added, the AP shall verify that the user identity belongs to the subscriber.
6.3
Authorization

The AP shall be able to decide whether particular subscriber, i.e., the UE, is authorized to access a particular AS. The granularity of the authorization procedures is specified in 3GPP TS 33.222 [4A].
The AP may indicate an asserted identity or a list of identities to the AS by adding a HTTP header to the HTTP requests coming from the UE and forwarded to the AS. The HTTP header name shall be "X-3GPP-Asserted-Identity" and it shall contain a list of identities separated by comma (,) and each identity is surrounded by quotation marks ("). Whether the AP adds this HTTP header to the HTTP request depends on the subscriber's GBA user security settings.
===== BEGIN NEXT CHANGE =====

Annex F (informative):
Signalling flows for Authentication Proxy
F.1
Scope of signalling flows

This annex gives examples of signalling flows for using AP in GAA.

F.2
Introduction

F.2.1
General

F.2.2
Key required to interpret signalling flows

The key to interpret signalling flows specified in subclause A.2.2 of this specification.

F.3
Signalling flow demonstrating a successful authentication procedure

Editor’s note:
An example of authentication procedure with AP needs be added.

===== END CHANGE =====




