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1. Introduction

This proposal seeks update TS 29.234 according to LS N1-041339 from SA1.
2. Discussion

LS-041339 states that

SA3 would like to highlight the previous advice in LS S3-040196 that this information (sic: temporary identity)  should not be available in the WLAN ME after power off (it should only be stored in the UICC if the appropriate EFs are available).

3. Proposal

To modify 29.234 to be in accordance with the advice from SA3, by proposing to delete stored temporary identities at power off.

################Modification Part 1 Beginning##########################
6.1.1.2.2 
User Identity Privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE. 

The reception of temporary identity(ies) (pseudonym and/or re-authentication identity) in any EAP authentication indicates to the WLAN UE that user identity privacy is enabled as described in subclause 6.1.1.3.2.

The WLAN UE shall not interpret the temporary identity(ies), but store the received identity(ies) and use it at the next EAP authentication. 
Note: At power off, the WLAN UE shall delete any temporary identities stored in the ME.
If the WLAN UE receives temporary identity(ies) (pseudonym and/or re-authentication identity) during EAP authentication from the 3GPP AAA server (as specified in TS 33.234 [5]), then the WLAN UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication procedure is successful (i.e. EAP–Success message), the WLAN UE shall consider the new temporary identity(ies) as valid. 

The WLAN UE after successful EAP authentication takes the following actions if new temporary identity(ies) was received in AT_ENCR_DATA attribute: 

-
If the temporary identity is a pseudonym, the WLAN UE shall store it in the "Pseudonym" data file in the USIM. If the "Pseudonym" data file is not available in the USIM, the WLAN UE may store the pseudonym in the ME, and
-
If the temporary identity is a re-authentication identity, the WLAN UE shall store it in the "Re-authentication identity", data file in the USIM together with new Master Key and Counter value. If the "Re-authentication identity" data file is not available in the USIM, the WLAN UE may store the re-authentication identity in the ME together with new Master Key and Counter value. The WLAN UE after successful EAP authentication takes the following actions if no new temporary identity(ies) was received in AT_ENCR_DATA attribute:

Temporary identities are one-time identities. If the WLAN UE does not receive a new  temporary identity(ies), the WLAN UE shall delete the corresponding temporary identity(ies) from the USIM/ME (i.e. the WLAN UE shall set the username of the corresponding temporary identity(ies) field to the "deleted" value to indicate no valid temporary identity(ies) exists as specified in TS 23.003 [1A]). When the temporary identity(ies) stored in the USIM/ME indicates the "deleted" value in the username part, the WLAN UE shall consider the corresponding temporary identity(ies) as invalid and shall not send that temporary identity(ies) at the  next EAP authentication. 

Editor’s note: The temporary identity(ies) format and the "deleted" value, which indicates the case when no valid temporary identity(ies) exists in the UE, requires definition in TS 23.003 [1A].
Upon reception of an EAP-Request/Identity message, the WLAN UE shall take one of the following actions depending on the presence of the temporary identity(ies):

-
If valid re-authentication identity is available, the WLAN UE shall use the re-authentication identity at the next EAP authentication. If not, then

-
If valid pseudonym is available, the WLAN UE shall use the pseudonym at the next EAP authentication. If not, then

-
The WLAN UE shall use the permanent IMSI-based identity at the next EAP authentication.

6.1.1.2.3 EAP AKA based Authentication

The WLAN UE with USIM inserted shall support EAP AKA based authentication, and it shall attempt to authenticate using EAP AKA authentication as the first EAP method. The WLAN UE shall be able to accept EAP AKA based authentication in the EAP method negotiation.

################Modification Part 1 End##########################
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