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Introduction

Some questions have been raised on the support of TLS in 24.229 at both Release 5 and Release 6. This is caused by the wording in the profile of items 7 and 8 of Table A.162 (the proxy major capabilities table), which is as shown below:

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	
	
	
	
	

	7
	support of TLS connections on the upstream side?
	[26] 16.7
	o
	n/a

	8
	support of TLS connections on the downstream side?
	[26] 16.7
	o
	n/a

	
	
	
	
	


These items were introduced to 24.229 by N1-021355 and N1-021357, which were documents aimed at correcting some issues relating to Record-Route. This, and the fact that the references are to subclause 16.7 which is the text which deals with Record-Route in the proxy, confirm the assumption that this is not a general statement about the support of TLS. Additionally, it is not the normal function of a profile to change mandatory capabilities into optional capabilities.

The text of RFC 3261 is very clear in regard to the support:

RFC 3261:  26.3.1 Requirements for Implementers of SIP

   Proxy servers, redirect servers, and registrars MUST implement TLS,

   and MUST support both mutual and one-way authentication.  It is

   strongly RECOMMENDED that UAs be capable initiating TLS; UAs MAY also

   be capable of acting as a TLS server.  Proxy servers, redirect

   servers, and registrars SHOULD possess a site certificate whose

   subject corresponds to their canonical hostname.  UAs MAY have

   certificates of their own for mutual authentication with TLS, but no

   provisions are set forth in this document for their use.  All SIP

   elements that support TLS MUST have a mechanism for validating

   certificates received during TLS negotiation; this entails possession

   of one or more root certificates issued by certificate authorities

   (preferably well-known distributors of site certificates comparable

   to those that issue root certificates for web browsers).

   All SIP elements that support TLS MUST also support the SIPS URI

   scheme.

   Proxy servers, redirect servers, registrars, and UAs MAY also

   implement IPSec or other lower-layer security protocols.

   When a UA attempts to contact a proxy server, redirect server, or

   registrar, the UAC SHOULD initiate a TLS connection over which it

   will send SIP messages.  In some architectures, UASs MAY receive

   requests over such TLS connections as well.

   Proxy servers, redirect servers, registrars, and UAs MUST implement

   Digest Authorization, encompassing all of the aspects required in 22.

   Proxy servers, redirect servers, and registrars SHOULD be configured

   with at least one Digest realm, and at least one "realm" string

   supported by a given server SHOULD correspond to the server's

   hostname or domainname.

   UAs MAY support the signing and encrypting of MIME bodies, and

   transference of credentials with S/MIME as described in Section 23.

   If a UA holds one or more root certificates of certificate

   authorities in order to validate certificates for TLS or IPSec, it

   SHOULD be capable of reusing these to verify S/MIME certificates, as

   appropriate.  A UA MAY hold root certificates specifically for

   validating S/MIME certificates.

      Note that is it anticipated that future security extensions may

      upgrade the normative strength associated with S/MIME as S/MIME

      implementations appear and the problem space becomes better

      understood.

It is understood that while there are no requirements to use TLS at the moment, there is also an expectation in 3GPP SA3 that TLS is supported.

Our assumption has been in the past, and continues to be, that support of TLS is mandatory at both release 5 and release 6 for all IMS SIP entities. However we do see that the text of the major capabilities is confusing.

In general, mandatory requirements of the RFCs are not reflected in the profile.

Proposal

It is proposed to modify A.162/7 and A.162.8 to make clear that they only refer to the option on Record-Route. No other changes are proposed.

See CR in N1-04mmmm-tls.

This change is only proposed at release 6, because it is considered a clarification rather than a technical change.

