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Proposal

This proposal introduces the protocol support requirements for the WLAN UE and PDG for Tunnel disconnection procedures as required by SA2 TS 23.234.

################Modification Part 1 Beginning##########################
8.3
Tunnel disconnection procedures

8.3.1
UE procedures


WLAN UE shall use the procedures defined in IKEv2 [14] to disconnect an IPSec tunnel to the PDG. The UE shall close the incoming SA associated with the tunnel and instruct the PDG to do the same by sending the INFORMATIONAL message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates that all SA are to be deleted between the UE and PDG.

ii)
Protocol ID set to "3" for ESP. The SPIs included in the payload shall correspond to the particular incoming ESP SA at the WLAN UE for the given tunnel in question.
NOTE:
More than one tunnel may be disconnected in this message, via inclusion of multiple SPIs in one DELETE payload or multiple DELETE payloads in one INFORMATIONAL message.
8.3.2.1 PDG Initiated Tunnel Disconnection Procedures 
On receipt of the INFORMATIONAL message including "DELETE" payload, indicating that the PDG is attempting tunnel disconnection, the WLAN UE shall:

i)
Close all SA identified within the DELETE payload (these SA correspond to outgoing SA from the WLAN UE perspective). If no SA were present in the DELETE payload, and the protocol ID was set to "1", the WLAN UE shall close all SA towards the PDG.

ii)
The UE shall delete the incoming SA corresponding to the outgoing SA identified in the "DELETE" payload.

The WLAN UE shall send an INFORMATIONAL message response. This shall contain a list of SA deleted in step (ii) above.  

If the WLAN UE is unable to comply with the INFORMATIONAL request, the WLAN UE shall either send:

i)
INFORMATION response message with NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the SPI in the message from the PDG or

ii)
A more general NOTIFY payload type. This payload type is implementation dependent.

8.3.2
PDG procedures


PDG shall use the procedures defined in IKEv2 [14] to disconnect an IPSec tunnel to the UE. The PDG shall close the incoming SA associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent SPIs in the payload. This indicates that all SA are to be deleted between the PDG and UE.

ii)
Protocol ID set to "3" for ESP. The SPIs included in the payload shall correspond to the particular incoming ESP SA at the UE for the given tunnel in question. 

8.3.2.2 UE Initiated Tunnel Disconnection Procedures

On receipt of the INFORMATIONAL message including "DELETE" payload indicating that the UE is initiating tunnel disconnect procedure, the PDG shall:

i)
Close all SA identified within the DELETE payload (these SA correspond to outgoing SA from the PDG perspective). If no SA were present in the DELETE payload, and the protocol ID was set to "1", the PDG shall close all SA towards the UE.

ii)
The PDG shall delete the incoming SA corresponding to the outgoing SA identified in the "DELETE" payload.

The PDG shall send an INFORMATIONAL message response. This shall contain a list of SA deleted in step (ii) above. 

If the PDG is unable to comply with the INFORMATIONAL request, the PDG shall either send:

i)
INFORMATION response message with NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the SPI in the message from the UE or

ii)
A more general NOTIFY payload type. This payload type is implementation dependent.
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