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Introduction

http://www.ietf.org/internet-drafts/draft-ietf-sip-referredby-05.txt was approved by the IESG for publication on 23rd March 2004. As a result, we should now consider the support of this extension within the IM CN subsystem.

The capabilities provided by the extension may be summarized by the following extract from the overview of the draft:

All of the mechanisms in this draft involve placing information in the REFER request that the referee copies into the referenced request. This necessarily establishes the referee as an eavesdropper and places the referee in a position to launch man-in-the-middle attacks on that information.

At the simplest level, this draft defines a mechanism for carrying the referrer's identity, expressed as a SIP URI in a new header: Referred-By. The refer target can use that information, even if it has not been protected from the referee, at the perils and with the limitations documented here. The draft proceeds to define an S/MIME based mechanism for expressing the identity of the referrer and capturing other information about the REFER request, allowing the refer target to detect tampering (and other undesirable behaviors) by the referee.

The extension is referenced by the material for conferencing (3GPP TR 29.847).

Considerations for support

The following list identifies significant requirements that will have an impact in the documentation in 3GPP.

1. The document defines a new extension, and therefore a new major capability should be added to the profile identifying the support for this extension. From a general point of viewm tt is understood that support for this extension should be optional for UE, AS (acting as originating UA or 3PCC), MRFC and MGCF, in the same manner that the extension is optional for general SIP implementations. While a proxy does nothing more with the header than pass it on when received, current practice is to allow the proxy to recognise the header it is passing on, therefore the proxy major capability should indicate "optional" (see for example the Reason header extension).

2. PDU support in REFER requests. 

From subclause 2.1:

A UA sending a REFER request (a referrer) MAY provide a Referred-By header field value in the request. A REFER request MUST NOT contain more than one Referred-By header field value.
From subclause 2.2:

A UA accepting a REFER request (a referee) to a SIP URI (using either the sip: or sips: scheme) MUST copy any Referred-By header field value and token into the referenced request without modification.

A referee MAY reject a REFER request that does not contain a Referred-By token with a 429 "Provide Referrer Identity" response. A referee SHOULD NOT reject a request that contains a Referred-By token encrypted to a key it does not possess simply because it cannot decrypt the token. (One scenario where such rejection would be appropriate is when the referee is attempting to remain anonymous (see Section 6.1)). Note that per [3] the referee should still be able to verify the signature of such an encrypted token.

This it is optional for a supporting UA to generate the header in a REFER method, but mandatory to support the receipt.

Note that a REFER request can generate a REFER request, so the support of the inclusion in a REFER request is a combination of this, and the support for other methods below, i.e. mandatory to send and mandatory to receive.

A proxy passes the header on transparently.

3. PDU support in other requests. From clause 3.

The Referred-By header field  MAY appear in any SIP request, but is meaningless for ACK and CANCEL. Proxies do not need to be able to read Referred-By header field values and MUST NOT remove or modify them.

The following row should be interpreted as if it appeared in Table 3 of RFC 3261.

       Header field              where       proxy ACK BYE CAN INV OPT REG

       ___________________________________________________________________

       Referred-By                 R                -   o   -   o   o   o
It needs to be discussed whether the a REFER is possible to some method in a dialog that already exists, and therefore valid for messages like an UPDATE request or a BYE request. For the purposes of this contribution it is assumed to be valid for all requests except ACK and CANCEL.

As a receiver of a REFER method with a Referred-By header is required to put the same header in the outgoing request it is mandatory that the UA support sending of this header. 

A UA does not need to understand the header on receipt, see clause 2.2.as follows.

A UA receiving a non-REFER SIP request MAY inspect the request for a Referred-By header field and token.

If a Referred-By header field value is not present, this UA can not distinguish this request from any other the UA acting as the referee might have sent. Thus, the UA would apply exactly the admissions policies and processing described in [5] to the request.

If a Referred-By header field value is present, the receiving UA can consider itself a refer target and MAY apply additional admission policies based on the contents of the Referred-By header field and token.

A proxy passes the header on transparently.

4. New status code 429. Clause 5 defines a new status code as follows:

5. The 429 Provide Referrer Identity error response

The 429 client error response code is used by a refer target to indicate that the referee must provide a valid Referred-By token. As discussed in the behavior section, the referee will forward this error response to the referrer in a NOTIFY as the result of the REFER. The suggested text phrase for the 429 error response is "Provide Referrer Identity".

Support of this status code is dependent on support of the extension. Within the extension, it is optional for UAs to generate it, but mandatory for UAs to be able to receive it. Proxies pass responses with the new status code on. There are no headers specific to this response, so there is no need to provide a specific set of tables for this particular response, only a general row in the status-code table. The response only applies to the REFER method.

Support in conferencing capabilities

3GPP TR 29.847 implicitly makes support of the extension mandatory for both conference participant and conference focus.

