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6
Protocol for data manipulation at the Ut reference point

6.1
Introduction

Editor's note: No material currently in 24.841 for this clause

6.2
Functional entities

6.2.1
User Equipment (UE)

The UE implements the data manipulator role as described in subclause 
The UE shall implement HTTP Digest AKA [yy] and it shall initiate a bootstrapping procedure with the Bootstrapping Server Function located in the home network, as described in 3GPP TS 24.109 [xx]. The keys derived as a result of the bootstrapping procedure shall be used to authenticate with the Authentication Proxy using HTTP Digest Authentication, as described in 3GPP TS 24.109 [xx].
The UE shall acquire the subscriber’s certificate from PKI portal by using a bootstrapping procedure, as described in 3GPP TS 24.109 [xx]. In this case the bootstrapped keys are used to authenticate the user’s certificate request. The UE and Authentication Proxy shall mutually authenticate based on each other’s certificate.

The UE and the Authentication Proxy shall both implement TLS [zz]. The UE shall be able to authenticate the Authentication Proxy based on the received certificate during TLS handshaking phase.
6.2.2
Application Server (AS)

If an AS implements the role of a PS (see subclause  5.3.3), then the AS shall also implement the role of a data manipulation server (see subclause 6.3.2).
If there is no Authentication Proxy in the network, then the AS shall also implement the role of a Network Authentication Function, as described in 3GPP TS 24.109 [xx] and it shall support HTTP Digest Authentication and certificate authentication.
6.2.3
Authentication proxy


The Authentication Proxy shall implement the role of a Network Application Function, as described in 3GPP TS 24.109 [xx] and it shall support HTTP Digest Authentication and certificate authentication.
The Authentication Proxy shall authenticate the UE and integrity protect the messages sent towards the UE.
Editor's note:  it is FFS how the Authentication Proxy passes the user's identity to the Application Server (AS).
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