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1
Introduction

This contribution addresses the issue how bootstrapping transaction identifier (B-TID), bootstrapping key lifetime, and other possible data is transported from BSF to UE during bootstrapping procedure (i.e., over Ub interface). According to 3GPP TS 33.220 [1], the B-TID and bootstrapping key lifetime are transferred from BSF to UE in the last HTTP response (200 OK) message.

This contribution lists and analyses several possible alternatives to transfer the B-TID and the bootstrapping key lifetime in section 2. In section 3, a proposal is to use the XML document in HTTP payload (section 2.3) to transport the B-TID and bootstrapping key lifetime from BSF to UE.

2
Discussion

This chapter briefly introduces the possible methods to transfer the B-TID and the bootstrapping key lifetime from BSF to UE during bootstrapping procedure and lists pros and cons for each method.

2.1
Using HTTP Header: Content-Location

The B-TID and the bootstrapping key lifetime can be transferred using HTTP header, e.g., Content-Location. For example: 

HTTP/1.1 200 OK

Content-Location: b-tid="tid123abc@bsf.operator.com", lifetime="NNNN" 

Content-Length: 0

Authentication-Info:

  qop="auth",

  rspauth="6629fae49393a05397450978507c4ef1",

  cnonce="0a4f113b"

Pros and cons: 

+
simple

-
headers are not protected by HTTP Digest (see note 1 below)

Note: 
Even if the quality of protection (qop) parameter is set to “auth-int” (i.e., authentication with integrity protection) in HTTP Digest authentication, it would not protect the HTTP headers (see RFC 2617 [2]). When integrity protection is eabled in HTTP Digest authentication, also HTTP message payload is integrity protected but not the other HTTP message headers. However, server-authenticated TLS tunnel can be used to integrity protect the whole message.

2.2
Simple message in HTTP response payload

The B-TID and the bootstrapping key lifetime can be transferred using HTTP Response payload, which would contain the B-TID and the bootstrapping key lifetime in simple format. For example: 

HTTP/1.1 200 OK

Authentication-Info:

  qop="auth-int",

  rspauth="6629fae49393a05397450978507c4ef1",

  cnonce="0a4f113b"

Content-Type: text/plain

Content-Length: 13

TID=tid123abc@bsf.operator.com

LIFETIME=NNNNN

Pros and cons:

+
payload can be integrity protected by HTTP Digest AKA (hence qop=”auth-int”)

-
is not elegant and easily extendable

2.3
XML document in HTTP response payload

The B-TID and the bootstrapping key lifetime can be transferred using HTTP Response payload, which would contain an XML document containing the B-TID and the bootstrapping key lifetime. For example: 

HTTP/1.1 200 OK

Authentication-Info:

  qop="auth-int",

  rspauth="6629fae49393a05397450978507c4ef1",

  cnonce="0a4f113b"

Content-Type: application/vnd.3gpp.bsf+xml

Content-Length:

<?xml version="1.0" encoding="UTF-8"?>

<bsf xmlns="urn-to-xml-schema-of-3gpp-bsf"
    b-tid="tid123abc@bsf.operator.com" 

    lifetime="NNNN"
/>
Where the XML Schema definition could be:

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn-to-xml-schema-of-3gpp-bsf"

    xmlns:tns="urn-to-xml-schema-of-3gpp-bsf"

    xmlns:xs="http://www.w3.org/2001/XMLSchema"

    elementFormDefault="qualified"

    attributeFormDefault="unqualified">

  <!-- This import brings in the XML language attribute xml:lang-->

  <xs:import namespace="http://www.w3.org/XML/1998/namespace"

      schemaLocation="http://www.w3.org/2001/xml.xsd"/>

  <xs:element name="bsf" type="tns:bsf"/>

  <xs:complexType name="bsf">

    <xs:sequence>

      <xs:attribute name="b-tid" type="xs:base64Binary"/>

      <xs:attribute name="lifetime" type="xs:integer"/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>

Pros and cons:

+
payload can be integrity protected by HTTP Digest AKA (hence qop=”auth-int”)

-
content-type must be registered by IANA (e.g., “application/vnd.3gpp.bsf+xml”)

2.3.1
Content-type registration

The content-type, or actually media-type, must be applied from IANA. An online registration application is available on IANA website [4]. It is proposed that the media-type is the following: 

application/vnd.3gpp.bsf+xml

The media type format is defined in IETF specifications out of which the most relevant specification are RFC 2046 [5], RFC 2048 [6], and RFC 3023 [7]. The selected media type consists of top-level media type “application” and a subtype media type “vnd.3gpp.bsf+xml”. The reasons for selecting such values are explained below.

application
is the top-level media type which is to be used for data which do not fit in any of the other categories (such as text, image, audio, and video defined in RFC 2046), and particularly for data to be processed by some type of application program.

vnd
indicates the Vendor Tree of the media-type which are used for media types associated with commercially available products (see RFC 2048).

3gpp
indicates that the vendor or organization is 3GPP.

bsf
indicates that the content is used within GBA.

+xml
is a convention to mark a content type that is based on XML (see RFC 3023).

2.4
Nonce field of HTTP Digest AKA

RFC 3310 [3] specifies the nonce field of HTTP Digest AKA to be “a parameter, which is populated with the Base64 [4] encoding of the concatenation of the AKA authentication challenge RAND, the AKA AUTN token, and optionally some server specific data”. The nonce field can be used to transport the B-TID from BSF to UE.

In the bootstrapping procedure, BSF populates the nonce field according to RFC 3310 but adds also server specific data, i.e., the B-TID and the bootstrapping key lifetime to the nonce parameter.

nonce = RAND || AUTN || B-TID || LIFETIME,

where || marks concatenation. 

This approach requires that the B-TID and the bootstrapping key lifetime is transported in HTTP Digest response from BSF to UE in the WWW-Authenticate header (see TS 24.cde, annex A, step 4), and that the integrity protection for the B-TID (i.e., nonce parameter) is provided by the Authentication-Info header (see TS 24.cde, Annex A, step 8).

However, according to TS 33.220, the B-TID and the bootstrapping key lifetime shall be transported to the UE only in the last message (TS 24.cde, annex A, step 8) of bootstrapping procedure. Therefore, TS 33.220 must be changed to reflect this. Also, it very important to notice that the nonce parameter in the WWW-Authenticate header IS NOT integrity protected by that message itself and therefore UE must check the integrity protection using the Authentication-Info header that must contain the rspauth parameter..

Pros and cons:

+
nonce parameter is integrity protected by HTTP Digest AKA

-
TS 33.220 must be changed.

3
Proposal

We propose that the B-TID, the bootstrapping key lifetime, and the other possible data shall be transported from BSF to UE in the HTTP payload inside an XML document as described in section 2.3. 3GPP should register the content type “application/vnd.3gpp.bsf+xml” with IANA when the XML schema specification is ready in TS 24.109.
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