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Introduction

Routing enforcement functionality is agreed upon to be a part of AAA Server procedures in the latest 23.234, as per SA2#39. This functionality would enable routing policy to be downloaded to WLAN on the Wa interface.
Proposal

It is proposed to take the changes accepted by SA#2, regarding the routing policy enforcement functionality to be implemented as part of AAA server procedures after authentication and authorization procedures. AAA Server (directly in HPLMN case or via AAA-Proxy incase of VPLMN case) can download the routing enforcement policy of the operator to the WLAN via the Wa interface. It would enable the WLAN to route packets either directly to the internet or to the PLMN. 

So this proposal recommends addition of a new subsection 6.1.1.3.7 is being added as part of AAA server procedures.
Changes

**Modified Section 1**
6.1.1.3.6
WLAN Access Authorization

WLAN Access Authorization between the UE and the 3GPP AAA Server shall be combined with the WLAN Access Authentication and performed before service authorisation and transport IP address allocation.

The 3GPP AAA Server shall perform access authorization once user authentication succeeds but before sending EAP-Success message to the WLAN UE.
The 3GPP AAA Server shall check whether the user is allowed to use WLAN service based on the user's subscription and optionally, information about the I-WLAN (e.g. I-WLAN operator name, location and throughput). If the check is successful the 3GPP AAA Server shall complete the authentication procedure by sending a positive response to the WLAN UE that is, an EAP-Success message.

Additionally, the 3GPP AAA Server may apply certain access control rules (such as access scope limitation, time limitation, bandwidth control values, and/or user priority) based on user's subscription, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements or information about the I-WLAN.

6.1.1.3.7
WLAN Routing Enforcement

Suitable Routing Enforcement information can be provided by the AAA Server to the WLAN. Routing enforcement in the WLAN shall ensure that packets sent between a PDG and a WLAN UE is routed to the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case). 

After successful WLAN authentication and authorisation of a WLAN UE, the AAA Server can download this information to the WLAN serving the UE. In case of WLAN UE roaming into a VPLMN, AAA Server can download this information to the WLAN serving the UE via the VPLMN AAA Proxy.
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