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1. Introduction

TS 33.220 requires for the signaling on the Ua interface a procedure for “Bootstrapping required indication” and another one for “Bootstrapping renegotiation indication”. TS 24.109 0.1.1 has defined the procedures as follows:

· Bootstrapping Required indication: NAF sends a 401 Unauthorized response including a WWW-Authenticate header 

· Bootstrapping renegotiation indication: NAF sends a 401 Unauthorized response including a Authorization header that has been calculated using the expired bootstrapped security association.

However, according to RFC 2616 the Authorization header is not allowed in HTTP responses, only the WWW-Authenticate Header is valid in HTTP responses. The WWW-Authenticate header does not offer the possibility to indicate the request for a Bootstrapping renegotiation to the UE. Therefore, another mechanism to indicate “Bootstrapping renegotiation required” must be defined.

2. Discussion

It must be possible to distinguish between "Bootstrapping Required" and "Bootstrapping Renegotiation" in 401 HTTP response. The indication can either be a one bit "RENEG" flag, but that does not exist in an WWW-Authenticate Header. Or the necessary information must be derived from other available factors.

In the following four possible solutions are described how to handle a HTTP response 401 Unauthorized:

1) Misuse "stale" directive in WWW-Authenticate:

By definition, only stale=TRUE (case-insensitive) is valid for indication of: "use new nonce from this response, but otherwise keep old username/password". All other settings ("FALSE", any other value or missing directive) indicate: username/password invalid or no username/password offered.

Definition of a new keyword for stale directive, e.g. 3GPP-BSF or B-TID. 
3GPP HTTP client would handle this as follows:
if (stale=="3GPP-BSF" (and -optionally- realm=="3GPP-bootstrapping@...")) 

then "run Ub (RENEG)";


elsif (valid <B-TID,Ks> in UE) 


then "use this pair for next Authorization Header";



else "run Ub (NEW)";

A non 3GPP aware client: would handle this like stale=”any other value”, e.g. standard behavior would cover the case. 

2) Put meaning into nonce value 
e.g. similar to "misuse" of nonce in Digest-AKA. One bit only necessary.

3) Put meaning into opaque value. 

One bit only necessary. 

4) Keep "state" in HTTP client in UE. 


if (request was sent with Authorization Header containing <B-TID,Ks_NAF>) 


then "run Ub (RENEG)";



elsif (request was sent without Authorization Header containing <B-TID,Ks_NAF> and 



<B-TID,Ks> available in UE) 



then "use this pair for next Authorization Header";




else "run Ub (NEW)";

3. Proposal

It is proposed to choose the solution described in bullet 4) above as this is the only solution not putting “additional” meaning to existing parameters and not defining new parameter values. If this can be agreed Siemens volunteers to write the necessary CR against 24.109.
