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Introduction

At present, TS 24.234 on Re-authentication is not fully in line with the latest stage 2 on WLAN Interworking Security i.e. TS 33.234.
This contribution takes into account the latest requirements introduced in the stage 2 (i.e. TS 33.234), as follows:

· In some environments the EAP authentication procedure may be performed frequently. Because the EAP-AKA and EAP-SIM authentication imply a large exchange of signalling in the system (the need of new triplets or quintuplets), the full authentication procedure is not well suitable for frequent use. Therefore, draft-arkko-pppext-eap-aka and draft-haverinen-pppext-eap-sim define a fastest re-authentication procedure. TS 33.234 sub-clause 5.1.7 and others define that if re-authentication is enabled in the 3GPP AAA server, it may be full or fast re-authentication.

· Full re-authentication means that a new full authentication procedure shall take place as the initial authentication procedure, where new keys are generated in both the (U)SIM and network. Full re-authentication requires that the WLAN UE sends permanent IMSI-based identity or a pseudonym.

· Fast re-authentication means that a new authentication procedure takes place in which some keys are not generated in both the (U)SIM and network, but reused from the previous authentication process. Fast re-authentication requires that the WLAN UE sends re-authentication identity.
· If user identity privacy is enabled in the 3GPP AAA sever, the WLAN UE can receive a temporary identity(ies) (pseudonym and/or re-authentication identity) from the 3GPP AAA server. The sending of re-authentication identity depends on whether (fast) re-authentication is enabled as specified in TS 33.234, draft-arkko-pppext-eap-aka and draft-haverinen-pppext-eap-sim. The decision of using (fast) re-authentication is taken in the 3GPP AAA server depending on operator’s policies.

· TS 33.234 specifies that if re-authentication is enabled in the 3GPP AAA server and the WLAN UE has received in the previous successful EAP authentication a re-authentication identity then, the WLAN shall send the re-authentication identity in the next EAP authentication (i.e. (fast) re-authentication is initiated). On each fast re-authentication procedure the 3GPP AAA server has the ultimate point of decision of whether to continue with the ongoing fast re-authentication procedure or to defer to a full re-authentication.

· Several editorial corrections are made.

Proposal

It is proposed to agree the following changes to incorporate them into TS 24.234.

/* Beginning of change 1 */
6.1.1.2.4 
Re-authentication

In both EAP AKA and EAP SIM based authentication, the support of re-authentication is mandatory for the WLAN UE. 

The reception of re-authentication identity in any EAP authentication indicates to the WLAN UE that fast re-authentication is enabled as described in subclause 6.1.1.2.4.
If the WLAN UE receives a re-authentication identity from the 3GPP AAA server (as specified in TS 33.234 [7]), then the WLAN UE shall process the authentication challenge information (e.g. Counter, NONCE, MAC) received together with the re-authentication identity. If the authentication challenge procedure is successful, the WLAN UE shall consider the new re-authentication identity as valid. 
The WLAN UE after successful EAP authentication shall take one of the following actions:
-
If the "Re-authentication identity" data file is available in the USIM, the WLAN UE shall store in the USIM the new re-authentication identity, Master Key and Counter value and overwrite any previously stored re-authentication identity, Master Key and Counter value. If not, then

-
The WLAN UE shall store in the ME the new re-authentication identity, Master Key and Counter value and overwrite any previously stored re-authentication identity, Master Key and Counter value.
If re-authentication is enabled and fast re-authentication is initiated, the WLAN UE shall send the re-authentication identity, if available and valid.
Re-authentication identities are one-time identities. If the WLAN UE does not receive a new re-authentication identity, the WLAN UE shall delete the re-authentication identity stored in the USIM/ME (i.e. the re-authentication username field must be set to the "deleted" value to indicate no valid re-authentication identity exists as specified in TS 23.003 [1A]). When the re-authentication identity stored in the USIM indicates the "deleted" value in the username part, the WLAN UE shall not send re-authentication identity in next EAP authentication. 

Editor’s note: The re-authentication identity format and the "deleted" value, which indicates the case when no valid re-authentication identity exists in the UE, require definition in TS 23.003 [1A].

/* End of change 1 */

/* Beginning of change 2 */
6.1.1.3.4 
Re-authentication

The 3GPP AAA server shall support re-authentication as specified in the TS 33.234 [7] 
Re-authentication should be enabled in the 3GPP AAA server. If re-authentication is enabled, the re-authentication may be full or fast, as follows:

· Full re-authentication means that a new full authentication procedure shall take place as the initial authentication procedure, where new keys are generated in both the (U)SIM and network. Full re-authentication requires that the WLAN UE sends permanent IMSI-based identity or temporary identifier (pseudonym).
· Fast re-authentication means that a new authentication procedure takes place in which some keys are not generated in both the (U)SIM and network, but reused from the previous authentication process. Fast re-authentication requires that the WLAN UE sends re-authentication identity.
The decision of using fast re-authentication is taken in the 3GPP AAA server depending on operator's policies. Operator's policies regarding fast re-authentication may contain for example, a timer to control start of fast re-authentication, a counter to control the maximum number of allowed fast re-authentications before a full EAP authentication shall be initiated towards the WLAN UE or a restriction on whether fast re-authentication is allowed to visiting subscribers. 

The 3GPP AAA server indicates to the WLAN UE the decision of using fast re-authentication by means of sending the re-authentication identity in the EAP authentication procedure (i.e. in EAP-Request/AKA-Challenge or EAP-Request/AKA-re-authentication or EAP-Request/SIM/Challenge or EAP-Request/SIM/re-authentication messages). On each fast re-authentication procedure the 3GPP AAA server has the ultimate point of decision of whether to continue with the ongoing fast re-authentication procedure or to defer to a full re-authentication. 
NOTE: 
The use of fast re-authentication implies to save power consumption in the WLAN UE and processing time in both the WLAN UE and the 3GPP AAA server. However, when the fast re-authentication is used through a low trusted I-WLAN, it is strongly recommended to refresh the keys using full re-authentication. The use of fast re-authentication should be left for situations in which the user is accessing a high trusted I-WLAN. 
When mapping a re-authentication identity to a permanent identity, the 3GPP AAA server shall only examine the username portion of the re-authentication identity and ignore the realm portion of the identity.
The full and fast re-authentication signalling flows are described in TS 33.234 [7].
/* End of change 2 */
