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	At present, it is ambiguously specified what key set shall be used for ciphering (and/or integrity protection) after inter-system change for the case, that ciphering (and/or integrity protection) was started in the original system, but there was a UMTS or GSM AKA procedure performed prior to the inter-system change and this key set has not been taken into use yet.

The sections 4.3.2.7a and 4.7.7.7 indicate that the keys shall be loaded from the SIM or USIM when a “valid SECURITY MODE COMMAND or CIPHERING MODE COMMAND” message is received. This statement does not cover all scenarios. For instance, when the MS has an ongoing connection (ciphered) and after activation of ciphering, but prior inter-system change a new UMTS or GSM AKA procedure takes place (so, the new agreed key set has not been taken into use yet). So, the fact that “inter-system change” is not specifically mentioned by TS 24.008 in sections 4.3.2.7a and 4.7.7.7 makes the specificaiton unclear in the scenario described previously.

Additionally, TS 44.018 explicitly states that during handover to GSM the key shall not be changed, so in case of two key sets, the old one is still valid until othewise indicated by CIPHERING MODE COMMAND.
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	It is clarified that the MS in CS domain shall continue using the old key set used until otherwise indicated by the SECURITY MODE COMMAND or CIPHERING MODE COMMAND messages in UMTS and GSM respectively. Then, the new key set (the one residing in the SIM or USIM), if received during an ongoing, already ciphering and/or integrity protected RR connection, is taken into account.

Finally, in UMTS, the MS for PS domain has to take into account the new key set, if received during an ongoing, already ciphering and/or integrity protected RR connection, immediately after an inter-system change to GSM.
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4.3.2.7
Handling of keys at intersystem change from UMTS to GSM

At intersystem change from UMTS to GSM, ciphering may be started (see 3GPP TS 44.018 [86]) without any new authentication procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the GSM ciphering key according to table 4.3.2.7.1.

Table 4.3.2.7.1/3GPP TS 24.008: Intersystem change from UMTS to GSM

	Security context established in MS and network in UMTS 


	At intersystem change to GSM:

	GSM security context


	An ME shall apply the GSM cipher key received from the GSM security context residing in the SIM/USIM.

	UMTS security context


	An ME shall apply the GSM cipher key derived by the USIM from the UMTS cipher key and the UMTS integrity key.


NOTE
A USIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

4.3.2.7a
Use of established security contexts

In GSM, in the case of an established GSM security context, the GSM ciphering key shall be loaded from the SIM/USIM and taken into use by the ME when any valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in 3GPP TS 44.018 [84] subclause 3.4.7.2).

In GSM, in the case of an established UMTS security context, the GSM ciphering key shall be loaded from the USIM and taken into use by the MS when a valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in 3GPP TS 44.018 [84] subclause 3.4.7.2). The network shall derive a GSM ciphering key from the UMTS ciphering key and the UMTS integrity key by using the conversion function named "c3" defined in 3GPP TS 33.102 [5a].

In UMTS, in the case of an established GSM security context, the ME shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a]. The GSM ciphering key shall be loaded from the SIM/USIM and the derived UMTS ciphering key and UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]). The network shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a].

In UMTS, in the case of an established UMTS security context, the UMTS ciphering key and UMTS integrity key shall be loaded from the USIM and taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during a RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]).
In UMTS and GSM, during an ongoing, already ciphering and/or integrity protected RR connection, the network might initiate a new Authentication procedure in order to establish a new GSM/UMTS security context. The new keys are taken into use in the MS when a new valid SECURITY MODE COMMAND indicating CS domain in UMTS, or a new valid CIPHERING MODE COMMAND in GSM, is received during the RR connection. In case of handover to UMTS or GSM the MS shall continue to use the old keys until otherwise indicated by a new valid SECURITY MODE COMMAND indicating CS domain in UMTS, or a new valid CIPHERING MODE COMMAND in GSM, is received during the RR connection. 

4.7.7.7
Use of established security contexts

In GSM, in the case of an established GSM security context, the GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. 

In GSM, in the case of an established UMTS security context, the GPRS GSM ciphering key shall be taken into use by the MS before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The network shall derive a GPRS GSM ciphering key from the GPRS UMTS ciphering key and the GPRS UMTS integrity key, by using the conversion function named "c3" defined in 3GPP TS 33.102 [5a].

In UMTS, in the case of an established GSM security context, the ME shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a]. The derived GPRS UMTS ciphering key and GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating PS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331 [23c]). The network shall derive a GPRS UMTS ciphering key and a GPRS UMTS integrity key from the GPRS GSM ciphering key by using the conversion functions named "c4" and "c5" defined in 3GPP TS 33.102 [5a].

In UMTS, in the case of an established UMTS security context, the GPRS UMTS ciphering key and the GPRS UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating PS domain is received during an PS signalling connection (the definition of a valid SECURITY MODE COMMAND message is given in 3GPP TS 25.331[23c]). 
In UMTS, during an ongoing, already ciphering/integrity protected PS signalling connection, the network might initiate a new Authentication and ciphering procedure in order to establish a new GSM/UMTS security context. The new GPRS UMTS ciphering key and GPRS UMTS integrity key are taken into use by the MS, when a new valid SECURITY MODE COMMAND indicating PS domain is received during the PS signalling connection. In case of inter-system change to GSM the new keys shall be taken into account immediately.
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