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4.3
User authentication failure case

If the response is verified to be different than expected, the BSF shall send a HTTP 401 Unauthorized message in step 8, indicating that BSF does not wish to accept the request. It may return a HTTP 401 Unauthorized response that includes a WWW-Authenticate header field containing another challenge applicable to the requested resource. 

8.
401 Unauthorized response (BSF to UE) – see example in table 4.3-8

The BSF sends 401 Unauthorized response to the UE to indicate the failure of the user authentication. After N failed attempts of authentication procedure, the application may indicate end user a failure message.  The exact value of N is defined by local policy.
Table 4.3-8: 401 Unauthorized response (BSF to UE)

HTTP/1.1 401 Unauthorized

Server: Bootstrapping Server; Release-6

WWW-Authenticate: Digest realm="registrar.home1.net", nonce= base64(RAND + AUTN + server specific data), algorithm=AKAv1-MD5, qop="auth-int"

Date: Thu, 08 Jan 2004 10:13:17 GMT

WWW-Authenticate: Digest realm="registrar.home1.net", nonce= base64(RAND + AUTN + server specific data), algorithm=AKAv1-MD5, qop="auth-int"

