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4
Generic Bootstrapping Architecture; Ub interface

4.1
Introduction

Generic Authentication Architecture (GAA) is based on shared secrets provided by generic bootstrapping architecture (GBA).  The stage 2 description of GAA framework is described in generalcan be found in [2] and the GBA procedures in [1]. This specification section specifies in stage 3 level detail the Ub interface of GBA.

The stage 2 level specification of generic bootstrapping architecture and procedures are described in [1]. The generic bootstrapping architecture related to Ub interface is between UE and bootstrapping server function (BSF). During bootstrapping procedure BSF also uses the Zh interface to request authentication vectors and user’s profile information from HSS. The Zh interface is defined in [3]. The end result of the bootstrapping procedure is that both BSF and an UE have a security association in a form of transaction identifier (TID) and bootstrapped secret (Ks).

The bootstrapped secret is used over the Ua interface with network application function (NAF), and Zn interface is used by the NAF to retrieve the Ks and user’s profile information from BSF. The Ua interface depends on type of NAF (e.g., a PKI Portal, see [4]). The Zn interface is defined in [3].

According to [1] the bootstrapping procedure shall be based on HTTP Digest AKA [5]. The protocol stack of the Ub interface in bootstrapping procedure is presented in Figure 4.1-1.  The details are defined in the following subclauses.
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Figure 4.1-1: Protocol stack of Ub interface
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