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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document defines stage 3 for the HTTP Digest AKA [5] based implementation of bootstrapping Ub interface (UE-BSF) and the HTTP Digest [8] based implementation of bootstrapped security association usage over Ua interface (UE-NAF) in Generic Authentication Architecture (GAA). The purpose of the Ub interface is to create a security association between UE and BSF for further usage in GAA applications. The purpose of the Ua interface is to use the created security association between UE and NAF for secure communication. The stage 2 description of bootstrapping procedure can be found in 3GPP TS 33.220 [1].

This specification is a part of the GAA specification series.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[2]
3GPP TR 33.919: "Generic Authentication Architecture (GAA); System description".

[3]
3GPP TS 29.109: "Generic Authentication Architecture (GAA) Zh and Zn Interfaces based on Diameter protocol; Protocol details".

[4]
3GPP TS 33.221: "Generic Authentication Architecture (GAA) Support for Subscriber Certificates".

[5]
IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".

[6]
3GPP TS 23.003: "Numbering, addressing and identification".

[7]
IETF RFC 3023: "XML Media Types".

[8]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[9]
IETF RFC 3548: "The Base16, Base32, and Base64 Data Encodings".

[10]
IETF RFC 2246: "The TLS Protocol Version 1.0".

[11]
IETF Internet Draft: "Use of Shared Keys in the TLS Protocol",
URL: http://www.ietf.org/internet-drafts/draft-ietf-tls-sharedkeys-02.txt.

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AKA
Authentication and Key Agreement

AUTN
Authentication Token, 128 bit value generated by the HSS

AUTS
Authentication Token, 112 bit value generated by the UE

AV
Authentication Vector

BSF
Bootstrapping Function

CK
Confidentiality Key

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber System

IK
Integrity Key

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

Ks
Key material

Ks_NAF
NAF specific key material, derived from Ks

MAC
Message Authentication Code

NAF
Network Application Function

RAND
Random Challenge

RES
Authentication Response

SQN
Sequence Number

TID
Transaction Identifier

UE
User Equipment

URI
Uniform Resource Identifier

URN
Uniform Resource Name

USIM
User Service Identity Module

XRES
Expected authentication response
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