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Overall Description:

SA3 would like to thank CN1 for their response LS on the Special-RAND mechanism.
Below is an extract from the questions raised by CN1 and SA3 answers:

1) On the Gb interface it is possible to perform authentication and start ciphering with one procedure, by including both a RAND and an appropriate ciphering algorithm in the AUTHENTICATION AND CIPHERING REQUESTmessage. 

If the authentication challenge is a UMTS authentication and the message contains:

  - both an authentication failure (MAC failure or Synch failure) and
  - a ciphering algorithm that is not permitted according to the special-RAND information,
which error takes precedence? Should the UE report an Authentication and Ciphering Failure to the network or should it diagnose a 'not permitted ciphering algorithm' first and skip the authentication?

While SA3 does not have a strong preference, SA3 feels it'd be more logical that the authentication error takes precedence as the 'natural' order is to authenticate then cipher. 

2) If the GMM layer in the UE is required to treat the request for a 'not permitted ciphering algorithm' as an error, the UE should not return an AUTHENTICATION AND CIPHERING RESPONSE message. According to TS 24.008 (subclause 4.7.7.3), however, without receipt of an AUTHENTICATION AND CIPHERING RESPONSE message the SGSN will not start ciphering. I.e. the layer 2 failure mentioned in the above scenario will not occur. 
CN1 noted that possible candidates for an explicit error indication by the UE to the SGSN would be the GMM STATUS or the AUTHENTICATION AND CIPHERING FAILURE message, but did not discuss this in detail. 

This points out at a mistake that was done in the original special RAND contribution. While this is a CN1 issue to decide which error message is the most appropriate, SA3 feels it is worth mentioning to CN1 that backwards compatibility is an important issue as the visited network may not be a release 6 network.

3) When it is proposed that the UE shall not start ciphering the uplink traffic at the LLC layer, what kind of traffic is the UE allowed to send in the uplink – signalling and/or user data, or none at all?

The UE can always send signalling messages that the standard allows to send in the clear (such as messages needed to establish a connexion). However, in case the UE does not start ciphering because of special RAND information conflicting with the algorithm requested by the network, the error message decided for question 2 should be used. 
4) Finally, what is the expected UE reaction after detection of a 'not permitted ciphering algorithm' error?

· Bar the cell, as in the case the network fails a UMTS authentication procedure (TS 24.008, subclause 4.7.7.6.1)?

· Deactivate all active PDP contexts?

· Perform a detach from the network?

· Or any combination of these measures?

SA3 does not have a strong position on this issue. Some companies in CN1 have pointed out that detach could lead to DoS attacks but SA3 feeling is that there are other easier ways to perform such an attack. For the sake of consistency with UMTS, SA3 has a slight preference for the cell barring.
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