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Introduction

This discussion paper shows that the current requirements and working assumptions on WLAN IW authentication and authorization stated in 3GPP TS 24.234 [1] seem not to be in line with the Stage 2 specification. In the TSG SA WG3 exists a Stage 2 specification on WLAN IW Security, which specifies the security architecture, trust model and security requirements for the interworking of the 3GPP System and WLAN Access Networks. This specification is 3GPP TS 33.234 [2] and it has to be followed by any Stage 3 specification.

The requirements and working assumptions analyzed are on the 3GPP AAA server and WLAN UE.

Requirements on the 3GPP AAA server

The following is extracted from 3GPP TS 24.234 [1] that in the chapter 6.1.1.2.2 ‘EAP SIM and EAP AKA based Authentication’ states: 

The 3GPP AAA server shall support both EAP SIM and EAP AKA based authentication as specified in the EAP SIM and EAP AKA specifications.” 

The following is extracted from 3GPP TS 33.234 [2] that in the chapter 4.2.1 ‘General’ states: 

· All long-term security credentials used for subscriber and network authentication shall be stored on UICC or SIM card.

Furthermore, in the chapter 6.1.1 ‘USIM-based WLAN Access Authentication’ states:

USIM based authentication is a proven solution that satisfies the authentication requirements from section 4.2. This form of authentication shall be based on EAP-AKA (ref. [4]), as described in section 6.1.1.1

Finally, in the chapter 6.1.2 ‘GSM SIM based WLAN Access authentication’ states:

SIM based authentication is useful for GSM subscribers that do not have a UICC with a USIM application. This form of authentication shall be based on EAP-SIM (ref. [5]), as described in section 6.1.2.1. This authentication method satisfies the authentication requirements from section 4.2., without the need for a UICC with a USIM application


All in all, it seems that there is not currently any requirement on the 3GPP AAA server in 3GPP TS 33.234 [2] that mandates the support of both EAP SIM and EAP AKA protocols. At the moment, the Stage 2 requirement mandates to support of either EAP SIM or EAP AKA in the 3GPP AAA server.

Requirements on the WLAN UE

The following is extracted from 3GPP TS 24.234 [1] that in the chapter 6.1.1 ‘WLAN Access Authentication and Authorization’ states: 

The WLAN UE and 3GPP AAA server shall support EAP authentication procedures as specified in draft-arkko-pppext-eap-aka [9] and draft-haverinen-pppext-eap-sim [10].


We fail to find any requirement on the WLAN UE on the mandatory support of both EAP AKA and EAP SIM protocols in 3GPP TS 33.234 [2]. This Stage 2 specification indicates that if either EAP SIM or EAP AKA is to be used for authentication then, it seems that the WLAN UE has necessarily to support, at least, one of them. But at the same time, the above excerpt of the chapter 6.1.1, defined in 3GPP TS 24.234 [1], contradicts with statements in the chapter 6.1.1.1.2 and 6.1.1.1.3 in the same specification (Please, see below).

The following is extracted from 3GPP TS 24.234 [1] that in the chapter 6.1.1.1.2 ‘EAP AKA Authentication’ states: 

WLAN UE with USIM inserted shall support EAP AKA based authentication. If the WLAN UE supports both methods then it shall attempt to authenticate using EAP AKA authentication as the first EAP method. The UE shall be able to accept EAP AKA based authentication in the EAP method negotiation.

The Stage 3 seems to contradict here as previous text in 3GPP TS 24.234 [1] states that WLAN UE has to support both EAP protocols.
Also, it should be noted that the support of GSM SIM in the UE is optional since REL-5 according to 3GPP TS 22.101 ([3] and [4]). Does this means that the ME-SIM interface support in a REL-6 WLAN UE cannot be mandated? Furthermore, the statement in 6.1.1.1.2 is in contradiction with the statement found in the chapter 6.1.1 of 3GPP TS 23.234 [1].

The following is extracted from 3GPP TS 24.234 [1] that in the chapter 6.1.1 ‘WLAN Access Authentication and Authorization’ states: 

Other EAP authentication methods than those specified in [13] and [14] may be supported by the WLAN UE but are not part of 3GPP WLAN IW therefore are out of the scope of this specification.

It seems that there is no statement in the Stage 2 specification on WLAN IW Security indicating that the WLAN UE may support further authentication methods apart from EAP AKA and EAP SIM.
The following is extracted from 3GPP TS 24.234 [1] that in the chapter 6.1.1.1.3 ‘EAP SIM based Authentication’ states: 

If WLAN UE supports SIM and SIM has been inserted, then the WLAN UE shall support EAP SIM based authentication. In this case, the UE shall be able to accept EAP SIM based authentication as EAP method negotiation. 

Editor’s note: It is FFS whether the UE accepts EAP SIM based authentication when a UICC with USIM has been inserted”

The following is extracted from 3GPP TS 33.234 [2] that in the chapter 6.1.2 ‘GSM SIM based WLAN Access authentication’ states:

SIM based authentication is useful for GSM subscribers that do not have a UICC with a USIM application. This form of authentication shall be based on EAP-SIM (ref. [5]), as described in section 6.1.2.1. This authentication method satisfies the authentication requirements from section 4.2., without the need for a UICC with a USIM application

The following is extracted from 3GPP TS 33.234 [2] that in the chapter 6.1.1 ‘USIM-based WLAN Access Authentication’ states:

USIM based authentication is a proven solution that satisfies the authentication requirements from section 4.2. This form of authentication shall be based on EAP-AKA (ref. [4]), as described in section 6.1.1.1.

It seems that whether is allowed to use EAP SIM, when a UICC with USIM application is available in the WLAN UE, is not a requirement in the Stage 2 specification on WLAN IW Security (i.e. 3GPP TS 33.234 [2]) yet. This seems to be an issue for TSG SA WG3 to decide and a good question to ask.

Conclusions

The Stage 3 specification 3GPP TS 24.234 [1] contains requirements and working assumptions that cannot be found in the appropriate Stage 2 specification. In addition, 3GPP TS 24.234 [1] contradicts itself taking into account the text stated in the chapters 6.1.1 and 6.1.1.1.2 on the support of the EAP AKA and EAP SIM protocols in the WLAN UE as shown in this discussion paper.

This discussion paper highlights that the Stage 3 and Stage 2 specifications on WLAN IW authentication and authorization are not completely aligned, but this contribution does not question whether requirements and working assumption not aligned, which appear in 3GPP TS 24.234 [1], are the correct ones. This seems to be something for TSG SA WG3 to decide upon.

In conclusion, this discussion paper proposes to send a liaison statement to TSG SA WG3 to ask for guidance on the open issues and no clear requirements on WLAN authentication and authorization protocols and after that, amend accordingly 3GPP TS 24.234 [1] as soon as possible in order to finish the WLAN IW work under TSG CN WG1 responsibility within schedule. At the same time, 3GPP TS 24.234 [1] has to clear out the contradictions found.
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