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Introduction

This contribution describes how a conference participant can remove another conference participant from the conference by sending a REFER request to the conference focus.

Proposal

------------------------------- FIRST CHANGE -------------------------------

5.3.1.6.3
Removing another conference participant from a conference

Upon generating a REFER request to remove another conference participant from a conference, the removing conference participant shall:

1)
set the request URI of the REFER request to the conference URI of the conference from which the other conference participant shall be removed

2)
set the Refer-To header of the REFER request to the address of the conference participant who should be removed from the conference, including the “method“ parameter set to “BYE“; and
NOTE:
Other headers of the REFER request will be set in accordance with 3GPP TS 24.229 [5].

3)
send the REFER request towards the conference focus that is hosting the conference.
Afterwards the removing conference participant shall treat incoming NOTIFY requests that are related to the previously sent REFER request in accordance with RFC 3515 [17] and may indicate the received information to the user.

Editor's Note: It needs to be stated that REFER methods sent directly from the conference participant to the conference focus put a lot of load to the air interface, due to the responses and the two subsequent NOTIFY messages. The CPCP related procedures – when introduced – will give a possibility for the conference participant to remove another participant from a conference by other means than sending a REFER message to the conference focus that put less load to the air interface.  
------------------------------- SECOND CHANGE -------------------------------

5.3.2.6.2
Removing a conference participant from a conference

5.3.2.6.2.1
General

The conference focus can remove a conference participant from a conference by terminating the dialog with the conference participant. This is done by sending a BYE request to the participant, as described in subclause 5.3.2.6.2.3. The removal of a conference participant by the conference focus will be triggered

1)
by the conference policy for the conference hosted at the conference focus; or
2)
by a REFER request received from authorized users, that request the conference focus to remove the conference participant from the conference, as described in subclause 5.3.2.6.2.2; or
3)
by local administration procedures.
5.3.2.6.2.2
Request from a conference participant to remove another conference participant from a conference

Upon receipt of an REFER request that includes

a)
a conference URI in the request URI; and,

b)
a REFER-To header including:

1)
a valid SIP URI or tel URL; and,    

2)
the ”method” parameter set to ”BYE”;
the conference focus shall:

1)
check if the conference URI is allocated. If the conference URI is not allocated, the conference focus shall perform the actions as described in subclause 5.3.2.6.2.4;  

2)
check if the SIP URI or tel URL of the REFER-To header belongs to a user who is currently a participant of the referenced conference. If there is no corresponding conference participant, the conference focus shall perform the actions as described in subclause 5.3.2.6.2.4;
3)
perform the actions described in subclause 9.2.1. The following actions shall only be performed if the request can be authorized;

4)
generate a final response to the REFER request in accordance with RFC 3515 [17];

5)
remove the conference participant indicated in the REFER-To header from the conference according to subclause 5.3.2.6.2.3; and
6)
based on the progress of this removal, send NOTIFY messages in accordance with the procedures of RFC 3515 [17] towards the conference participant who sent the REFER request.
5.3.2.6.2.4
Abnormal cases

Upon receipt of a REFER request that includes in the request URI a conference URI, that is not allocated at the conference focus, the conference focus shall return a 604 (Does Not Exist Anywhere) response. The conference focus shall return a 404 (Not Found) response if the request URI includes an allocated conference URI but the SIP URI or tel URL in the REFER-To header refers to a user who is not a participant of the referenced conference.

------------------------------- THIRD CHANGE -------------------------------

9.2.1.1
Conference participant identity verification at the conference focus

When the conference focus receives an initial request from a conference participant who is either

a)
creating a conference; 

b)
joining a conference; 

c)
inviting another user to a conference; 
d)
removing another conference participant from a conference; or
e)
subscribing to the conference event state of a conference;

the conference focus shall attempt to verify the identity of the conference participant prior to authorizing the request according to the procedures described in subclause 9.2.1.2.

When the conference focus receives an initial request that does not contain credentials, the conference focus shall:

NOTE: 
Mechanisms for transporting the credentials can include, among others, P-Asserted-Identity, Authorization header, digital signatures, S/MIME body, etc.

a)
if a Privacy header is present in the initial request and the Privacy header value is set to "id" or "user", then the conference participant is considered as anonymous, and no further actions are required. The conference focus shall continue with
authorizing the users request according to the procedures described in 9.2.1.2;

b)
if there is no Privacy header present in the initial request, or if the Privacy header contains a value other than "id" or "user", then the conference focus shall check for the presence of a P-Asserted-Identity header in the initial request. Two cases exists:

i)
the initial request contains a P-Asserted-Identity header. This is typically the case when the user is located inside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the conference focus is aware of the identity of the conference participant and no extra actions are needed. The conference focus shall continue with authorization of the request according to the procedures described in 9.2.1.2;

ii)
the initial request does not contain a P-Asserted-Identity header. This is typically the case when the user is located outside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the conference focus does not have a verified identity of the conference participant. The conference focus shall check the From header of the initial request. If the From header value in the initial request is set to "Anonymous", then the conference participant and the request are considered as anonymous and no further actions are required. If the From header value does not indicate anonymity, then the conference focus shall challenge the conference participant by issuing a 401 (Unauthorized) response including a challenge as per procedures described in RFC 3261 [7].

When the conference focus receives an initial request that contains credentials but it does not contain a P-Asserted-Identity the conference focus shall check the correctness of the credentials. If the credentials are correct, then the conference focus shall consider the identity of the conference participant verified, and the conference focus shall continue with authorizing the conference participants request according to the procedures described in 9.2.1.2.

If the credentials are not correct, the conference focus may either re-challenge the conference participant (up to a predetermined maximum number of times predefined in the conference focus configuration data), or consider the conference participant as anonymous. If the conference participant is considered anonymous, the conference focus shall continue with the request authorization procedures described in subclause 9.2.1.2.

Editor's Note: It needs to be investigated whether the maximum number of times predefined in the conference focus configuration data creates a potential denial of service attack, as it requires the conference focus to keep states between different authentications trials.
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Figure 9.2.1-1: Conference participant identity verification flow at the conference focus

9.2.1.2
Authorization of a request 

Requests received by the conference focus from a conference participant can be for one of the following conference related functionalities:

a)
request for conference creation

b)
request for joining a conference;

c)
request for inviting another user to the conference; 
d)
request for removing another conference participant from the conference; or

e)
request for subscription to the conference event state.

Depending on the requested functionality, the conference focus has to perform specific actions after the request was authorized or not. This subclause only describes the authorization of a request, the actions to be taken if the authorization succeeds are described in

a)
subclause 5.3.2.3 for conference creation;

b)
subclause 5.3.2.4 for joining a conference;

c)
subclause 5.3.2.5 for inviting another user to a conference; 
d)
subclause 5.3.2.6.2 for removing another conference participant from a conference; or
e)
subclause 5.3.3.1 for subscription to the conference event state.

Once the conference focus has tried to verify the identity of the conference participant (see subclause 9.2.1.1), the conference focus either has a verified identity of the conference participant or it considers the conference participant as anonymous.

If the conference participant is considered anonymous, the conference focus shall check if the policy of the conference allows an anonymous request for the requested functionality. If the conference policy allows anonymous requests for the requested functionality then the conference focus shall perform the requested functionality, otherwise it shall not.

If the conference participant is identified by an identity, the conference focus shall apply the conference authorization policy of the conference to detect whether the particular conference participant is allowed to perform the requested functionality for the specific conference. The conference authorization policy can include the verified identity as a possible conference participant. In this case the conference focus shall perform the requested functionality.

If the requested functionality is performed, the conference focus shall return a 2xx response to the conference participant.

If the requested functionality cannot be performed, the conference focus shall either:

-
reject the request according to the procedures of RFC 3261 [7] and RFC 3265 [10] e.g., by issuing a 403 (Forbidden) response.

-
if the conference authorization policy dictates it, do a polite blocking (as defined in 3GPP TS 22.141 [7.53]) by sending a 200 (OK) response.

_1123852589.vsd
�

�

 �

�

Request received at the focus�

P-Asserted-Identity header present?�

Privacy header?�

�

Yes�

From header?�

No�

anonymous�

"id", "user"�

"header", "none" or 
not present�

Challenge the participant�

non 
anonymous�

Participant identity verified.
Check SAP�

Check received credentials�

�

Successful�

Maximum  number of challenges reached?�

Unsuccessful�

Participant is anonymous.
Check SAP�

No�

Yes�


