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Introduction

This document discusses the concept of the Trust Domain in IMS for the purpose of handling the P-Asserted-Identity header.

Discussion

On October 6, a joint session between 3GPP SA3 and CN1 was held in Povoa do Varzim, Portugal. 

One other issues discussed in the join meeting was the concept of the IMS Trust Domain for the purpose of the inspection, and perhaps removal of the P-Asserted-Identity header in SIP messages.

The P-Asserted-Identity header is a key piece of information that allows the network to identify the calling party. The originating P-CSCF inserts the P-Asserted-Identity header with a URI that represents the user, taking into account the security association the message came from. The originating UE can indicate instructions on how to handle the P-Asserted-Identity, e.g., the originating UE can set the Privacy header with the value "id" to give instructions to the network to remove the P-Asserted-Identity before forwarding it to the terminating UE.

Due to the fact that the P-Asserted-Identity contains information subject to Privacy evaluation, the P-Asserted-Identity shall not be transferred to a non-trusted network. Conversely, when an IMS node receives a SIP request from a non-trusted node, the P-Asserted-Identity, if present, shall be removed, because the contents are not trusted.

This way of handling the P-Asserted-Identity requires that an IMS node (e.g., a CSCF of any kind, or a BGCF) is able to distinguish when a SIP request has come from a trusted or a non-trusted SIP proxy. Additionally, that IMS node needs to be able to distinguish when it is going to forward a SIP request to a trusted or a non-trusted node. All these mechanisms to differentiate the previous and next hop are required to take an appropriate action with the P-Asserted-Identity.

3GPP Release 5 does not contain any mechanism for an IMS node to distinguish this case. The assumption is that 3GPP R5 should be a close network, so that only trust nodes are connected to a particular IMS network. This solves the problem for Release 5.

However, in Release 6, it is assumed that IMS will be an open network that can receive traffic either from trusted and non-trusted nodes. Therefore, SIP nodes (CSCF, BGCF) need a mechanism to differentiate whether the previous/next hop is trusted or not.

During the joint SA3-CN1 meeting, it became clear that operators do not trust each other just because they are IMS network operators. Instead, it was mentioned during the meeting that an interconnect agreement is required. So the assumption is that when such interconnect agreement exists, both networks trust each other. Otherwise, both networks do not trust each other. An excerpt from the minutes of the joint SA3-CN1 meeting reads:

CN WG1 have assumed that the Rel‑5 IMS is a closed, trusted domain. For Rel‑6, an open domain is to be expected and the trust models and mechanisms need to be developed. It was reported that the SA WG3 assumption is that Technical Trust is built upon "Interconnect Agreements". It was clarified that SA WG3 concur with CN WG1 that for release 5 IMS, the 3GPP IMS Networks form the Trusted domain and P‑Asserted‑Identities should only be sent to recognised IMS networks. NDS (or proprietary security systems) is designed for and will be used between Operators to establish the trust relationships.

If the condition for a network to trust another network is the existence of an Interconnect Agreement to that network, then it is believed that there might be a possible 3GPP Release 6 solution based on an IMS node (CSCF, BGCF ) consulting the list of trusted domain names (networks). For instance, when a CSCF/BGCF receives a SIP request, it can inspect the source IP address of the IP packet, do a reverse DNS query, and get a domain name of the network. With the network name, the IMS node can check in the list of networks for which an Interconnect Agreement is in place, and the appropriate action with the P-Asserted-Identity depending on whether such network is listed or not.

This requires every IMS node to get access to the list of Interconnect Agreements. A possible solution is to configure every IMS node with such list of trusted networks. An alternative solution is to keep the list in a separate node that is consulted in real-time.

Proposal

The proposal of this document is to investigate solutions for the IMS Trust Domain identification problem in Release 6. A solution based on DNS and the list of trusted networks seems feasible, although it requires the IMS nodes to get access to such list. So far there is no architectural solution to support this list of trusted networks accessible from an IMS node.

