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1 Introduction

As stated in the draft TS there is a need for specifying the mandatory and optional features from SIM and AKA drafts. 

In addition to that, a reorganization is proposed to make a clear separation of UE procedures and AAA server procedures. This clear separation will ease the implementation of the TS and improve readability.
2 Conclusion

It is proposed to add to TS 24.234 the following text:
/* Beginning of addition*/
6
UE to 3GPP Network protocols

6.1 UE to 3GPP AAA Server protocols

6.1.1 WLAN Access Authentication and Authorization protocols



Editor’s Note: Functionality in WLAN UE and 3GPP AAA server for  identification, full authentication and re-authentication. Procedures are defined in [13] and [14]. This TS should specify the mandatory and optional features from SIM and AKA drafts. As an example Reauthentication and Privacy support are optional in the EAP- SIM and EAP-AKA drafts but mandatory for 3GPP I-WLAN UE and network.

WLAN authentication signalling shall be executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN network or to the WLAN and 3GPP network. 

The WLAN UE and 3GPP AAA server shall support EAP authentication procedures as specified in draft-arkko-pppext-eap-aka [13] and draft-haverinen-pppext-eap-sim [14].
Other EAP authentatication methods than those specified in [13] and [14] may be supported by the WLAN UE but are not part of  3GPP WLAN IW therefore are out of the scope of this specification.
WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284 [8]). 

WLAN access authorization shall be performed upon successful user authentication in the 3GPP AAA Server and it includes access rules as defined by the operator (see clause 6.1.1.3).

6.1.1.1 UE procedures

6.1.1.1.1 User Identity Privacy

In both EAPAKA and EAP SIM based authentications, the implementation of user identity privacy is mandatory for the WLAN UE. However, the usage of user identity privacy is optional for the UE. 

By default, user identity privacy should be enabled. If user identity privacy is enabled and if the WLAN UE receives a temporary identifier (pseudonym) from the 3GPP AAA server (as specified in the EAP SIM [14] and EAP AKA [13] specifications), then the WLAN UE shall use the temporary identifier in the next full authentication.

6.1.1.1.2 EAP AKA Authentication

WLAN UE with USIM inserted shall support EAP AKA based authentication. If the WLAN UE supports both methods then it shall attempt to authenticate using EAP AKA authentication as the first EAP method. The UE shall be able to accept EAP AKA based authentication in the EAP method negotiation.

6.1.1.1.3 EAP SIM based Authentication

If WLAN UE supports SIM and SIM has been inserted, then the WLAN UE shall support EAP SIM based authentication. In this case, the UE shall be able to accept EAP SIM based authentication as EAP method negotiation. 

Editor’s note: It is FFS whether the UE accepts EAP SIM based authentication when a UICC with USIM has been inserted

6.1.1.1.4 Re-authentication

In both EAP AKA and EAP SIM based authentication, the implementation of re-authentication is mandatory for the WLAN UE. However, the usage of re-authentication is optional for the UE. 

By default, re-authentication should be enabled. If re-authentication is enabled and if the WLAN UE receives a re-authentication identity from the 3GPP AAA server (as specified in the EAP SIM [14] and EAP AKA [13] specifications), then the UE shall store the information required for re-authentication and use the re-authentication identifier in the next EAP authentication.

6.1.1.2 3GPP AAA Server procedures

6.1.1.2.1 User Identity Privacy

The 3GPP AAA server shall support identity privacy, as specified in EAP SIM  and EAP AKA. The 3GPP AAA server shall send a new encrypted temporary identifier to the UE in every full authentication procedure. The details of temporary identity management are specified in TS 33.234 [7].
6.1.1.2.2 EAP SIM and EAP AKA based Authentication

The 3GPP AAA server shall support both EAP SIM and EAP AKA based authentication as specified in the EAP SIM [14] and EAP AKA [13] specifications.

6.1.1.2.3 3GPP AAA Server Operation in the Beginning of Authentication

The 3GPP AAA server shall support EAP method negotiation, as specified in EAP RFC 2284 [8].

By default, the 3GPP AAA server shall propose EAP AKA as the first authentication method in EAP method negotiation. However, the following factors may influence the choice of the first authentication method the 3GPP AAA server proposes:

1) The format of the identity received in EAP-Response/Identity, if present. If the identity format indicates EAP SIM, then the 3GPP AAA server may propose EAP SIM as the first authentication method. For example, if the leading character in the identity is “1”, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format is specified in EAP SIM [14] and EAP AKA [13]. The format of the  pseudonyms and re-authentication identities are specified in TS 33.234 [7].
2) If the 3GPP AAA server is able to map the identity received in EAP-Response/Identity to a subscriber identity (IMSI), and if the 3GPP AAA server has available information that the subscriber’s UICC only supports SIM based authentication, for example due to (previously) received authentication vectors (triplets rather than quintuplets), then the 3GPP AAA server may propose EAP SIM as the first authentication method. 

Details of identity management and the usage of various user identities is specified in EAP SIM [14] and EAP AKA [13]. The 3GPP AAA server shallalways (re)request the user identity using EAP SIM or EAP AKA mechanisms in order to ensure that it has an unmodified copy of the identity, regardless of the identity the 3GPP AAA server received in EAP-Response/Identity (see EAP SIM [14] and EAP AKA [13] for details on this requirement).

Editor’s note: it is FFS whether 3GPP AAA server accepts EAP-SIM based authentication for subscribers that have USIM
6.1.1.2.4 Re-authentication

The 3GPP AAA server shall support re-authentication as specified in the EAP SIM [14] and EAP AKA [13] specifications. The usage of re-authentication is optional for the 3GPP AAA Server and defined by the home operator. 
6.1.1.2.5 WLAN Access Authorization

WLAN Access Authorization between the UE and the 3GPP AAA Server shall be combined with the WLAN Access Authentication and performed before service authorisation and transport IP address allocation.

The 3GPP AAA Server shall perform access authorization once user authentication succeeds but before sending EAP-Success message to the WLAN UE.
The 3GPP AAA Server shall check whether the user is allowed to use WLAN service based on the user's subscription. If the check is successful the 3GPP AAA Server shall complete the authentication procedure by sending a positive response to the WLAN UE, that is a EAP-Success message.

Additionally, the 3GPP AAA Server may apply certain access control rules (such as access scope limitation, time limitation, bandwidth control values, and/or user priority) based on user's subscription, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements.
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