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1
Introduction

At a previous meeting there was a significant discussion of which elements of RFC 3323 "A Privacy Mechanism for the Session Initiation Protocol (SIP)" were included in the intent of 3GPP TS 24.229 release 5. This document provides some background to out understanding.

Previous discussions occurred by conference call among interested parties in CN1. These discussions did not formally appear as part of the CN1 activity, but the circulated record of that discussion is annexed for further information. These discussions directly resulted in the CR that was approved by CN for the provision of the identified stage 1 capabilities below.

2
Stage 1 requirements

3GPP TS 22.228 clause 7.5.1 specifies:

"It shall be possible for the network operator to guarantee the authenticity of a public identity presented for an incoming call to a user where the call is wholly within that operator’s network (i.e. originating and terminating parties are subscribers to, and resident in, a single PLMN).  This is equivalent to the situation for CLIP with today’s telephony networks."

3GPP TS 22.228 clause 7.6.1 specifies:

"It shall be possible to present the identity of the session originator (see 7.5.1) subject to it not being suppressed by the session originator."

3GPP TS 22.228 clause 7.7.3 specifies:

"It shall be possible to present to the originator of a session the identity of the party to which she is connected (see 7.5.1)." 

"However, the connected-to party shall be able to request that her identity is not revealed to the originator of the session." 

In summary, from the stage 1 descriptions, it is clear that some form of calling line identity capabilities should be provided, along with the associated privacy of those capabilities. It is unclear how much alignment there should be with existing calling line identity services for the circuit-switched side. There are no requirements referring to privacy for other information at stage 1.

The identities referred to for the calling party and the connected party are assumed to be covered only by the P-Asserted-Identity header (and associated procedures with the P-Preferred-Identity header).

3
Structure of RFC 3323: "A Privacy Mechanism for the Session Initiation Protocol (SIP)"

Clause 1 of the document provides a general introduction to the entire document.

Clause 2 is the standard RFC text defining the usage of the terms "MUST", "SHOULD" etc.

Clause 3 gives a general introduction to the concept of privacy and distinguishes between network-provided privacy and user-provided privacy.

Clause 4 provides for the User Agent behaviour. Clause 4.1 specifies various steps that the user agent can take in its own right to provide privacy to the contents of the message. Clause 4.2 specifies how the user may express privacy requirements to the network. Clauses 4.3 and 4.4 specify how user agent can route requests and responses to a privacy server.

Clause 5 defines the privacy server. This may either be a proxy or back-to-back user agent, depending on the privacy being provided. Clauses 5.1, 5.2 and 5.3 provide respectively the operation of header privacy, session privacy and user privacy at a privacy server. 

Clauses 6 and 7 provide the standard security considerations and IANA considerations clauses required in all IETF documents.

The document is so structured that either user or proxy can take any of the privacy mechanisms (assuming they are appropriate to that role in the first place) and either use them or not use them. These options are summarised in the next section of this discussion document.

4
Summary of the options within RFC 3323: "A Privacy Mechanism for the Session Initiation Protocol (SIP)"

	name of option
	RFC 3323 reference
	definition
	3GPP TS 3323 major capability
	implementation

	header
	RFC 3323 § 5.1
	The user requests that a privacy service obscure those headers which cannot be completely expunged of identifying information without the assistance of intermediaries (such as Via and Contact).  Also, no unnecessary headers should be added by the service that might reveal personal information about the originator of the request.
	the privacy option "header" such that those headers which cannot be completely expunged of identifying information without the assistance of intermediaries are obscured
	this capability can be provided partially by a proxy, and therefore this capability can appear for a proxy role.

this capability is provided fully by a B2BUA.

	session
	RFC 3323 § 5.2
	The user requests that a privacy service provide anonymization for the session(s) (described, for example, in a Session Description Protocol [5] body) initiated by this message. This will mask the IP address from which the session traffic would ordinarily appear to originate.  When session privacy is requested, user agents MUST NOT encrypt SDP bodies in messages. Note that requesting session privacy in the absence of any end-to-end session encryption raises some serious security concerns (see Section 5.2).
	the privacy option "session" such that anonymization for the session(s) initiated by this message occurs.
	this capability is provided by a B2BUA, therefore the support at a proxy is merely for transparency of the header. Therefore this capability is optional for a UA role and not possible for a proxy role.

	user
	RFC 3323 § 5.3
	This privacy level is usually set only by intermediaries, in order to communicate that user level privacy functions (as discussed in Section 5.3) must be provided by the network, presumably because the user agent is unable to provide them. User agents MAY however set this privacy level for REGISTER requests, but SHOULD NOT set 'user' level privacy for other requests.
	the privacy option "user" such that user level privacy functions are provided by the network
	this capability is provided by a B2BUA, therefore the support at a proxy is merely for transparency of the header. Therefore this capability is optional for a UA role and not possible for a proxy role.

	id
	RFC 3325 § 9.3
	The presence of this privacy type in a Privacy header field indicates that the user would like the Network Asserted Identity to be kept private with respect to SIP entities outside the Trust Domain with which the user authenticated.
	the privacy option "id" such that privacy of the network asserted identity is provided by the network
	this capability can be provided by a proxy, and therefore this capability can appear for a proxy role.

this capability can be provided by a B2BUA, and therefore this capability can appear for a UA role.


The final row of this table refers to the extensions to RFC 3323 provided by RFC 3325. It is this extension that is specifically required to meeting the explicit stage 1 requirements.

This functionality of this extension was the only one that was discussed when the CR adding the privacy references to 24.229 was discussed. The issue of whether the other options are supported by other IMS entities would in out view constitute an extra capability, and should therefore be outside the scope of release 5 discussions.

5
Are user agent actions on privacy part of a privacy service?

There was discussion in the last meeting as to whether the information should be included as to the user agent actions in preserving user privacy. Further it appeared to be argued that specifying these implied that "user" privacy was being supported. It appears from review of RFC 3325 that such user actions are part of the general discussion with regard to privacy, and do not relate to any of the privacy options that are specified within the document. Specifically, those user actions are not part of the "user" privacy option specified in the document, which is provided by a B2BUA.

Therefore, it appears appropriate:

1. to retain notes that already exist in the document, specifying what actions the user may perform to retain identity privacy, by not including that information in headers other than the P-Preferred-Identity header.

2. In the future to refer generally to those privacy considerations for the user agent client, as these do not form part of the options.

6
Release 6

For release 6 we would not preclude the addition of other privacy options. We would envisage that the types of privacy "header", "session" and "user" would be provided by an AS acting as a B2BUA (third party call control), such that it can manipulate the headers defined by this draft. We do not envisage these privacy options being provided in the S-CSCF, unless the S-CSCF is extended to provide B2BUA capabilities (If that is required then Lucent can reintroduce an appropriate set of contributions to do this).

While this might be specified by release 6, the operation would require no enhancements to IM CN subsystem entities at release 5 other than the AS, and therefore the Application could to all intents and purposes be implemented in a release 5 network environment (i.e. CSCFs etc).

The UE of course would have to be nominally release 6, but early implementation of features, or partial implementation of a release, has never been precluded by 3GPP.


Annex: Notes of previous privacy discussion circulated on the CN1 exploder

Note this document was not formally submitted to a CN1 meeting, but was circulated on the CN1 exploder on 27th May 2002, which was subsequent to the CN1#24 meeting in Budapest.
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These notes relate to a discussion of interested parties, and do not form part of an official CN1 activity. However the activity is open to all, and it is hoped that the results of these discussions may enable the creation of approvable CRs on this subject in time for the June CN plenary.

1st conference call

General

The first conference call was held on Thursday May 23rd at 3:00 p.m. UK time.

Participating in the call were:

· Keith Drage (Lucent Technologies)

· Duncan Mills (Vodafone)

· Miguel Garcia (Ericsson)

· Sunil Chotai (MMO2)

· Gabor Bajko (Nokia)

· Krisztian Kiss (Nokia)

· Andrew Allen (Dynamicsoft)

· Sonja Garapaty (Nortel Networks)

· Mark Watson (Nortel Networks)

Asserted identity CRs

The following documents from the last CN1 meeting were identified as relevant to this discussion - N1-021358, N1-021234, N1-021490, N1-021503, N1-021504, and an unsubmitted document from Sonia Garapaty originally circulated to the CN1 list on 16/05/02.

The following key points were identified in relation to the asserted-identity CR. N1-021358 was used as the starting point of the discussion.

1. Name of the header looks like it will be Asserted-Identity for both the hint and the value within the trusted domain. Mark Watson asked people to contribute to the SIP list in order to get the header name for the hint resolved as quickly as possible.

2. The local P-CSCF is the entity responsible for applying the assertion, and therefore for processing any hint into an asserted identity.

3. The hint should be a public user identity. A discussion as to whether it should be mandatory or not resolved that the P-CSCF should have a default public user identity. If the user required a service profile and public user identity different from that provided as the default, then it was mandatory for the UE to insert the public user identity. If the user required a service profile and public user identity the same as the default, then it was optional for the UE to insert the public user identity.

4. The default public user identity should be sourced from the HSS at registration time. It was agreed that the appropriate way of doing this was by means of some form of parameter within the URI of the Associated-URI list that related to the default URI. It was agreed that the best way of doing this would be discussed on the email list. This mechanism had the advantage that it would probably require no amendments to the Cx interface protocol.

5. The asserted identity was appropriate to all requests for an initial request for a dialog and a standalone transaction. It was agreed that a special case did not need to be made for NOTIFY request as response to a SUBSCRIBE request as the asserted identity would be in the 2xx response to the SUBSCRIBE request, and although due to transmission delays this would arrive later, this would not be an issue.

6. The asserted identity was appropriate to 18x and 2xx responses to an initial request for a dialog and a standalone transaction.

7. No hint would be provided for within responses. It was considered not useful. If provided it would be ignored (although the value supplied could be the one eventually used because it was the one in the request-URI). This was after a discussion of the appropriate service profile to provide at the destination side, and it was agreed that this would always be the one identified in the Request-URI.

8. The contents of the From and To headers have no impact on the operation of the Asserted-Identity. These values do not form any part of the hint, or the determination of the Asserted-Identity.

9. The UE optionally provides an indication of privacy or no privacy.

10. The local S-CSCF provides an indication of privacy or no privacy from the service profile if not provided by the UE. It is mandatory that the service profile contains such a value.

11. There was discussion about which entity should implement the privacy. The working assumption was that it should be the last entity in the trust domain, be it P-CSCF, I-CSCF, MGCF, BGCF or S-CSCF. It was also considered appropriate that the remote S-CSCF may also apply the privacy as a matter of local policy to that network. It was considered that the last entity in the trust domain would be an implementation of what was in the internet-draft, and therefore possibly did not need to be duplicated in the text of 24.229. Maybe the proposed 4.4 text of the CR in N1-021358 could cover this.

12. The discussion of how the Privacy header should affect the content of the From and To headers, if at all, was left until next weeks call.

NOTE:
Apologies to Krisztian for not taking the time to identify if there were other key issues raised by N1-021234, N1-021490, N1-021503, N1-021504 that were relevant to the discussion - we need to do this on the next call.

Keith agreed to update N1-021358 in order to reflect the above agreements, and provide the basis for further discussion.

Security agreement CRs

Gabor to capture the notes of this part of the discussion.

