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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document specifies the procedures performed in WLAN UE and 3GPP AAA server for WLAN authentication, as specified in EAP SIM and EAP AKA specifications. 

Editor's note: The functionality of the Wr reference point to transport, in RADIUS/Diameter frames, authorization/authentication signalling and key material is defined in TS 29.234. The security framework for WLAN interworking (e.g methods for key distribution), are covered in TS 33.234.

Editor's note: as the functionality of Scenario 3 is currently unstable in TR 23.234, this TS covers only Scenario 2. It is FFS whether scenario 3 will affect this TS at all.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905:
“Vocabulary for 3GPP Specifications”

[2]
3GPP TR 22.934: “Feasibility Study on 3GPP system to WLAN interworking”

[3]
3GPP TR 23.934: “3GPP system to WLAN Interworking; Functional and architectural definition”

[4]
3GPP TS 23.234: "3GPP System to WLAN Interworking; System Description"

[5]
3GPP TS 33.234: "WLAN Interworking Security."

[6]
3GPP TS 29.234: "3GPP System to WLAN Interworking; Stage 3 Description"

[7]

IETF RFC 2284: "Extensible Authentication Protocol (EAP)"


[8]
IETF Internet-Draft: “EAP AKA Authentication”. draft-arkko-pppext-eap-aka-09, work in progress.
[9]
IETF Internet-Draft: “EAP SIM Authentication”. draft-haverinen-pppext-eap-sim-10, work in progress.
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

3GPP - WLAN Interworking (WLAN-3GPP IW): Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. 
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Wr
Interface between a WLAN Access Network and a 3GPP AAA Proxy

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorisation and Accounting 

AKA
Authentication and Key Agreement

EAP
Extensible Authentication Protocol

PDN
Packet Data Network

PLMN
Public Land Mobile Network

WLAN
Wireless Local Access Network

4
General
Editor’s Note: Provides general overview of WLAN-3GPP IW system.
4.1 3GPP WLAN Interworking System

4.2 WLAN UE Identities

4.2.1 NAI format when authenticating directly to HPLMN (Non roaming scenario)

4.2.2 NAI format when Authenticating to HPLMN via VPLMN (Roaming scenario)
5
UE to WLAN AN protocols

5.1 WLAN protocols
5.2 3GPP WLAN selection
5.2.1 Case of IEEE 802.11 WLANs
5.3 3GPP WLAN PLMN Selection
5.3.1 UE procedures
6
UE to 3GPP Network protocols

6.1 UE to 3GPP AAA Server protocols
6.1.1 WLAN Access Authentication and Authorization protocols



WLAN authentication signalling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN network or to the WLAN and 3GPP network. WLAN Session authorization occurs implicitly upon the success of the WLAN authentication procedure.

Editor’s Note: WLAN Session authorisation differs from WLAN Service authorisation. Upon completion of WLAN Session authorisation the user is granted access to WLAN. Upon completion of WLAN Service authorisation the user is granted access to 3GPP system PS based services available through the WLAN. 

Editor’s Note: WLAN Service authorisation is part of scenario 3 which is still open in stage 2. It is FFS whether it will affect this specification or not. 

WLAN authentication signalling for 3GPP-WLAN interworking is based on Extensible Authentication Protocol (EAP) as specified in RFC 2284 [7]).

This clause describes the procedures performed in WLAN UE and 3GPP AAA server for WLAN authentication, as specified in EAP SIM and EAP AKA specifications. EAP SIM [9] authentication is used SIM authentication. EAP AKA [8] authentication is used for USIM authentication.

In WLAN-3GPP IW system the WLAN authentication relies on (U)SIM based authentication mechanisms. Existing SIM and USIM are supported.

Details of the security framework for the end-to-end WLAN authentication are covered in 3GPP TS 33.234 [5].  The transport of the end-to-end WLAN authentication signalling between WLAN and 3GPP network are covered in 3GPP TS 29.234 [6].
6.1.1.1 WLAN Access Authorization











7 List of parameters

7.1 PLMN List

Editor’s Note: it is FFS whether the format of PLMN list IE as specified in TS 24.008 can be re-used in this specification. 

7.2 I-WLAN SSID
Annex <A> (normative):
<Normative annex title>

Annex <B> (informative):
<Informative annex title>

Annexes are labeled A, B, C, etc. and designated either "normative" or "informative" depending on their content (informative annexes do not comprise requirements for the implementation of the specification).
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