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CN1 has been working for the past few months in the Presence specification. The documentation is covered in the Technical report 24.841.

A complex issue in the presence service is the authentication and authorization of watchers. The complexity arises from the diversity of authentication methods, their relations, the diversity of location of watchers (e.g., IMS watcher or internet watcher), the rules dictated by the subscription authorization policy of the presentity, the anonymity or privacy of watchers, etc.

It is believed that the goal in the TR 24.841 is to define an authentication workflow that is able to cover all the possible authentication methods, with the subscription authorization policy being the driver of this workflow.

Covering all the possible scenarios requires the Presence Server to probe all the possible authentication methods in a sequential order dictated by the subscription authorization policy of the presentity. For instance, with the current workflow, if the SUBSCRIBE request contains a P-Asserted-Identity header, but not a Privacy header, the P-Asserted-Identity header is the only method used to authenticate the watcher, i.e., the watcher is never challenged with HTTP Digest authentication. This may prevent scenarios where an IMS presentity distributes a username/password combination to one or more IMS watchers. These IMS watchers should be authenticated with the username/password, in spite that their SUBSCRIBE requests will contain one or more P-Asserted-Identity header field values.

Another aspect of the current workflow is that the subscription authorization policy for the presentity is not consulted prior to authentication. This seems to create a misalignment with the stage 2 design, because according to the stage 2, the subscription authorization policy will dictate whether the watcher needs to be authenticated or not, and the list of methods needed to authenticate the watcher along with the credentials.

This CR proposes a modification of the authentication to align with the Presence Service Security TR, so that the workflow the PS follows to authenticate and authorize a watcher considers:

a)
Whether the subscription authorization policy indicates that watchers should be authenticated or not (e.g., whether anonymous watchers are allowed or not);

b)
The method used to authenticate the watcher, as indicated in the subscription authorization policy for the presentity.

c)
The credentials the watcher may use, as indicated by the subscription authorization policy for the preentity.

d)
A sequential probe of the methods, trying first P-Asserted-Identity, then HTTP Digest Authentication, and then, any other methods, as dictated by the subscription authorization policy. If all the methods failed, and if the subscription authorization policy indicates so, the presentity is consulted asking for permission to install the subscription.
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First proposed change
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "3G Vocabulary".

[2]
3GPP TS 22.141: "Presence Service; Stage 1".

[3]
3GPP TS 23.218: "IP Multimedia (IM) Session Handling; IP Multimedia (IM) call model; Stage 2".
[4]
3GPP TS 24.228: "Signalling flows for the IP multimedia call control based on SIP and SDP; Stage 3".
[5]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP; Stage 3".
[6]
3GPP TS 23.141: "Presence Service; Architecture and Functional Description".

The following normative references represent references that appear in material destined for 3GPP TS 23.218 [3], included normative references already included in clause 2 of 3GPP TS 23.218 [3]. Rather than modify these references, the digit 5 (representing references relating to clause 5 of this document) has been inserted.

[5.x]
…

The following normative references represent references that appear in material destined for 3GPP TS 24.228 [4], included normative references already included in clause 2 of 3GPP TS 24.228 [4]. Rather than modify these references, the digit 6 (representing references relating to clause 6 of this document) has been inserted.

[6.11]
3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx Interface; Signalling flows and message contents".

[6.13]
RFC 3323 (May 2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[6.17]
RFC 3325 (May 2002): "Extensions to the Session Initiation Protocol (SIP) for Network Asserted Identity within Trusted Networks".

[6.30]
draft-ietf-impp-cpim-pidf-07 (December 2002): "Common Presence and Instant Messaging (CPIM) Presence Information Data Format".

[6.31]
draft-ietf-simple-event-list-03 (March 2003): "A Session Initiation Protocol (SIP) Event Notification Extension for Collections".

[6.32]
draft-olson-simple-publish-02 (February 2003): "SIMPLE Presence Publication Mechanism".

The following normative references represent references that appear in material destined for 3GPP TS 24.229 [5], included normative references already included in clause 2 of 3GPP TS 24.229 [5]. Rather than modify these references, the digit 7 (representing references relating to clause 7 of this document) has been inserted.

[7.26]
RFC 3261 (March 2002): "SIP: Session Initiation Protocol".

[7.28]
RFC 3265 (March 2002): "Session Initiation Protocol Specific Event Notification".

[7.33]
RFC 3323 (November 2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[7.34]
RFC 3325 (November 2002): "Private Extensions to the Session Initiation Protocol (SIP) for Network Asserted Identity within Trusted Networks".

[7.48]
RFC 3329 (January 2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".

[7.52]
RFC 3455 (January 2003): "Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-Generation Partnership Project (3GPP)".

[7.70]
draft-olson-simple-publish-02 (February 2003): "SIMPLE Presence Publication Mechanism".

[7.71]
RFC 2778: "A Model for Presence and Instant Messaging".

[7.72]
draft-ietf-impp-cpim-pidf-07 (December 2002): "Common Presence and Instant Messaging (CPIM) Presence Information Data Format".

[7.73]
3GPP TS 22.141: "Presence Service; Stage 1".

[7.74]
draft-ietf-simple-event-list-03 (March 2003): "A Session Initiation Protocol (SIP) Event Notification Extension for Collections".

[7.75]
draft-ietf-simple-presence-10 (January 2003): "A Presence Event Package for the Session Initiation Protocol (SIP)".
[7.76]
draft-ietf-simple-winfo-package-05 (January 2003): "A Session Initiation Protocol (SIP) Event Template-Package for Watcher Information".

[7.77]
draft-ietf-simple-winfo format-04 (January 2003): "An Extensible Markup Language (XML) Based Format for Watcher Information".
[7.78]
draft-khartabil-simple-filter-format-00 (May 2003): "An Extensible Markup Language (XML) Based Format for Event Notification Filtering".

[7.79]
draft-khartabil-simple-filter-funct-00 (May 2003): "Functional Description of Event Notification Filtering".

[7.80]
draft-lonnfors-simple-partial-notify-01 (May 2003): "Partial Notification of Presence Information".

[7.81]
draft-lonnfors-simple-binpidf-01 (May 2003): "BINPIDF - External Object Extension to Presence Information Data Format".

[7.82]
draft-schulzrinne-simple-rpids-01 (February 2003): "RPIDS -- Rich Presence Information Data Format for Presence Based on the Session Initiation Protocol (SIP)".

[7.83]
RFC 2617 (June 1999): "HTTP Authentication: Basic and Digest Access Authentication"
Next proposed change
7.2.2
Procedures at the application server

Editor's Note: this clause describes: the details (syntax/semantics) of the authorisation policy definitions; the usage of watcherinfo template package in IMS; the details how the authorisation policy is uploaded to Presence Server; the details how groups can be referenced; multiple value concept.

7.2.2.1
Application Server (AS) acting as terminating UA, or redirect server

7.2.2.1.1
AS processing subscriptions for the presence information event package

Editor's note: the clause describes the behaviour for fetching presence information; the behaviour for subscribing for presence information; providing full state or partial state notifications.

When the AS acts as a PS and receives a SUBSCRIBE request for the presence information event package, the AS shall first find out if the presentity (the Request-URI in the SUBSCRIBE request) is a valid presentity defined in the presence server. In case it is valid, the PS shall inspect the subscription authorization policy associated to that presentity. The subscription authorization policy will dictate whether the watcher must be authenticated or not, and if applicable, the method and credentials used for the watcher authentication. If the PS, according to the subscription authorization policy, has to authenticate the watcher, the PS shall perform watcher authentication procedures defined in sublcause 7.2.2.1.2.
In case of successful subscription, the AS shall generate a response to the SUBSCRIBE request and notifications in accordance with RFC 3265 [7.28] and draft-ietf-simple-presence-10 [7.75].

If the watcher application residing in a UE has indicated the need for partial notification using the Accept and Require header fields, then the AS shall generate partial notifications in accordance with draft-lonnfors-simple-partial-notify-01 [7.80].
Editor’s Note: The reference above is one solution to the requirements that are expressed in draft-lonnfors-simple-presinfo-deliv-reqs-00. When the SIMPLE WG agrees the way forward for solutions to the requirements in this draft, the above reference will require amendment to reflect the agreed solution document.
7.2.2.1.2
Watcher authentication at the PS

The procedures at the PS to accomplish watcher authentication are described with the help of figure 7.2.2.1.2-1.

When the PS receives a SUBSCRIBE, and if the subscription authorization policy for the presentity indicates that watchers must be authenticated, the PS shall proceed as follows:


1) 
if a Privacy header is present in the SUBSCRIBE request and the Privacy header value is set to "id" or "user", then this is an indication that the watcher does not want to reveal its identity by means of a possible P-Asserted-Identity header. In this case the PS shall check the subscription authorization policy rules for unidentified watchers. If the subscription authorization policy indicates that the watcher must be considered anonymous, then the watcher and the subscription are considered as anonymous, and no further actions are required. The PS shall install the subscription and continue with the subscription authorization procedures described in subclause 7.2.2.1.4. If the subscription authorization policy indicates that the watcher must be authenticated with a username/password combination, the PS shall proceed with step 4 below;

2)
if there is no Privacy header present in the SUBSCRIBE request, or if the Privacy header contains a value other than "id" or "user", then the PS shall check the authentication methods in the subscription authorization policy for the presentity. First the PS shall check if P-Asserted-Identity is a valid authentication method. If P-Asserted-Identity is a valid authentication method, then the PS shall proceed with step 3 below. Otherwise, the PS shall proceed with step 4 below;

3)
the PS shall check for the presence of a P-Asserted-Identity header in the SUBSCRIBE request. Two cases exists:

a)
the SUBSCRIBE request contains a P-Asserted-Identity header. This is typically the case when the watcher is located inside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS shall check, according to the subscription authorization policy of the presentity, if any of the P-Asserted-Identity header field values in the request matches any of the URIs included in the subscription authorization policy for the presentity to be identified with P-Asserted-Identity. If there is a match, the watcher is authorized. The PS is aware of the identity of the watcher and no extra actions are needed. The PS shall continue with the subscription authorization procedures described in subclause 7.2.2.1.4. If there are no matches between any of the P-Asserted-Identity header field values and the authorized watchers included in the subscription authorization policy, the PS shall proceed with step 4 below;
b)
the SUBSCRIBE request does not contain a P-Asserted-Identity header. This is typically the case when the watcher is located outside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS does not have a verified identity of the watcher. The PS shall proceed with step 4 below;
4)
the PS shall check if HTTP Digest Authentication is a valid authentication method, according to the subscription authorization policy of the presentity. If HTTP Digest Authentication is valid authentication method, then the PS shall proceed with step 5 below. Otherwise, the PS shall proceed with step 7 below;
5) 
if credentials are already present in the request, typically because of a previous challenge sent by the PS, the PS shall follow the procedures described in RFC 2617 [7.83] for HTTP Digest Authentication and its applicability in SIP as described in RFC 3261 [7.26]. Then the PS shall verify the username and password combination matches a username/password combination listed in the subscription authorization policy for the presentity, in which case the PS shall install the subscription. If there is no match, the PS shall either:

a)
challenge the watcher again, (up to a predetermined maximum number of times predefined in the PS configuration data),, as described in step 6 below; or
b)
consider the HTTP Digest authentication failed. The PS shall proceed with step 7 below;
Editor's Note: It needs to be investigated whether the maximum number of times predefined in the PS configuration data creates a potential denial of service attack, as it requires the PS to keep states between different authentications trial.
6) 
if the credentials are not present in the request, then the PS shall challenge the watcher according to the HTTP Digest Authentication method described in RFC 2617 [7.83] and RFC 3261 [7.26] and no further actions are required.
7)
the PS shall verify if the subscription authorization policy indicates any other authentication method, in which case the PS shall proceed according to such method;
8)
if all of the previous authentication methods have been probed and authentication of the watcher failed, the PS shall check if the subscription authorization policy indicates a default action for unauthenticated watchers. This action can indicate a denial of the subscription, inquiry of the presentity, or any other action. If the subscription authorization policy indicates a denial of the subscription, then the PS shall not install the subscription. If the subscription authorization policy indicates a consultation with the presentity, then the PS considers the subscription in pending state. The PS shall keep the subscription in pending state until the presentity authorizes it or until the subscription expires.
Editor's Note: For instance, if the presentity is online and subscribed to its own watcher info, the PS needs to inform the presentity using the watcherinfo template package to query the presentity on the authorization decision. 
When the PS receives a SUBSCRIBE request, and if the subscription authorization policy for the presentity indicates that watchers need not be authenticated, the PS shall consider the subscription as anonymous and install the subscription:
If the subscription is installed, the PS shall return a 200 (OK) final response as per procedures described in RFC 3265 [7.29] and proceed with the watcher authorization procedures described in subclause 7.2.2.1.4.
If the subscription is in pending state, the PS shall return a 200 (OK) final response as per procedures described in RFC 3265 [7.29].
If the subscription is not installed, the PS shall either:

-
reject the subscription according to the procedures of RFC 3261 [7.26] and RFC 3265 [7.28] e.g., by issuing a 403 (Forbidden) response.

-
if the subscription authorization policy dictates it, do a polite blocking (as defined in 3GPP TS 22.141 [7.73]) by sending a 200 (OK) response.
If according to the subscription authorization policy the watcher is not in the list of authorized watchers, the PS may inform the presentity about the watcher subscription attempt.
Editor's Note: if the watcher is anonymous, then the PS cannot verified the watcher's identity, and therefore, can only report the subscription attempt, but not the watcher's identity.
Editor's Note: For instance, if the presentity is online and subscribed to its own watcher info, the PS can inform the presentity using the watcherinfo template package to query the presentity on the authorization decision. 
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Figure 7.2.2.1.2-1: Watcher authentication flow at the PS
7.2.2.1.3
AS processing subscriptions for the presence information event package of presentity collections

When the AS acts as RLS and receives a SUBCRIBE request for the presence information event package of a presentity collection, the AS shall first verify the identity of the source of the SUBSCRIBE request as described in subclause 7.2.2.1.2, then perform authorization according to subclause 7.2.2.1.4. In case of successful subscription, the AS shall generate a response to the SUBSCRIBE request and notifications in accordance with draft-ietf-simple-event-list-03 [7.74] by adding a Require header field with value 'eventlist' to the request.
If the body of the SUBSCRIBE request from the watcher contains filters, the AS shall apply the requested filtering function on notifications in accordance with draft-khartabil-simple-filter-format-00 [7.78].

Editor’s Note: The reference above is one solution to the requirements that are expressed in draft-moran-simple-pres-filter-reqs-00. When the SIMPLE WG agrees the way forward for solutions to the requirements in this draft, the above reference will require amendment to reflect the agreed solution document.

7.2.2.1.4
Watcher authorization

Once the PS has tried to authenticate the watcher, the PS either has a verified identity of the watcher or it considers the watcher as anonymous.
In either case, the PS shall apply the subscription authorization policy rules for the watcher. These rules will dictate the type of presence information (e.g., tuples), the watcher is authorized to get. The PS shall take into account its own policy and the subscription authorization policy of the presentity for each particular user when creating notifications of presence information. 








7.2.2.1.5
AS processing subscriptions for the watcher information event template package

When the AS acts as a PS and receives a SUBCRIBE request for the watcher information event template package, the AS shall first verify the identity of the source of the SUBSCRIBE request as described in subclause 7.2.2.1.2, then perform authorization according to subclause 7.2.2.1.3. In case of successful subscription, the AS shall generate a response to the SUBSCRIBE request and notifications in accordance with RFC 3265 [7.28], draft-ietf-simple-winfo-package-05 [7.76] and draft-ietf-simple-winfo-format-04 [7.77].

If the body of the SUBSCRIBE request from the PUA contains filters, the AS shall apply the requested filtering function on notifications in accordance with draft-khartabil-simple-filter-funct-00 [7.79].

Editor’s Note: The reference above is one solution to the requirements that are expressed in draft-kiss-simple-winfo-filter-reqs-00. When the SIMPLE WG agrees the way forward for solutions to the requirements in this draft, the above reference will require amendment to reflect the agreed solution document.

7.2.2.1.6
Processing of PUBLISH requests

Editor's Note: this clause describes: the usage of PUBLISH request in IMS; when a PUA publishes; when a PNA publishes (how and what is transformed via ISC and Sh); the details of the Presence Server’s composition policy (the latter may be a 23.218 issue).

When the AS acts as a PS and receives a PUBLISH request, the AS shall first verify the identity of the source of the PUBLISH request as described in subclause 7.2.2.1.2, then perform authorization according to subclause 7.2.2.1.3. In case of successful publishing, the AS shall generate a response in accordance with draft-olson-simple-publish-02 [7.50].

7.2.2.2
Application Server (AS) acting as originating UA

7.2.2.2.1 
AS generating subscriptions based on subscription for the presence information event package of presentity collections 

When the AS acts as RLS and installs a SUBSCRIBE request for the presence information event package of a presentity collection, it shall resolve the list URI to individual URIs and generate subscriptions for each of the individual URIs as per the procedures in RFC 3265 [7.28], draft-ietf-simple-presence-10 [7.75] and draft-ietf-simple-event-list-03 [7.74] if the state information for the resource represented by the individual URI is otherwise not available.
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