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5.2.2
Registration

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URI identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) are expected to be treated as for the mobile-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

2)
insert a Require header containing the option tag "path";

3)
for the initial REGISTER request for a public user identity create a new, globally unique value for icid, save it locally and insert it into the icid parameter of the P-Charging-Vector header;

4)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "yes" into the Authorization header field in case the REGISTER request was either received integrity protected with the security association created during an ongoing authentication procedure and includes an authentication response, or it was received on the security association created during the last successful authentication procedure and with no authentication response, otherwise insert the parameter with the value "no";

5)
in case the REGISTER request was received without integrity protection, then check the existence of the Security-Client header. If the header is present, then remove and store it. The P-CSCF shall remove the 'sec-agree' item from the Require header, and the header itself if this is the only entry. If the header is not present, then the P-CSCF shall return a suitable 4xx response;

6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

-
check the security association which protected the request. If that has a temporary lifetime, then the request shall contain a Security-Verify header. If there is no such header, then the P-CSCF shall return a suitable 4xx response. If there is such header, then the P-CSCF shall compare the content of the Security-Verify header with the local static list. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify header, and the "sec-agree" item from the Require header, and the header itself if this is the only entry; 

-
if the security association the REGISTER request was received on is an established one, then a Security-Verify header is not expected to be included. If the Security-Verify header is present, then the P-CSCF shall remove that header together with the 'Require: sec-agree' header; and

-
check if the private user identity conveyed in the integrity-protected REGISTER request is the same as the private user identity which was previously challenged or authenticated. If the private user identities are different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response;
7)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network; and

8)
determine the I-CSCF of the home network and forward the request to that I-CSCF.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
 remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and new security association. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

2)
insert the Security-Server header in the response, containing the P-CSCF static security list and the parameters needed for a new security association setup. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the HMAC-MD5-96 (RFC 2403 [20C]) and HMAC-SHA-1-96 (RFC 2404 [20D]) IPsec layer algorithms. For further information see 3GPP TS 33.203 [19];
NOTE 1:
Every 401 (Unauthorized) response will contain a new Security-Server header that will enable the UE and P-CSCF to establish new security association. The UE will always send the subsequent REGISTER request and receive associated response over the new security association.
3)
set up new security association with a temporary lifetime between the UE and the P-CSCF for the user identified with the private user identity. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the SIP level lifetime of the new security association to be long enough to permit the UE to finalize the registration procedure (longer than 64*T1). The P-CSCF shall set the IPsec level lifetime of the security association to the maximum; and

4)
send the 401 (Unauthorized) response to the UE using the old security association (i.e., the security association with which the associated REGISTER request was protected), if available.
NOTE 1:
If the REGISTER request was unprotected, the 401 (Unauthorized) response will be also unprotected.
NOTE 2:
The challenge in the 401 (Unauthorized) response sent back by the S-CSCF to the UE as a response to the REGISTER request is piggybacked by the P-CSCF to insert the Security-Server header field in it. The S-CSCF authenticates the UE, while the P-CSCF negotiates and sets up the security association with the UE during the same registration procedure.

If the REGISTER request that pertains to the ongoing authentication is not received before the temporary SIP level lifetime of the new security association expires, the P-CSCF shall consider the registration to have failed. The P-CSCF shall delete the new security associations it was trying to establish.
If the P-CSCF receives a 403 (Forbidden) response to a REGISTER request that pertains to an ongoing authentication, it shall forward the 403 (Forbidden) response to the UE using the new security association (i.e., the security association with which the associated REGISTER request was protected).

When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
save the list of Service-Route headers preserving the order. The P-CSCF shall store this list during the entire registration period of the respective public user identity. The P-CSCF shall use this list to validate the routeing information in the requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header list with the registered public user identity;

3)
store the public user identities found in the P-Associated-URI header value, as those that are authorized to be used by the UE;

4)
store the default public user identity for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header;

NOTE 2:
There may be more then one default public user identities stored in the P-CSCF, as the result of the multiple registrations of public user identities.

5)
store the values received in the P-Charging-Function-Addresses header; and

6)
protect the response within the same security association to that in which the associated request was protected;


Upon forwarding the 200 (OK) response toward the UE, the P-CSCF shall:

· update the SIP level lifetimesuch that it either equals the latest lifetime of the old SAs or it will expire shortly after the value specified in the Expires header, depending which gives the SAs the longer lifetime;  

· send requests towards the UE using the old security association, until the first request protected within the new security association is received from the UE. Subsequently, the P-CSCF shall send the requests toward the UE using the new security association; 

· receive subsequent requests from the UE over the old or new security association;  

· send the responses toward the UE over the same security association that the associated request was received; and

· receive the responses from the UE over the same security association that the associated request was sent.

If the first request that is received from the UE, upon forwarding the 200 (OK) response, is protected with the new security association, the P-CSCF shall delete the old security association and related keys it may have with the P-CSCF when all SIP transactions that use the old security association are completed. If the first request that is  received from the UE, upon forwarding the 200 (OK) response, is protected with the old security association, the P-CSCF shall

delete the new security associations that it was trying to establish with the UE.

NOTE 3:
The P-CSCF will maintain two Route header lists. The first Route header list - created during the registration procedure - is used only to validate the routeing information in the initial requests that originate from the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P-CSCF shall delete any security association from the IPsec database when their SIP level lifetime expires.
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