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1
Introduction

This contribution analyses the requirements of the P-Associated-URI header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-Generation Partnership Project (3GPP) (RFC 3455)

Clause 4.1 specifies:

4.1 The P-Associated-URI header

This extension allows a registrar to return a set of associated URIs for a registered address-of-record.  We define the P-Associated-URI header field, used in the 200 OK response to a REGISTER request.  The P-Associated-URI header field transports the set of Associated URIs to the registered address-of-record.

An associated URI is a URI that the service provider has allocated to a user for his own usage.  A registrar contains information that allows an address-of-record URI to be associated with zero or more URIs.  Usually, all these URIs (the address-of-record URI and the associated URIs) are allocated for the usage of a particular user. This extension to SIP allows the UAC to know, upon a successful authenticated registration, which other URIs, if any, the service provider has associated to an address-of-record URI.

Note that, generally speaking, the registrar does not register the associated URIs on behalf of the user.  Only the address-of-record which is present in the To header field of the REGISTER is registered and bound to the contact address.  The only information conveyed is that the registrar is aware of other URIs to be used by the same user.

It may be possible, however, that an application server (or even the registrar itself) registers any of the associated URIs on behalf of the user by means of a third party registration.  However, this third party registration is out of the scope of this document.  A UAC MUST NOT assume that the associated URIs are registered.

If a UAC wants to check whether any of the associated URIs is registered, it can do so by mechanisms specified outside this document, e.g., the UA may send a REGISTER request with the To header field value set to any of the associated URIs and without a Contact header.  The 200 OK response will include a Contact header with the list of registered contact addresses.  If the associated URI is not registered, the UA MAY register it prior to its utilization.

4.1.1 Applicability statement for the P-Associated-URI header

The P-Associated-URI header is applicable in SIP networks where the SIP provider is allocating the set of identities that a user can claim (in headers like the From field) in requests that the UA generates.  It furthermore assumes that the provider knows the entire set of identities that a user can legitimately claim, and that the user is willing to restrict its claimed identities to that set.  This is in contrast to normal SIP usage, where the From field is explicitly an end-user specified field.

4.1.2 Usage of the P-Associated-URI header

The registrar inserts the P-Associated-URI header field into the 200 OK response to a REGISTER request.  The header field value is populated with a list containing zero or more URIs that are associated to the address-of-record.

If the registrar supports the P-Associated-URI header extension, then the registrar MUST always insert the P-Associated-URI header field in all the 200 OK responses to a REGISTER request, regardless of whether the REGISTER was an initial registration, re-registration, or de-registration and regardless of whether there are zero or more associated URIs.

4.1.2.1 Procedures at the UA

A UAC may receive a P-Associated-URI header field in the 200 OK response for a REGISTER.  The presence of the header field in the 200 OK response for a REGISTER request implies that the extension is supported at the registrar.

The header value contains a list of zero or more associated URIs to the address-of-record URI.  The UAC MAY use any of the associated URIs to populate the From header value, or any other SIP header value that provides information of the identity of the calling party, in a subsequent request.

The UAC MAY check whether the associated URI is registered or not. This check can be done, e.g., by populating the To header value in a REGISTER sent to the registrar and without a Contact header.  The 200 OK response will include a Contact header with the list of registered contact addresses.  As described in SIP [1], the 200 OK response may contain a Contact header field with zero or more values (zero meaning the address-of-record is not registered).

4.1.2.2 Procedures at the registrar

A registrar that receives and authorizes a REGISTER request, may associate zero or more URIs with the address-of-record.

A registrar that supports this specification MUST include a P-Associated-URI header field in the 200 OK response to a REGISTER request.  The header MUST be populated with a comma-separated list of SIP or SIPS URIs which are associated to the address-of-record under registration.

In case the address-of-record under registration does not have any other SIP or SIPS URIs associated, the registrar MUST include an empty P-Associated-URI header value.

4.1.2.3 Procedures at the proxy

This memo does not define any procedure at the proxy.

Clause 5.1 specifies:

5.1 P-Associated-URI header syntax

The syntax of the P-Associated-URI header is described as follows:

P-Associated-URI 
= "P-Associated-URI" HCOLON (p-aso-uri-spec) *(COMMA p-aso-uri-spec)

p-aso-uri-spec

= name-addr *(SEMI ai-param)

ai-param


= generic-param

Clause 5.7 specifies:

   Header field          where  proxy  ACK BYE CAN INV OPT REG

   ___________________________________________________________

   P-Associated-URI       2xx           -   -   -   -   -   o

   Header field                    SUB NOT PRA INF UPD MSG REF

   ___________________________________________________________

   P-Associated-URI                 -   -   -   -   -   -   -

Clause 6.1 specifies:

6.1 P-Associated-URI

The information returned in the P-Associated-URI header is not viewed as particularly sensitive.  Rather, it is simply informational in nature, providing openness to the UAC with regard to the automatic association performed by the registrar.  If end-to-end protection is not used at the SIP layer, it is possible for proxies between the registrar and the UA to modify the contents of the header value. This attack, while potentially annoying, should not have significant impacts.

The lack of encryption, either end-to-end or hop-by-hop, may lead to leak some privacy regarding the list of authorized identities.  For instance, a user who registers an address-of-record of sip:user1@example.com may get another SIP URI associated as sip:first.last@example.com returned in the P-Associated-URI header value.  An eavesdropper could collect this information.  If the user does not want to disclose the associated URIs, the eavesdropper could have gain access to private URIs.  Therefore it is RECOMMENDED that this extension is used in a secured environment, where encryption of SIP messages is provided either end-to-end or hop-by-hop.

Clause 7 specifies:

7. IANA Considerations

This document defines several private SIP extension header fields (beginning with the prefix "P-" ).

These extension headers have been included in the registry of SIP header fields defined in SIP [1].  Expert review as required for this process was provided by the SIP Working Group.

The following extensions are registered as private extension header fields:

RFC Number:

RFC3455

Header Field Name:
P-Associated-URI

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Called-Party-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Visited-Network-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Access-Network-Info

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Function-Addresses

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Vector

Compact Form:

none

3
Requirements summary

3.1
IETF requirements

The header is only valid for inclusion in 2xx responses to REGISTER requests. It is inserted by the registrar and read by the UA and proxies pass the header on transparently. It is an optional header, however registrars supporting this extension must include it. It is therefore mandatory to send (by registrars), but optional to receive (by UAs).

3.2
3GPP requirements

The procedures for the P-Associated-URI header are completely specified in 3GPP TS 24.229. 

However the behaviour is as above, with the addition that:

· it is mandatory for a UA to receive the header.

· it is mandatory for a registrar (the S-CSCF) to be able to send the header. Note that in this case, the S-CSCF is fulfilling the UA role.

· the header is always read by the P-CSCF. 

· no other entities use the header.

