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1
Introduction

This contribution analyses the requirements of the Security-Server header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Security Mechanism Agreement for the Session Initiation Protocol (SIP) (RFC 3329)

Clause 2.2 specifies:

2.2 Syntax

We define three new SIP header fields, namely Security-Client, Security-Server and Security-Verify.  The notation used in the Augmented BNF definitions for the syntax elements in this section is as used in SIP [1], and any elements not defined in this section are as defined in SIP and the documents to which it refers:

security-client
= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)

security-server
= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)

security-verify
= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)

sec-mechanism
= mechanism-name *(SEMI mech-parameters)

mechanism-name
= ( "digest" / "tls" / "ipsec-ike" / "ipsec-man" / token )

mech-parameters
= ( preference / digest-algorithm / digest-qop / digest-verify / extension )

preference
= "q" EQUAL qvalue

qvalue

= ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] )

digest-algorithm
= "d-alg" EQUAL token

digest-qop
= "d-qop" EQUAL token

digest-verify
= LDQUOT 32LHEX RDQUOT

extension
= generic-param

Note that qvalue is already defined in the SIP BNF [1].  We have copied its definitions here for completeness.

The parameters described by the BNF above have the following semantics:

Mechanism-name

This token identifies the security mechanism supported by the client, when it appears in a Security-Client header field; or by the server, when it appears in a Security-Server or in a Security-Verify header field.  The mechanism-name tokens are registered with the IANA.  This specification defines four values:

*
"tls" for TLS [3].

*
"digest" for HTTP Digest [4].

*
"ipsec-ike" for IPsec with IKE [2].

*
"ipsec-man" for manually keyed IPsec without IKE.

Preference

The "q" value indicates a relative preference for the particular mechanism.  The higher the value the more preferred the mechanism is.  All the security mechanisms MUST have different "q" values. It is an error to provide two mechanisms with the same "q" value.

Digest-algorithm

This optional parameter is defined here only for HTTP Digest [4] in order to prevent the bidding-down attack for the HTTP Digest algorithm parameter.  The content of the field may have same values as defined in [4] for the "algorithm" field.

Digest-qop

This optional parameter is defined here only for HTTP Digest [4] in order to prevent the bidding-down attack for the HTTP Digest qop parameter.  The content of the field may have same values as defined in [4] for the "qop" field.

Digest-verify

This optional parameter is defined here only for HTTP Digest [4] in order to prevent the bidding-down attack for the SIP security mechanism agreement (this document).  The content of the field is counted exactly the same way as "request-digest" in [4] except that the Security-Server header field is included in the A2 parameter.  If the "qop" directive's value is "auth" or is unspecified, then A2 is:

A2 = Method ":" digest-uri-value ":" security-server

If the "qop" value is "auth-int", then A2 is:

A2 = Method ":" digest-uri-value ":" H(entity-body) ":" security-server

All linear white spaces in the Security-Server header field MUST be replaced by a single SP before calculating or interpreting the digest-verify parameter.  Method, digest-uri-value, entity-body, and any other HTTP Digest parameter are as specified in [4].

Note that this specification does not introduce any extension or change to HTTP Digest [4].  This specification only re-uses the existing HTTP Digest mechanisms to protect the negotiation of security mechanisms between SIP entities.

Clause 2.3.1 (Protocol operation - client initiated) - 4th , 5th and 6th paragraphs specify:

A server receiving an unprotected request that contains a Require or Proxy-Require header field with the value "sec-agree" MUST respond to the client with a 494 (Security Agreement Required) response.  The server MUST add a Security-Server header field to this response listing the security mechanisms that the server supports.  The server MUST add its list to the response even if there are no common security mechanisms in the client's and server's lists.  The server's list MUST NOT depend on the contents of the client's list.

The server MUST compare the list received in the Security-Client header field with the list to be sent in the Security-Server header field.  When the client receives this response, it will choose the common security mechanism with the highest "q" value.  Therefore, the server MUST add the necessary information so that the client can initiate that mechanism (e.g., a Proxy-Authenticate header field for HTTP Digest).

When the client receives a response with a Security-Server header field, it MUST choose the security mechanism in the server's list with the highest "q" value among all the mechanisms that are known to the client.  Then, it MUST initiate that particular security mechanism as described in Section 3.5.  This initiation may be carried out without involving any SIP message exchange (e.g., establishing a TLS connection).

Clause 2.3.2 (Protocol operation - server initiated) - 3rd paragraph specifies:

A server that by policy requires the use of this specification and receives a request that does not have the sec-agree option tag in a Require, Proxy-Require or Supported header field MUST return a 421 (Extension Required) response.  If the request had the sec-agree option tag in a Supported header field, it MUST return a 494 (Security Agreement Required) response.  In both situation the server MUST also include in the response a Security-Server header field listing its capabilities and a Require header field with an option-tag "sec-agree" in it.  The server MUST also add necessary information so that the client can initiate the preferred security mechanism (e.g., a Proxy-Authenticate header field for HTTP Digest).

Clause 2.4 (Protocol operation - security mechanism initiation) - 1st paragraph specifies:

Once the client chooses a security mechanism from the list received in the Security-Server header field from the server, it initiates that mechanism.  Different mechanisms require different initiation procedures.

Clause 2.4 (Protocol operation - security mechanism initiation) - 3rd paragraph specifies:

If "digest" is chosen, the 494 (Security Agreement Required) response will contain an HTTP Digest authentication challenge.  The client MUST use the algorithm and qop parameters in the Security-Server header field to replace the same parameters in the HTTP Digest challenge.  The client MUST also use the digest-verify parameter to protect the Security-Server header field as specified in 2.2.

Clause 2.6 (Summary of header field use) specifies:

       Header field           where        proxy ACK BYE CAN INV OPT REG

       _________________________________________________________________

       Security-Server       421,494              -   o   -   o   o   o

       Header field           where        proxy SUB NOT PRK IFO UPD MSG

       _________________________________________________________________

       Security-Server       421,494              o   o   -   o   o   o

Clause 6.3 specifies:

6.3 Header Field Names

This specification registers three new header fields, namely Security-Client, Security-Server and Security-Verify.  These headers are defined by the following information, which is to be included in the sub-registry for SIP headers under http://www.iana.org/assignments/sip-parameters.

Header Name:    Security-Client

Compact Form:   (none)

Header Name:    Security-Server

Compact Form:   (none)

Header Name:    Security-Verify

Compact Form:   (none)

3
Requirements summary

3.1
IETF requirements

The header must be included by a proxy (or responding UA) in a 494 response and may be included in a 421 response. It is however mandatory to support the inclusion by a proxy using this extension, and mandatory for a UA to support reception of this header when using this extension. These status codes do not currently appear as separate tables in the 3GPP profile and therefore these tables need to be added. They can however be done as a single table for both status codes for each method.

This is assumed to be valid for any method except ACK and CANCEL. Note while PRACK is precluded at the moment by RFC, it is believed that the Security-Verify header needs to be supported in the request and therefore this header needs to be supported in the responses.

It is also possible for a UA acting as a registrar to support the extension, in which case for the REGISTER method, there needs to be entries for the send capability that equate to the above description for a proxy.

3.2
3GPP requirements

The procedures for the Security-Server header are completely specified in 3GPP TS 24.229 and 3GPP TS 33.203. 

However the behaviour is as above, with the addition that:

The 401 (Unauthorized response) sent back by the S-CSCF to the UE, in response to the initial REGISTER, has the Security-Server header piggybacked on it by the P-CSCF.

It is mandatory for the UE to be able to receive this header in a 401 (Unauthorized) response to a REGISTER request in order to proceed with the registration. It is mandatory for the P-CSCF to be able to insert this header in a 401 (Unauthorized) response.

