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1. Introduction

In contribution S3-030223 to SA3#28 (6 – 9 May 2003)  Siemens proposed a solution for the protection of HTTP based communication over the Mt reference point (e.g. for secure subscriber self-administration). This solution is directly based on IMS authentication for providing common keying material for this purpose. 

Alternative solutions were proposed at SA3#28, and no decision was taken, partly because it was felt that the advice of other 3GPP working groups was needed. Consequently, an LS was sent from SA3#28 to CN1#30 (S3-030302, entitled “security solutions for the Mt reference point”), asking for advice on two specific SIP-based mechanisms which were proposed in S3-030223.  This contribution is meant to support the discussion in CN1 on this LS from SA3. 

The question whether it is suitable at all to base security solutions for the Mt reference point on IMS mechanisms is outside the scope of this contribution. SA3 asked this question, related to requirements rather than solutions, in LS S3-030301, sent from SA3#28 to SA1 and SA2, hence no need is seen for CN1 to engage in the discussion of this issue.

2. Discussion of key transport mechanism

Siemens proposes to use HTTP digest (RFC 2617) for authentication of the UE to the AS (see S3-030224 for a detailed discussion). But, a priori, UE and AS do not share the secret cryptographic key required to perform digest authentication. S3-030223 therefore proposes to derive this shared UE-AS authentication key from an IMS session key (CK) obtained during the IMS registration procedure.

The proposed solution for the establishment of a shared secret between the UE and an AS proceeds in several steps which are depicted in Figure 1 below. The steps are described in more detail in S3-030223.

Step 1: IMS registration with authentication using IMS-AKA between UE and S-CSCF.

In the IMS registration process, the session key CK is provided to the UE and the S-CSCF. The IMS registration proceeds as described in TS 33.203v5.5.0. 

Step 2: 
provision of information on application servers (triggers) associated with a user from the HSS to the 
S-CSCF

This information is provided over the Cx-interface.

Step 3: derivation of AS-specific shared keys from CK at the UE and the S-CSCF depending on the triggers.

The specification of the key derivation procedure is the responsibility of SA3.

Step 4: distribution of AS-specific shared keys from the S-CSCF to the ASs over the ISC interface.

This document proposes to use the Service Information element in the body of a 3rd party REGISTER message triggered by initial Filter Criteria to transport the keys from S-CSCF to the application server(s). Information on the address of the application server is already included in the initial Filter Criteria. As the ISC interface can be protected by means of IPsec (as specified in TS 33.210) no security issues arise from the transport of keying material from the S-CSCF to the AS. Note that the proposed method allows the UE-AS keys still to be used after the UE registration with the IMS times out, or the UE deregisters, meaning that the Mt security does not depend on the user being registered with the IMS at the time the user communicates over Mt.

Step 4 concludes the establishment of a shared key between the UE and the AS.

The necessary change for this mechanism is to allow the S-CSCF to include data in the Service Information element before sending this element in the body of the REGISTER request to the application server. 

In addition this mechanism allows the application server to get informed of new key material due to re-authentication as the re-REGISTER of the UE causes a new 3rd party REGISTER from S-CSCF to the AS.
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Figure 1 
3. Discussion of mechanism to transport release-related information 

In the course of an authenticated registration procedure, the HSS sends the S-CSCF two keys, IK and CK, over the Cx-interface. The S-CSCF forwards these keys to the P-CSCF as part of the 401 Unauthorized response message (see below). But the key CK is not used at all in Release 5 (there is no ciphering between UE and P-CSCF in Release 5). In S3-030223, it is proposed for Release 6 to derive further keys from CK and forward one of the derived keys to the P-CSCF to be used for ciphering between UE and P-CSCF in Release 6. In the case where S-CSCF is Release 5 and both, UE and P-CSCF are Release 6, this may lead to backward compatibility problems, as explained in detail in S3-030223, section 8.

Two solutions are possible: 

1) add information on the release of the S-CSCF to the 401 Unauthorized response message

2) delete the unused CK from 401 Unauthorized response message in Release 5 specifications

Regarding solution 1), the LS from SA3 (S3-030302) states:

“In order to avoid backward compatibility problems between releases 5 and 6, the solution in S3-030223 requires that the UE be informed by the S-CSCF whether the latter is Release 5 or a later Release (for an explanation see S3-030223, section 8). S3-030223 proposes to solve this by including (for Releases 6+) the information on the release of the S-CSCF in the nonce parameter in the WWW-Authenticate header [cf. TS-24.228 v530, tables 6.2-9, 6.2-10, 6.2-11] of the 401 Unauthorized response message. Please note that the nonce parameter, as specified in RFC 3310, may optionally contain some server specific data, which could be used to carry the required information.”

Please also note that the nonce parameter has already been used in IMS Release 5 to carry the cryptographic keys IK and CK from the S-CSCF to the P-CSCF, so its suitability for carrying additional information was already recognised by CN1 for Release 5.

Solution 2) is not mentioned in the LS from SA3. Although implying a very small change to Release 5 specifications, it is considered only a fallback solution, because an alternative solution is available and, hence, no change to Release 5 is necessary.

4. Proposal

It is proposed that CN1 replies to the LS S3-030302 from SA3 by saying that CN1 sees no fundamental obstacles in providing the stage 3 specifications 

· for the key transport over the ISC interface, as described above, 

· for the transport of release-related information, as described above,

if so required by SA3 in their stage 2 specification. 

In case this is indeed required by SA3, Siemens volunteers to write any necessary CRs in CN1.  
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