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1. Problem Statement:

The use of HTTP over the Mt reference point is a means for a mobile user to manage his or her data on application servers. It is obvious that the communication over the Mt reference point needs to be adequately secured. In SA3#28, several contributions (S3-030223, 224, 245, 256) proposed solutions for this issue. The key management solution proposed in S3-030223 has architectural implications for the IMS and is expected to affect stage 3 specifications for Release 6 under the control of CN1. It was felt at SA3#28 that guidance from CN1 and SA2 was needed before a decision could be taken by SA3. CN1 and SA2 are therefore kindly asked to provide such guidance on the following two issues:

Key transport over the ISC interface

S3-030223, section 5, proposes to use the Service Information XML element in the body of a 3rd party REGISTER message to transport key material from the S-CSCF to one or several application servers over the ISC interface.

Note that key transport occurs after each successful (re-)authentication. Note that the integrity and confidentiality of the derived keys distributed over the ISC interface can be ensured by means of IPsec (as specified in TS 33.210).

Transport of release information from S-CSCF to UE

In order to avoid backward compatibility problems between releases 5 and 6, the solution in S3-030223 requires that the UE be informed by the S-CSCF whether the latter is Release 5 or a later Release (for an explanation see S3-030223, section 8). S3-030223 proposes to solve this by including (for Releases 6+) the information on the release of the S-CSCF in the nonce parameter in the WWW-Authenticate header [cf. TS-24.228 v530, tables 6.2-9, 6.2-10, 6.2-11] of the 401 Unauthorized response message. Please note that the nonce parameter, as specified in RFC 3310, may optionally contain some server specific data, which could be used to carry the required information.

2. Action on CN1 and SA2: 

CN1 and SA2 are kindly asked to comment on the feasibility of the proposals. Suggestions for alternative realisations of the required functionality are also welcome.
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