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1
Introduction

This contribution analyses the requirements of the Security-Verify header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Security Mechanism Agreement for the Session Initiation Protocol (SIP) (RFC 3329)

Clause 2.2 specifies:

2.2 Syntax

We define three new SIP header fields, namely Security-Client, Security-Server and Security-Verify.  The notation used in the Augmented BNF definitions for the syntax elements in this section is as used in SIP [1], and any elements not defined in this section are as defined in SIP and the documents to which it refers:

security-client
= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)

security-server
= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)

security-verify
= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)

sec-mechanism
= mechanism-name *(SEMI mech-parameters)

mechanism-name
= ( "digest" / "tls" / "ipsec-ike" / "ipsec-man" / token )

mech-parameters
= ( preference / digest-algorithm / digest-qop / digest-verify / extension )

preference
= "q" EQUAL qvalue

qvalue

= ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] )

digest-algorithm
= "d-alg" EQUAL token

digest-qop
= "d-qop" EQUAL token

digest-verify
= LDQUOT 32LHEX RDQUOT

extension
= generic-param

Note that qvalue is already defined in the SIP BNF [1].  We have copied its definitions here for completeness.

The parameters described by the BNF above have the following semantics:

Mechanism-name

This token identifies the security mechanism supported by the client, when it appears in a Security-Client header field; or by the server, when it appears in a Security-Server or in a Security-Verify header field.  The mechanism-name tokens are registered with the IANA.  This specification defines four values:

*
"tls" for TLS [3].

*
"digest" for HTTP Digest [4].

*
"ipsec-ike" for IPsec with IKE [2].

*
"ipsec-man" for manually keyed IPsec without IKE.

Preference

The "q" value indicates a relative preference for the particular mechanism.  The higher the value the more preferred the mechanism is.  All the security mechanisms MUST have different "q" values. It is an error to provide two mechanisms with the same "q" value.

Digest-algorithm

This optional parameter is defined here only for HTTP Digest [4] in order to prevent the bidding-down attack for the HTTP Digest algorithm parameter.  The content of the field may have same values as defined in [4] for the "algorithm" field.

Digest-qop

This optional parameter is defined here only for HTTP Digest [4] in order to prevent the bidding-down attack for the HTTP Digest qop parameter.  The content of the field may have same values as defined in [4] for the "qop" field.

Digest-verify

This optional parameter is defined here only for HTTP Digest [4] in order to prevent the bidding-down attack for the SIP security mechanism agreement (this document).  The content of the field is counted exactly the same way as "request-digest" in [4] except that the Security-Server header field is included in the A2 parameter.  If the "qop" directive's value is "auth" or is unspecified, then A2 is:

A2 = Method ":" digest-uri-value ":" security-server

If the "qop" value is "auth-int", then A2 is:

A2 = Method ":" digest-uri-value ":" H(entity-body) ":" security-server

All linear white spaces in the Security-Server header field MUST be replaced by a single SP before calculating or interpreting the digest-verify parameter.  Method, digest-uri-value, entity-body, and any other HTTP Digest parameter are as specified in [4].

Note that this specification does not introduce any extension or change to HTTP Digest [4].  This specification only re-uses the existing HTTP Digest mechanisms to protect the negotiation of security mechanisms between SIP entities.

Clause 2.3.1 (Protocol operation - client initiated) - 8th and 9th paragraphs specify:

All the subsequent SIP requests sent by the client to that server SHOULD make use of the security mechanism initiated in the previous step.  These requests MUST contain a Security-Verify header field that mirrors the server's list received previously in the Security-Server header field.  These requests MUST also have both a Require and Proxy-Require header fields with the value "sec-agree".

The server MUST check that the security mechanisms listed in the Security-Verify header field of incoming requests correspond to its static list of supported security mechanisms.

Note that, following the standard SIP header field comparison rules defined in [1], both lists have to contain the same security mechanisms in the same order to be considered equivalent.  In addition, for each particular security mechanism, its parameters in both lists need to have the same values.

Clause 2.6 (Summary of header field use) specifies:

       Header field           where        proxy ACK BYE CAN INV OPT REG

       _________________________________________________________________

       Security-Verify          R           ard   -   o   -   o   o   o

       Header field           where        proxy SUB NOT PRK IFO UPD MSG

       _________________________________________________________________

       Security-Verify          R           ard   o   o   -   o   o   o

Clause 6.3 specifies:

6.3 Header Field Names

This specification registers three new header fields, namely Security-Client, Security-Server and Security-Verify.  These headers are defined by the following information, which is to be included in the sub-registry for SIP headers under http://www.iana.org/assignments/sip-parameters.

Header Name:    Security-Client

Compact Form:   (none)

Header Name:    Security-Server

Compact Form:   (none)

Header Name:    Security-Verify

Compact Form:   (none)

3
Requirements summary

3.1
IETF requirements

The header appears in all requests except ACK and CANCEL. Currently the IETF draft omits it from the PRACK but there seems to be agreement that it should be included in the PRACK. 

It is mandatory to for the UA supporting this extension to support sending this header.

It is mandatory for all proxies supporting this extension to support receiving this header, where they remove it.

3.2
3GPP requirements

The procedures for the Security-Verify header are completely specified in 3GPP TS 24.229 and 3GPP TS 33.203. 

However the behaviour is as above, with the addition that:

· The subsequent REGISTER request sent in response to a 401 (Unauthorized) response to a previous REGISTER request must contain the Security-Verify header. 

· It is therefore mandatory for the UE to be able to send the Security-Verify header in a REGISTER request. It is mandatory for the P-CSCF to be able to receive the Security-Verify header in a REGISTER request.

· At CN1#28, CRs were agreed to 24.228 that added the Security-Verify header to all INVITE requests, UPDATE requests and BYE requests sent by the UE. The header is removed by the P-CSCF, along with the associated entry in the Require header. No procedures are specified in 24.229 for this, nor a specification of what happens if this is not included.

Note that the changes proposed in N1-030738 have minimal impact on this summary.

