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5.1.2A
Generic procedures applicable to all methods

5.1.2A.1
Mobile-originating case

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-Identity header in any initial request for a dialog or request for a standalone transaction as a hint for creation of an asserted identity within the IM CN subsystem. The UE may include any of the following in the P-Preferred-Identity header:

-
a public user identity stored in the USIM which has been registered by the user;

-
a public user identity returned in a registration-state event package of a NOTIFY request as a result of an implict registration that was not subsequently deregistered or has expired; or

-
any other public user identity which the user has assumed by mechanisms outside the scope of this specification to have a current registration.

NOTE 1:
The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for use in the P-Preferred-Identity header.




The UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request or response within a dialog or any request for a standalone method. This header shall contain information concerning the access network technology and, if applicable, the cell ID (see subclause 7.2.3).

The UE shall build a proper preloaded Route header value for all new dialogs and standalone transactions. The UE shall build a list of Route header values made out of, in this order, the P-CSCF URI (learnt through the P-CSCF discovery procedures) and the values received in the Service-Route header saved from the 200 (OK) response to the last registration or re-registration. 

5.1.2A.1.1 Privacy
5.1.2A.1.1.1 User-provided privacy
In case of user-provided privacy, the UE shall populate the From, Call-ID, Via and Contact headers as required by RFC 3323 [33]. Additionally, the UE shall not add any optional headers which would reveal any identity or personal information, such as Call-Info, User-Agent, Organization, Server, Subject, Reply-To, In-Reply-To to any outgoing SIP message.
The UE may encrypt any SIP message body using end-to-end encryption mechanisms, however the UE should not encrypt ‘application/sdp’ bodies.

5.1.2A.1.1.2 Indicating preferences for network-provided privacy
The UE may include a Privacy header with either the value ‘none’, or one or more of the values ‘user’, ‘header’ and ‘id’ (each of which appears at most once and may be followed by the ‘critical’ indicator) in any outgoing SIP message. The value of ‘session’ should not be used.
-------------------------------------------------------------Next change-----------------------------------------------------------------
5.7.5.6 Privacy
5.7.5.6.1 General

The AS shall implement the privacy service as required by RFC 3323 [33]. The AS shall apply privacy on the SIP messages initiated by the served user if either the Privacy header in the incoming message or any other operator’s settings instructs to do so.
5.7.5.6.2 Header privacy

If a privacy level of 'header' is requested in a request initiated by the served user, before performing the procedure steps in 5.4.3.2, the AS shall perform the following functions:
1) 
remove and save all Via and Record-Route headers that have been added to the request prior to its arrival at the S-CSCF;
2) 
save and replace the value of the Contact header in a message with a URI that is meaningful for the S-CSCF but it does not reveal information on the UE;
If the request was sent as a standalone transaction, the AS shall reapply the previously stripped Via headers with their original values when forwarding responses back to the originator.

If the request was sent inside a dialog, the AS shall reapply the previously stripped Via and Record-Route headers with their original values when forwarding responses back to the originator inside the dialog. Additionally, the S-CSCF shall exchange the content of the Request-URI with the original, replaced Contact header value, when forwarding subsequent requests towards the originator.
The AS shall not add any optional headers (e.g. Call-Info, Organization, Server) to all outgoing SIP messages that reveal any identity or personal information.
5.7.5.6.3 User privacy
If a privacy level of 'user' is requested in an incoming request, before performing the procedure steps in 5.4.3.2, the AS shall perform the following functions:

1) 
remove any optional headers (e.g. Call-Info, User-Agent, Organization, Subject, Reply-To, In-Reply-To) added by the UE;

2) 
save and replace the value of the From header to ‘sip:anonymous@anonymous.invalid’;
3)
save and replace the value of the Call-ID header with a value that is meaningful for the S-CSCF but it does not reveal information on the UE;
The AS shall reapply the previously replaced Call-ID header with its original value when forwarding responses inside the transaction.
5.7.5.6.4 ID privacy

If the AS is forwarding a request to an element that is not trusted and privacy level of 'id' is requested in the request, then the AS shall remove the P-Asserted-Identity header from the request.
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