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1
Introduction

This contribution analyses the requirements of the P-Charging-Function-Addresses header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-Generation Partnership Project (3GPP) (RFC 3455)

Clause 4.5 specifies:

4.5 The P-Charging-Function-Addresses header

3GPP has defined a distributed architecture that results in multiple network entities becoming involved in providing access and services. There is a need to inform each SIP proxy involved in a transaction about the common charging functional entities to receive the generated charging records or charging events.

The solution provided by 3GPP is to define two types of charging functional entities: Charging Collection Function (CCF) and Event Charging Function (ECF).  CCF is used for off-line charging (e.g., for postpaid account charging).  ECF is used for on-line charging (e.g., for pre-paid account charging).  There may be more than a single instance of CCF and ECF in a network, in order to provide redundancy in the network.  In case there are more than a single instance of either the CCF or the ECF addresses, implementations SHOULD attempt sending the charging data to the ECF or CCF address, starting with the first address of the sequence (if any) in the P-Charging-Function-Addresses header.  The CCF and ECF addresses may be passed during the establishment of a dialog or in a standalone transaction.  More detailed information about charging can be found in 3GPP TS 32.200 [16] and 3GPP TS 32.225 [17].

We define the SIP private header P-Charging-Function-Addresses.  A proxy MAY include this header, if not already present, in either the initial request or response for a dialog, or in the request and response of a standalone transaction outside a dialog.  Only one instance of the header MUST be present in a particular request or response.

The mechanisms by which a SIP proxy collects the values to populate the P-Charging-Function-Addresses header values are outside the scope of this document.  However, as an example, a SIP proxy may have preconfigured these addresses, or may obtain them from a subscriber database.

4.5.1 Applicability Statement for the P-Charging-Function-Addresses header

The P-Charging-Function-Addresses header is applicable within a single private administrative domain where coordination of charging is required, for example, according to the architecture specified in 3GPP TS 32.200 [16].

The P-Charging-Function-Addresses header is not included in a SIP message sent outside of the own administrative domain.  The header is not applicable if the administrative domain does not provide a charging function.

The P-Charging-Function-Addresses header is applicable whenever the following circumstances are met:

1.
A UA sends a REGISTER or dialog-initiating request (e.g., INVITE) or a standalone transaction request outside a dialog to a proxy located in the administrative domain of a private network.

2.
A registrar, proxy or UA that is located in the administrative domain of the private network wants to generate charging records.

3.
A registrar, proxy or UA that is located in the private network has access to the addresses of the charging function entities for that network.

4.
There are other proxies located in the same administrative domain of the private network, that are generated charging records or charging events.  The proxies want to send, by means outside SIP, the charging information to the same charging collecting entities than the first proxy.

4.5.2 Usage of the P-Charging-Function-Addresses header

A SIP proxy that receives a SIP request may insert a P-Charging-Function-Addresses header prior to forwarding the request, if the header was not already present in the SIP request.  The header value contains one or more parameters that contain the hostnames or IP addresses of the nodes that are willing to receive charging information.

A SIP proxy that receives a SIP request that includes a P-Charging-Function-Addresses may use the hostnames or IP addresses included in the value, as the destination of charging information or charging events.  The means to send those charging information or events are outside the scope of this document, and usually, do not use SIP for that purpose.

4.5.2.1 Procedures at the UA

This document does not specify any procedure at the UA, with regard to the P-Charging-Function-Addresses header.  UAs need not understand this header.

However, it might be possible that a UA is located within the administrative domain of a private network (e.g., a PSTN gateway, or conference mixer), and it may have access to the addresses of the charging entities.  In this cases, a UA MAY insert the P-Charging-Function-Addresses header in a SIP request or response when the next hop for the message is a proxy located in the same administrative domain.

4.5.2.2 Procedures at the Proxy

A SIP proxy that supports this extension and receives a request or response without the P-Charging-Function-Addresses MAY insert a P-Charging-Function-Addresses header prior to forwarding the message. The header is populated with a list of the addresses of one or more charging entities where the proxy should send charging related information.

If a proxy that supports this extension receives a request or response with the P-Charging-Function-Addresses, it may retrieve the information from the header value to use with application specific logic, i.e., charging.  If the next hop for the message is within the administrative domain of the proxy, then the proxy SHOULD include the P-Charging-Function-Addresses header in the outbound message. However, if the next hop for the message is outside the administrative domain of the proxy, then the proxy MUST remove the P-Charging-Function-Addresses header.

4.5.2.3 Examples of Usage

We present example in the context of the scenario presented in the following network diagram:

      Scenario                   UA1 --- P1 --- P2 --- UA2

In the scenario we assume that P1 and P2 belong to the same administrative domain.

The example below shows the message sequence for an INVITE transaction originating from UA1 eventually arriving at UA2.  P1 is an outbound proxy for UA1.  In this case P1 also inserts charging information.  P1 then routes the call via P2 to UA2.

Message sequence for INVITE using P-Charging-Function-Addresses:

F1 Invite UA1 -> P1

INVITE sip:ua2@home1.net SIP/2.0

Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashds7

To: sip:ua2@home1.net

From: sip:ua1@home1.net;tag=456248

Call-ID: 843817637684230998sdasdh09

CSeq: 18 INVITE

Contact: sip:ua1@192.0.2.4

F2 Invite P1 -> P2

INVITE sip:ua2@home1.net SIP/2.0

Via: SIP/2.0/UDP p1.home1.net:5060;branch=z9hG4bK34ghi7ab04

Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashds7

To: sip:ua2@home1.net

From: sip:ua1home1.net;tag=456248

Call-ID: 843817637684230998sdasdh09

CSeq: 18 INVITE

Contact: sip:ua1@192.0.2.4

P-Charging-Function-Addresses: ccf=192.1.1.1; ccf=192.1.1.2; ecf=192.1.1.3; ecf=192.1.1.4

Now both P1 and P2 are aware of the IP addresses of the entities that collect charging record or charging events.  Both proxies can send the charging information to the same entities.

Clause 5.5 specifies:

5.5 P-Charging-Function-Addresses header syntax

The syntax for the P-Charging-Function-Addresses header is described as follows:

P-Charging-Addr
= "P-Charging-Function-Addresses" HCOLON charge-addr-params * (SEMI charge-addr-params)

charge-addr-params
= ccf / ecf / generic-param

ccf


= "ccf" EQUAL gen-value

ecf


= "ecf" EQUAL gen-value

Clause 5.7 specifies:

   Header field          where  proxy  ACK BYE CAN INV OPT REG

   ___________________________________________________________

   P-Charging-Function-          adr    -   o   -   o   o   o

        Addresses

   Header field                    SUB NOT PRA INF UPD MSG REF

   ___________________________________________________________

   P-Charging-Function-             o   o   o   o   o   o   o

     Addresses

Clause 6.5 specifies:

6.5 P-Charging-Function-Addresses

It is expected as normal behavior that proxies within a closed network will modify the values of the P-Charging-Function-Addresses and insert it into a SIP request or response.  However, these proxies that share this information MUST have a trust relationship.

If an untrusted entity were inserted between trusted entities, it could potentially substitute a different charging function address. Therefore, an integrity protection mechanism such as IPsec or other available mechanisms MUST be applied in order to prevent such attacks.  Since each trusted proxy may need to view or modify the values in the P-Charging-Function-Addresses header, the protection should be applied on a hop-by-hop basis.

Clause 7 specifies:

7. IANA Considerations

This document defines several private SIP extension header fields (beginning with the prefix "P-" ).

These extension headers have been included in the registry of SIP header fields defined in SIP [1].  Expert review as required for this process was provided by the SIP Working Group.

The following extensions are registered as private extension header fields:

RFC Number:

RFC3455

Header Field Name:
P-Associated-URI

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Called-Party-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Visited-Network-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Access-Network-Info

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Function-Addresses

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Vector

Compact Form:

none

3
Requirements summary

3.1
IETF requirements

The header may be included in all requests and responses except ACK and CANCEL. 

It is optional for UAs to send and receive the header. 

Proxies may add, delete or read the header. For proxies that do this, then it is both mandatory to send and receive the header. Otherwise proxies pass the information on transparently, in which case it is mandatory to send the header, but irrelevant to receive it. It is suggested that this is defined a new major capability for the proxy role.

3.2
3GPP requirements

The procedures for the P-Charging-Function-Addresses header are completely specified in 3GPP TS 24.229. 

However the behaviour is as above, with the addition that:

· The header is not used by UEs.

· Other entities using the UA role may send and receive the header in any request, or responses to such requests, except ACK and CANCEL. Note that there are specific procedures relating to individual responses, but it is considered best to document this in the profile as applicable to all responses, and leave it to the procedures to define specific actions to individual status codes.

· The proxy role, whether P-CSCF, I-CSCF, S-CSCF, BGCF or AS will always read and store the header if received, and therefore the option specified above as a major capability will always apply.

