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1
Introduction

This contribution analyses the requirements of the P-Called-Party-ID header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-Generation Partnership Project (3GPP) (RFC 3455)

Clause 4.2 specifies:

4.2 The P-Called-Party-ID header

A proxy server inserts a P-Called-Party-ID header, typically in an INVITE request, en-route to its destination.  The header is populated with the Request-URI received by the proxy in the request.  The UAS identifies which address-of-record, out of several registered address-of-records, the invitation was sent to (for example, the user may be simultaneously using a personal and a business SIP URIs to receive invitation to sessions).  The UAS may use the information to render different distinctive audiovisual alerting tones, depending on the URI used to receive the invitation to the session.

Users in the 3GPP IP Multimedia Subsystem (IMS) may get one or several SIP URIs (address-of-record) to identify the user.  For instance, a user may get a business SIP URI and a personal one.  As an example of utilization, the user may make available the business SIP URI to co-workers and may make available the personal SIP URI to members of the family.

At a certain point in time, both the business SIP URI and the personal SIP URI are registered in the SIP registrar, so both URIs can receive invitations to new sessions.  When the user receives an invitation to join a session, he/she should be aware of which of the several registered SIP URIs this session was sent to.

This requirement is stated in the 3GPP Release 5 requirements on SIP [4].

The problem arises during the terminating side of a session establishment, when the SIP proxy that is serving a UA gets an INVITE, and the SIP server retargets the SIP URI which is present in the Request-URI field, and replaces it by the SIP URI published by the user in the Contact header field of the REGISTER request at registration time.  When the UAS receives the SIP INVITE, it cannot determine which address-of-record the request was sent to.

One can argue that the To header field conveys the semantics of the called user, and therefore, this extension to SIP is not needed. Although the To header field in SIP may convey the called party ID in most situations, there are two particular cases when the above assumption is not correct:

1.
The session has been forwarded, redirected, etc., by previous SIP proxies, before arriving to the proxy which is serving the called user.

2.
The UAC builds an INVITE request and the To header field is not the same as the Request-URI.

The problem of using the To header field is that this field is populated by the UAC and not modified by proxies in the path.  If the UAC, for any reason, did not populate the To header field with the address-of-record of the destination user, then the destination user is not able to distinguish which address-of-record the session was destined.

Another possible solution to the problem is built upon the differentiation of the Contact header value between different address-of-record at registration time.  The UA can differentiate each address-of-record it registers by assigning a different Contact header value.  For instance, when the UA registers the address-of-record sip:id1, the Contact header value can be sip:id1@ua; the registration of sip:id2 can be bound to the Contact value sip:id2@ua.

The solution described above assumes that the UA explicitly registers each of its address-of-record URIs, and therefore, it has full control over the contact address values assigned to each registration.  However, in the case the UA does not have full control of its registered address-of-record, because of, e.g., a third party registration, the solution does not work.  This may be the case of the 3GPP registration, where the UA may have previously indicated the network, by means outside of SIP, that some other address-of-record URIs may be automatically registered when the UA registers a particular address-of-record.  The requirement is covered in the 3GPP Release 5 requirements on SIP [4].

In the next paragraphs we show an example of the problem, in the case there has been some sort of call forwarding in the session, so that the UAC is not aware of the intended destination URI in the current INVITE.

We assume that a User Agent (UA) is registering to his proxy (P1).

         Scenario                      UA --- P1

F1 Register UA -> P1

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashds7

To: sip:user1-business@example.com

From: sip:user1-business@example.com;tag=456248

Call-ID: 843817637684230998sdasdh09

CSeq: 1826 REGISTER

Contact: <sip:user1@192.0.2.4>

The user also registers his personal URI to his/her registrar.

F2 Register UA -> P1

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashdt8

To: sip:user1-personal@example.com

From: sip:user1-personal@example.com;tag=346249

Call-ID: 2Q3817637684230998sdasdh10

CSeq: 1827 REGISTER

Contact: <sip:user1@192.0.2.4>

Later, the proxy/registrar (P1) receives an INVITE from another proxy (P2) destined to the user's business SIP address-of-record.  We assume that this SIP INVITE has undergone some sort of forwarding in the past, and as such, the To header field is not populated with the SIP URI of the user.  In this case we assume that the session was initially addressed to sip:other-user@othernetwork.com.  The SIP server at othernetwork.com has forwarded this session to sip:user1-business@example.com

         Scenario                      UA --- P1 --- P2

F3 Invite P2 -> P1

INVITE sip:user1-business@example.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.20:5060;branch=z9hG4bK03djaoe1

To: sip:other-user@othernetwork.com

From: sip:another-user@anothernetwork.com;tag=938s0

Call-ID: 843817637684230998sdasdh09

CSeq: 101 INVITE

The proxy P1 retargets the user and replaces the Request-URI with the SIP URI published during registration time in the Contact header value.

F4 Invite P1 -> UA

INVITE sip:user1@192.0.2.4 SIP/2.0

Via: SIP/2.0/UDP 192.0.2.10:5060;branch=z9hG4bKg48sh128

Via: SIP/2.0/UDP 192.0.2.20:5060;branch=z9hG4bK03djaoe1

To: sip:other-user@othernetwork.com

From: sip:another-user@anothernetwork.com;tag=938s0

Call-ID: 843817637684230998sdasdh09

CSeq: 101 INVITE

When the UAS receives the INVITE, it cannot determine whether it got the session invitation due to his registration of the business or the personal address-of-record.  Neither the UAS nor proxies or application servers can provide this user a service based on the destination address-of-record of the session.

We solve this problem by allowing the proxy that is responsible for the home domain (as defined in SIP) of the user to insert a P-Called-Party-ID header that identifies the address-of-record to which this session is destined.

If this SIP extension is used, the proxy serving the called user will get the message flow F5, it will populate the P-Called-Party-ID header in message flow F6 with the contents of the Request-URI in F4. This is show in flows F5 and F6 below:

F5 Invite P2 -> P1

INVITE sip:user1-business@example.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.20:5060;branch=z9hG4bK03djaoe1

To: sip:other-user@othernetwork.com

From: sip:another-user@anothernetwork.com;tag=938s0

Call-ID: 843817637684230998sdasdh09

CSeq: 101 INVITE

F6 Invite P1 -> UA

INVITE sip:user1@192.0.2.4 SIP/2.0

Via: SIP/2.0/UDP 192.0.2.10:5060;branch=z9hG4bKg48sh128

Via: SIP/2.0/UDP 192.0.2.20:5060;branch=z9hG4bK03djaoe1

To: sip:other-user@othernetwork.com

From: sip:another-user@anothernetwork.com;tag=938s0

Call-ID: 843817637684230998sdasdh09

P-Called-Party-ID: sip:user1-business@example.com

CSeq: 101 INVITE

When the UA receives the INVITE request F6 it can determine the intended address-of-record of the session, and apply whatever service is needed for that address-of-record.

4.2.1 Applicability statement for the P-Called-Party-ID header

The P-Called-Party-ID is applicable when the UAS needs to be aware of the intended address-of-record that was present in the Request-URI of the request, before the proxy retargets to the contact address.  The UAS may be interested in applying different audiovisual alerting effects or other filtering services, depending on the intended destination of the request.  It is specially valuable when the UAS has registered several address-of-record URIs to his registrar, and therefore, the UAS is not aware of the address-of-record that was present in the INVITE request when it hit his proxy/registrar, unless this extension is used.

Requirements for a more general solution are proposed in [12], but have not been adopted by SIP, nor a solution has been developed.

4.2.2 Usage of the P-Called-Party-ID header

The P-Called-Party-ID header field provides proxies and the UAS with the address-of-record that was present in the Request-URI of the request, before a proxy retargets the request.  This information is intended to be used by subsequent proxies in the path or by the UAS.

Typically, a SIP proxy inserts the P-Called-Party-ID header prior to retargetting the Request-URI in the SIP request.  The header value is populated with the contents of Request-URI, prior to replacing it with the Contact address.

4.2.2.1 Procedures at the UA

A UAC MUST NOT insert a P-Called-Party-ID header field in any SIP request or response.

A UAS may receive a SIP request that contains a P-Called-Party-ID header field.  The header will be populated with the address-of-record received by the proxy in the Request-URI of the request, prior to its forwarding to the UAS.

The UAS may use the value in the P-Called-Party-ID header field to provide services based on the called party URI, such as, e.g., filtering of calls depending on the date and time, distinctive presentation services, distinctive alerting tones, etc.

4.2.2.2 Procedures at the proxy

A proxy that has access to the Contact information of the user, MAY insert a P-Called-Party-ID header field in any of the requests indicated in the Table 1 (Section 5.7).  The proxy MUST populate the header value with the contents of the Request-URI present in the SIP request that the proxy received.

It is necessary that the proxy which inserts the P-Called-Party-ID header has information about the user, in order to prevent a wrong delivery of the called party ID.  This information may have been learned through a registration process, for instance.

A proxy or application server that receives a request containing a P-Called-Party-ID header may use the contents of the header to provide a service to the user based on the URI of that header value.

A SIP proxy MUST NOT insert a P-Called-Party-ID header in REGISTER requests.

Clause 5.2 specifies:

5.2 P-Called-Party-ID header syntax

The syntax of the P-Called-Party-ID header is described as follows:

P-Called-Party-ID
= "P-Called-Party-ID" HCOLON called-pty-id-spec

called-pty-id-spec

= name-addr *(SEMI cpid-param)

cpid-param

= generic-param

Clause 5.7 specifies:

   Header field          where  proxy  ACK BYE CAN INV OPT REG

   ___________________________________________________________

   P-Called-Party-ID       R     amr    -   -   -   o   o   -

   Header field                    SUB NOT PRA INF UPD MSG REF

   ___________________________________________________________

   P-Called-Party-ID                o   -   -   -   -   o   o

Clause 6.2 specifies:

6.2 P-Called-Party-ID

Due to the nature of the P-Called-Party-ID header, this header does not introduce any significant security concern.  It is possible for an attacker to modify the contents of the header.  However, this modification will not cause any harm to the session establishment.

An eavesdropper may collect the list of identities a user is registered.  This may have privacy implications.  To mitigate this problem, this extension SHOULD only be used in a secured environment, where encryption of SIP messages is provided either end-to-end or hop-by-hop.

Clause 7 specifies:

7. IANA Considerations

This document defines several private SIP extension header fields (beginning with the prefix "P-" ).

These extension headers have been included in the registry of SIP header fields defined in SIP [1].  Expert review as required for this process was provided by the SIP Working Group.

The following extensions are registered as private extension header fields:

RFC Number:

RFC3455

Header Field Name:
P-Associated-URI

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Called-Party-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Visited-Network-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Access-Network-Info

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Function-Addresses

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Vector

Compact Form:

none

3
Requirements summary

3.1
IETF requirements

The header is only valid for inclusion in the request of standalone transactions, or in the initial request of a dialog (i.e. INVITE, OPTIONS, SUBSCRIBE, MESSAGE, REFER). It is explicitly not included in REGISTER requests.

Proxies may read, modify or add the header. It is intended that proxy servers (associated with the registrar) should insert the header.

It is optional for the UAS to be able to receive the header. The UAC must not send the header.

3.2
3GPP requirements

The procedures for the P-Called-Party-ID header are completely specified in 3GPP TS 24.229. 

However the behaviour is as above, with the addition that:

· the header is always read by the P-CSCF. 

· it is mandatory for a proxy associated with the registrar (the S-CSCF) to be able to send the header. 

· no other entities use the header.

