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Introduction

There is an open issue in 24.841 on defining the mechanism for verifying the identity of the user if the SUBSCRIBE from the watcher does not contain a P-Asserted-Identity header or credentials.  

This CR proposes the Presence Server verifty the identity of the watcher by challenging the watcher with a 401 (Unauthorized) response.

Proposed changes to 24.841:

7.2.1
Procedures at the UE

Editor’s Note: this clause describes: the usage of PUBLISH request in IMS; when a PUA publishes

Editor’s note: the clause describes: the behaviour for fetching presence information; the behaviour for subscribing for presence information; providing full state or partial state notifications.

Editor’s Note: this clause describes how the watchers subscribe and get notified of the presencelist event package and how the PLS collects the information.

Editor’s Note: this clause describes how the watcher information is collected by the Presence Server and provided to the presentity

Editor’s Note: this clause describes how the watchers can set filters in SUBSCRIBE requests.
Editor’s Note: this clause describes: the details (syntax/semantics) of the authorisation policy definitions; the usage of watcherinfo template package in IMS; the details how the authorisation policy is uploaded to Presence Server; the details how groups can be referenced; multiple value concept.

7.2.1.1 Watcher identity verification

When the PS needs to verify the identity of the watcher and the SUBSCRIBE request did not include credentials, the watcher will receive a 401 (Unauthorized) response to the SUBSCRIBE request.

On receiving a 401 (Unauthorized) response to the SUBSCRIBE request, the watcher shall send another SUBSCRIBE request including credentials.
7.2.2.1
Application Server (AS) acting as terminating UA, or redirect server

7.2.2.1.1
Watcher authorisation at the Presence Server (PS)

…

7.2.2.1.2
Watcher identify verification at the PS

When the PS receives a SUBSCRIBE request from a watcher who is subscribing to the presence information for a determined presentity, the PS, depending on the subscription authorisation policy, may need to verify the identity of the watcher prior to authorise the subscription.

The PS may verify the identity of the watcher using the credentials and/or the identity in the P-Asserted-Identity in the SUBSCRIBE request.

If the PS needs to verify the identity of the watcher, when the PS receives a SUBSCRIBE request that does not contain credentials, two cases exist:

a)
the SUBSCRIBE request contains a P-Asserted-Identity header. This is typically the case when the watcher is located inside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS is aware of the identity of the watcher and no extra actions are needed.

b)
the SUBSCRIBE request does not contain a P-Asserted-Identity header. This is typically the case when the watcher is located outside a trusted domain as defined by 3GPP TS 24.229 [5] subclause 4.4. In this case, the PS does not have a verified identity of the watcher. 
If the PS needs to verify the identity of the watcher, then the PS challenges the watcher by sending a 401 (Unauthorized) response to the watcher.  Upon receipt of a SUBSCRIBE request with credentials, the PS uses the credentials to verify the identity of the watcher. 
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