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1. Overall Description:

SA3 would like to thank CN1 for their LS on Verification of the identity of watchers S3-020598 (N1-022226). SA3 would also like to inform CN1 that SA3 is currently developing a TR for defining the security architecture as well as security requirements for Presence.

CN1 asked SA3 to review some proposed working assumptions. The review SA3 has performed suggests that CN1 should consider the following (please cf. also SA3-020620 which is attached):

· If anonymity is allowed, the identity of those watchers that do not request anonymity should be verified

It is possible that the Presentity specifies a password utilising some out-of-band mechanism such that anonymous watchers can be authorised i.e. that they know the correct password based on Digest. Furthermore if anonymity is allowed but privacy is not requested (i.e. the Privacy header has value ‘none’), the identity of that user should be identified. In particular this means that CN1 should consider updating 7.2.2.1.1 reflecting this. 

· Subscription Authorization Policy may define some additional access rules that must be verified before the subscription can be accepted. 

Examples of potential access rules are: required confidentiality protection for all notifications or authorisation of anonymous watchers using presentity distributed HTTP Digest passwords.

· The semantics of missing access list should be clarified.

If there is no access list, it is not clear if all watchers can access the presence information or if no watcher is allowed to access the presence information.

· Potential blocking lists should be checked before accepting the subscription.
SA3 suggests that CN1 adds a functionality such that the Principal can add watchers that are not allowed to access presence information in blocking lists

· CN1 should consider negative architectural consequences of situating the authentication of non-IMS watchers to the edge proxy.

SA3 believes that such a requirement would complicate the design of presence service

2. Actions:

To CN1 group.

ACTION: 
To review the feedback from SA3 and implement the security related recommendations in the CN1 TR for Presence
3. Date of Next SA3 Meetings:
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