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1. Overall Description:

SA2 thanks SA, CN1 & SA3 TSGs for the liaisons related to  “Response to Liaison Statement on Interoperability Issues and SIP in IMS”.  

SA2 WG has discussed the LS in SA2 meeting #27 & #28.  

During SA2#27, SA1 & SA2 held joint session to discuss implications on the requirements and any possible changes that may be required.  The conclusion from that meeting has confirmed that SA1 requirements are valid and mostly require no changes.  

During SA2#28, SA2 & CN1 held joint session to discuss the main issues identified to architectural and require stage 2 inputs to come to a conclusion.  The joint session addressed issues for which member companies provided contributions.

The following is SA2 opinion on the issues identified by the LS(s):

1) The P-CSCF initiating BYE requests

"The P-CSCF may send a BYE on behalf of the UA, generally because the P-CSCF has been notified by the radio layer that the UA has lost contact.  Of course, the P-CSCF doesn't have the credentials to provide authentication of the BYE, so many UAs will consider this to be a forged message. This also renders 3GPP UAs vulnerable to denial of service attacks using forged BYEs."

SA2 understanding of the issue is that 3GPP requires the ability to terminate an ongoing session from the network, i.e. CSCF nodes.  This is essential for charging and policy functions for IMS in 3GPP.  As there are no alternative approaches available, no changes are feasible in Release 5, even though there are some valid concerns that have been identified by CN1 & SA3.

2) The P-CSCF stripping headers
"The P-CSCF strips away Route, Record-Route, Via, Path, and Service-Route headers before passing messages on to the UA. It then reinserts them messages in the other direction, and may also strip out Route headers inserted by the UA. This breaks end-to-end protection using S/MIME and prevents the UA from accessing external services using loose routing. It also prevents the UA from knowing about any proxies that may have piggybacked on its registration using the Path mechanism, which is a serious violation of the openness principle and leaves 3GPP users registering with external servers subject to certain man-in-the-middle attacks affecting REGISTER messages without any way to detect those attacks."

SA2 & CN1 have agreed to address this issue in Release 5 in order to not introduce backward compatibility aspects towards the UE in future releases and also to reduce/eliminate options for different solutions.  Discussion paper and CRs for SA2 & CN1 impacts were presented for the discussion.  In order to make 3GPP UEs and the P-CSCFs more compliant to IETF SIP, the requirement to strip headers have been removed.  Additionally, it is still possible, based on operator policy to enforce predefined routes in the P-CSCF as supported with header stripping. Corresponding CRs have been submitted and handled at the joint SA2-CN1 session.  SA2 has then approved the stage-2 CR for 23.228 (S2-023547). 

Note that one company has expressed concern regarding this change and two other companies have expressed concerns regarding the delay this may cause in CN1 WG to complete the affected specifications by December plenary.

3) CSCFs editing SDP
"The CSCF may edit SDP sent from or to the UA in order to force the selection of codecs considered favorable to the operator. This has the side effect of breaking end-to-end protection of the SDP using S/MIME. It also precludes interoperating with external elements when both the IMS UA and the external UA share only a common codec not supported by the P-CSCF."

Many companies believe that 3GPP should provide a solution without breaking the end-to-end concept in regards to modifying SDP (e.g. restricting Codec usage) in the network without the end points awareness. 

Appropriate CRs supported by several companies were available to provide a solution that fulfils operators’ requirement to restrict users from using services that are not allowed by the operators and allows terminals to get appropriate information to proceed with the sessions according to operators allowed policy. The stage-2 CR for 23.228 is attached in S2-0233600rev1

But the group could not agree to the solution described in S2-023600rev1 at this session. Some companies believed that the solution proposed has disadvantages, which do not outweigh the benefit of addressing the IETF concern partially (e.g. the use of S/MIME is not addressed with the proposed revised approach). 

Note that the use of S/MIME can’t be addressed within 3GPP Release 5 as elaborated in the LS from SA3 & CN1.

6) Network configuration hiding

"The I-CSCF (or THIG) may encrypt Via and Route information when acting in topology-hiding mode. This was allowed for in earlier SIP specifications, but the use has been deprecated for a variety of reasons. The exact impact on interoperability remains unknown."

This issue has been discussed and it was clarified that it is an operator’s choice if they want such implementation in their IMS networks and 3GPP specifications provide the solution on how to achieve this.

Stage-2 CR S2-23548 was presented at the meeting and has been approved in SA2.

Additionally, SA2 has taken into account inputs from CN1 and SA3 and agrees with the conclusion with additional clarifications provided through this LS & associated CRs.

2. Actions:

To SA, CN, SA3, CN1 groups:

SA2 would like the relevant groups to take into account the inputs in the LS for the proposed way forward.

3. Date of Next CN and SA meetings:

TSG SA WG2#29
20th January – 24th January 2003

San Francisco, USA
