3GPP TSG-CN1 Meeting #28 
Tdoc N1-030016

Dublin, Ireland,   10 – 14 February 2003
Source:
Lucent Technologies, Ericsson

Title:
An analysis of the requirements of the Privacy header

Agenda item:
7.06 

Document for:
INFORMATION

1
Introduction

This contribution analyses the requirements of the Privacy header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
A Privacy Mechanism for the Session Initiation Protocol (SIP) (RFC 3323)

Clause 4.2 specifies:

4.2 Expressing Privacy Preferences

There are some headers that a user agent cannot conceal itself, because they are used in routing, that could be concealed by an intermediary that subsequently takes responsibility for directing messages to and from the anonymous user.  The user agent must have some way to request such privacy services from the network.  For that purpose, this document defines a new SIP header, Privacy, that can be used to specify privacy handling for requests and responses.

Privacy-hdr  =  "Privacy" HCOLON priv-value *(";" priv-value)

priv-value   =   "header" / "session" / "user" / "none" / "critical" / token

User agents SHOULD include a Privacy header when network-provided privacy (as described in Section 3.3) is required.  Note that some intermediaries may also add the Privacy header to messages, including privacy services.  However, such intermediaries SHOULD only do so if they are operating at a user's behest, for example if a user has an administrative arrangement with the operator of the intermediary that it will add such a Privacy header.  An intermediary MUST NOT modify the Privacy header in any way if the 'none' priv-value is already specified.

The values of priv-value today are restricted to the above options, although further options can be defined as appropriate (see Section 7).  Each legitimate priv-value can appear zero or one times in a Privacy header.  The current values are:

header:
The user requests that a privacy service obscure those headers which cannot be completely expunged of identifying information without the assistance of intermediaries (such as Via and Contact).  Also, no unnecessary headers should be added by the service that might reveal personal information about the originator of the request.

session:
The user requests that a privacy service provide anonymization for the session(s) (described, for example, in a Session Description Protocol [5] body) initiated by this message. This will mask the IP address from which the session traffic would ordinarily appear to originate.  When session privacy is requested, user agents MUST NOT encrypt SDP bodies in messages. Note that requesting session privacy in the absence of any end-to-end session encryption raises some serious security concerns (see Section 5.2).

user:
This privacy level is usually set only by intermediaries, in order to communicate that user level privacy functions (as discussed in Section 5.3) must be provided by the network, presumably because the user agent is unable to provide them. User agents MAY however set this privacy level for REGISTER requests, but SHOULD NOT set 'user' level privacy for other requests.

none:
The user requests that a privacy service apply no privacy functions to this message, regardless of any pre-provisioned profile for the user or default behavior of the service.  User agents can specify this option when they are forced to route a message through a privacy service which will, if no Privacy header is present, apply some privacy functions which the user does not desire for this message.  Intermediaries MUST NOT remove or alter a Privacy header whose priv-value is 'none'.  User agents MUST NOT populate any other priv-values (including 'critical') in a Privacy header that contains a value of 'none'.

critical:
The user asserts that the privacy services requested for this message are critical, and that therefore, if these privacy services cannot be provided by the network, this request should be rejected.  Criticality cannot be managed appropriately for responses.

When a Privacy header is constructed, it MUST consist of either the value 'none', or one or more of the values 'user', 'header' and 'session' (each of which MUST appear at most once) which MAY in turn be followed by the 'critical' indicator.

The following table specifies extensions to Table 2 in [1].

   Header field          where   proxy ACK BYE CAN INV OPT REG

   ___________________________________________________________

   Privacy                        amrd  o   o   o   o   o   o

   Header field                        SUB NOT PRK IFO UPD MSG

   ___________________________________________________________

   Privacy                              o   o   o   o   o   o
Clause 4.3 (Routing Requests to Privacy Services) - 4th (last) paragraph specifies:

If a user agent believes that it is sending a request directly to a privacy service, it SHOULD include a Proxy-Require header containing a new option-tag, 'privacy', especially when the 'critical' priv-value is present in the Privacy header.  That way, in the unlikely event that the user agent sends a request to an intermediary that does not support the extensions described in this document, the request will fail.  Note that because of special privacy service behavior (described in Section 5), no subsequent intermediaries in the signaling path of the request will also need to the support the 'privacy' option-tag - once the privacy service has fulfilled all the required privacy functions, the 'privacy' option-tag is removed from the Proxy-Require header.

Clause 5 specifies:

5. Privacy Service Behavior

This document defines a new SIP logical role called a "privacy service".  The privacy service role is instantiated by a network intermediary, frequently by entities that can act as SIP proxy servers.  The function of a privacy service is to supply privacy functions for SIP messages that cannot be provided by user agents themselves.

When a message arrives at a server that can act as a privacy service, the service SHOULD evaluate the level of privacy requested in a Privacy header.  Usually, only the services explicitly requested should be applied.  However, privacy services MAY have some means outside SIP of ascertaining the preferences of the user (such as a pre-arranged user profile) and therefore they MAY perform such other privacy functions without an explicit Privacy header.  Performing even a user-level privacy function in a privacy service could be useful, for example, when a user is sending messages from a legacy client that does support the Privacy header, or a user agent that does not allow the user to configure the values of headers that could reveal personal information.  However, if the Privacy header value of 'none' is specified in a message, privacy services MUST NOT perform any privacy function and MUST NOT remove or modify the Privacy header.

Privacy services MUST implement support for the 'none' and 'critical' privacy tokens, and MAY implement any of other privacy levels described in Section 4.2 as well as any extensions that are not detailed in this document.  In some cases, the privacy service will not be capable of fulfilling the requested level of privacy. If the 'critical' privacy level is present in the Privacy header of a request, then if the privacy service is incapable of performing all of the levels of privacy specified in the Privacy header then it MUST fail the request with a 500 (Server Error) response code.  The reason phrase of the status line of the response SHOULD contain appropriate text indicating that there has been a privacy failure as well as an enumeration of the priv-value(s) which were not supported by the privacy service (the reason phrase SHOULD also respect any Accept-Language header in the request if possible).

When a privacy service performs one of the functions corresponding to a privacy level listed in the Privacy header, it SHOULD remove the corresponding priv-value from the Privacy header - otherwise, any other privacy service involved with routing this message might unnecessarily apply the same function, which in many cases would be undesirable.  When the last priv-value (not counting 'critical') has been removed from the Privacy header, the entire Privacy header MUST be removed from a message.

When the privacy service removes the entire Privacy header, if the message is a request, the privacy service MUST also remove any 'privacy' option-tag from the Proxy-Require header field of the request.

5.1 Header Privacy

If a privacy level of 'header' is requested, then the originating user has asked the privacy service to help to obscure headers that might otherwise reveal information about the originator of the request.  However, the values that have been so obscured must be recoverable when further messages in the dialog need to be routed to the originating user agent.  In order to provide these functions the privacy service must frequently act as a transparent back-to-back user agent (B2BUA).

Firstly, a request for header privacy entails that the server SHOULD NOT add any headers to the message that reveal any identity or personal information, including the following: Call-Info, Server, and Organization.  All of these provide optional information that could reveal facts about the user that has request anonymity.

Privacy services operating on requests SHOULD remove all Via headers that have been added to the request prior to its arrival at the privacy service (a practice referred to as "Via stripping") and then SHOULD add a single Via header representing themselves.  Note that the bottommost such Via header field value in a request contains an IP address or hostname that designates the originating client, and subsequent Via header field values may indicate hosts in the same administrative domain as the client.  No Via stripping is required when handling responses.

Contact headers are added by user agents to both requests and responses.  A privacy service SHOULD replace the value of the Contact header in a message with a URI that does not dereference to the originator of the message (such as the anonymous URI described in Section 4.1.1.3).  The URI that replaces the existing Contact header field value MUST dereference to the privacy service.

In a manner similar to Via stripping, a privacy service SHOULD also strip any Record-Route headers that have been added to a request before it reaches the privacy service - though note that no such headers will be present if there is only one hop between the originating user agent and the privacy service, as is recommended above.  Such Record-Route headers might also divulge information about the administrative domain of the client.

For the purposes of this document, it is assumed that the privacy service has locally persisted the values of any of the above headers that are so removed, which requires the privacy service to keep a pretty significant amount of state on a per-dialog basis.  When further requests or responses associated with the dialog reach the privacy service, it MUST restore values for the Via, Record-Route/Route or Contact headers that it has previously removed in the interests of privacy.  There may be alternative ways (outside the scope of this document) to perform this function that do not require keeping state in the privacy service (usually means that involve encrypting and persisting the values in the signaling somehow).

The following procedures are RECOMMENDED for handling the Record-Route header field of requests and responses, which provides special challenges to a privacy service:

When a privacy service is processing (on behalf of the originator) a request that contains one or more Record-Route header field values, the privacy service must strip these values from the request and remember both the dialog identifiers and the ordered Record-Route header field values.  As described above, it must also replace the Contact header field with a URI indicating itself.  When a response with the same dialog identifiers arrives at the privacy service, the privacy service must reapply any Record-Route header field values to the response in the same order, and it must then add a URI representing itself to the Record-Route header field of the response. If the response contains Record-Route header field values of its own, these must also be included (in order) in the Record-Route header field after the URI representing the privacy service.

Note that when a privacy service is handling a request and providing privacy on behalf of the destination of the request, providing privacy for Record-Route headers downstream of the privacy service is significantly more complicated.  This document recommends no way of statefully restoring those headers if they are stripped.

5.2 Session Privacy

If a privacy level of 'session' is requested, then the user has requested that the privacy service anonymize the session traffic (e.g., for SIP telephony calls, the audio media) associated with this dialog.

The SIP specification dictates that intermediaries such as proxy servers cannot inspect and modify message bodies.  The privacy service logical role MUST therefore act as a back-to-back user agent in order to provide media privacy, effectively terminating and re-originating the messages that initiate a session (although in support of session privacy the privacy service does not need to alter headers characterizing the originator or destination when the request is re-originated).  In order to introduce an anonymizer for session traffic, the privacy service needs to control a middlebox [8] that can provide an apparent source and sink for session traffic.  The details of the implementation of an anonymizer, and the modifications that must be made to the Session Description Protocol (SDP [5]) bodies in the messages that initiate a session are outside the scope of this document.

The risk, of course, of using such an anonymizer is that the anonymizer itself is party to your communications.  For that reason, requesting session-level privacy without resort to some sort of end-to-end security for the session traffic (with RTP [6] media, for example, SRTP [4]) is NOT RECOMMENDED.

5.3 Applying User-Level Privacy Functions at a Privacy Service

If a privacy level of 'user' is requested, then the originating user has requested that privacy services perform the user-level privacy functions described in Section 4.1.

Note that the privacy service MUST remove any non-essential informational headers that have been added by the user agent, including the Subject, Call-Info, Organization, User-Agent, Reply-To and In-Reply-To.

Significantly, user-level privacy could entail the modification of the From header, changing it from its original value to an anonymous value.  Prior to the current issue of the SIP specification, the modification of the values of the To and From headers by intermediaries was not permitted, and would result in improper dialog matching by the endpoints.  Currently, dialog matching uses only the tags in the To and From headers, rather than the whole header fields. Thus, under the new rules the URI values in the To and From headers themselves could be altered by intermediaries.  However, some legacy clients might consider it an error condition if the value of the URI in the From header altered between the request and the response.

Also, performing user-level privacy functions MAY entail the modification of the Call-ID header, since the Call-ID commonly contains a hostname or IP address corresponding to the originating client.  This field is essential to dialog matching, and it cannot be altered by intermediaries.

Therefore, any time that a privacy service needs to modify any dialog-matching headers for privacy reasons, it SHOULD act as a transparent back-to-back user agent, and it MUST persist the former values of the dialog-matching headers.  These values MUST be restored in any messages that are sent to the originating user agent.

Clause 7 specifies:

7. IANA Considerations

This document defines a new SIP header field called "Privacy" that allows a user agent to request a certain degree of privacy for a message.  This behavior associated with this header is specified in Section 4.2.  This header has been added to the header sub-registry under http://www.iana.org/assignments/sip-parameters.

Header name: Privacy

Compact form: none defined

This document also creates an IANA registry for values that populate the Privacy header.  This registry should be indexed by priv-value tokens and should contain a short semantic description of the new value.  The current values of the "Privacy" header are as follows:

o
user: Request that privacy services provide a user-level privacy function

o
header: Request that privacy services modify headers that cannot be set arbitrarily by the user (Contact/Via).

o
session: Request that privacy services provide privacy for session media

o
none: Privacy services must not perform any privacy function

o
critical: Privacy service must perform the specified services or fail the request

New values for the "Privacy" header can only be defined by IETF Consensus including RFC publication (RFC 2434).  IANA registration for the "Privacy" header field values is required along with the RFC publication.

Authors of extensions to the SIP protocol that expose personal information about the participants in sessions are advised against extending the "Privacy" header - rather, it is preferable to create new identity mechanisms whose privacy can be managed by the user agent without the agency of intermediaries.

This document also defines a new SIP option-tag, 'privacy', that represents support for the extension defined in this document.

2.2
Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks (RFC 3325)

Clause 5 (Proxy Behaviour) - last paragraph specifies:

When a proxy forwards a message to another node, it must first determine if it trusts that node or not.  If it trusts the node, the proxy does not remove any P-Asserted-Identity header fields that it generated itself, or that it received from a trusted source.  If it does not trust the element, then the proxy MUST examine the Privacy header field (if present) to determine if the user requested that asserted identity information be kept private.

Clause 7 specifies:

7. Requesting Privacy

Parties who wish to request the removal of P-Asserted-Identity header fields before they are transmitted to an element that is not trusted may add the "id" privacy token defined in this document to the Privacy header field.  The Privacy header field is defined in [6]. If this token is present, proxies MUST remove all the P-Asserted-Identity header fields before forwarding messages to elements that are not trusted.  If the Privacy header field value is set to "none" then the proxy MUST NOT remove the P-Asserted-Identity header fields.

When a proxy is forwarding the request to an element that is not trusted and there is no Privacy header field, the proxy MAY include the P-Asserted-Identity header field or it MAY remove it.  This decision is a policy matter of the Trust Domain and MUST be specified in Spec(T).  It is RECOMMENDED that the P-Asserted-Identity header fields SHOULD NOT be removed unless local privacy policies prevent it, because removal may cause services based on Asserted Identity to fail.

However, it should be noted that unless all users of the Trust Domain have access to appropriate privacy services, forwarding of the P-Asserted-Identity may result in disclosure of information which the user has not requested and cannot prevent.  It is therefore STRONGLY RECOMMENDED that all users have access to privacy services as described in this document.

Formal specification of the "id" Privacy header priv-value is described in Section 9.3.  Some general guidelines for when users require privacy are given in [2].

If multiple P-Asserted-Identity header field values are present in a message, and privacy of the P-Asserted-Identity header field is requested, then all instances of the header field values MUST be removed before forwarding the request to an entity that is not trusted.

Clause 9.3 specifies:

9.3 The "id" Privacy Type

This specification adds a new privacy type ("priv-value") to the Privacy header, defined in [2].  The presence of this privacy type in a Privacy header field indicates that the user would like the Network Asserted Identity to be kept private with respect to SIP entities outside the Trust Domain with which the user authenticated.  Note that a user requesting multiple types of privacy MUST include all of the requested privacy types in its Privacy header field value.

priv-value = "id"

Example:

Privacy: id

Clause 13.2 specifies:

13.2 Registration of "id" privacy type for SIP Privacy header

Name of privacy type: id

Short Description: Privacy requested for Third-Party Asserted Identity

Registrant: Cullen Jennings fluffy@cisco.com

Normative description: Section 9.3 of this document

3
Requirements summary

3.1
IETF requirements

Where the " a privacy mechanism for the Session Initiation Protocol (SIP)" extension is supported, the header is allowed in all requests and all responses to such requests. Its usefulness in such requests and responses depends on the privacy type being requested. 

For the UA (except a B2BUA enacting a privacy capability) it is optional to send and optional to receive.

For the proxy (or B2BUA) enacting a privacy capability, it is mandatory to receive and mandatory to send. Where the privacy requirement is not being enacted, it is passed on transparently (irrelevant to receive and mandatory to send).

A proxy can add, delete or modify the header contents.

Privacy has a number of options, and it is assumed that support of the privacy draft is dependent on support of at least one of these options. While these could be handled by a profile indication support for particular values within the header, the capability of the extension is directly related to the support of these values, and therefore it is believed that the appropriate way of representing this within the profile is by use of a set of major capabilities.

· the privacy option "header" such that those headers which cannot be completely expunged of identifying information without the assistance of intermediaries are obscured;

this capability can be provided partially by a proxy, and therefore this capability can appear for a proxy role.

this capability is provided fully by a B2BUA.

· the privacy option "session" such that anonymization for the session(s) initiated by this message occurs.

this capability is provided by a B2BUA, therefore the support at a proxy is merely for transparency of the header. Therefore this capability is optional for a UA role and not possible for a proxy role.

· the privacy option "user" such that user level privacy functions are provided by the network.

this capability is provided by a B2BUA, therefore the support at a proxy is merely for transparency of the header. Therefore this capability is optional for a UA role and not possible for a proxy role.

· the privacy option "id" such that privacy of the network asserted identity is provided by the network.

this capability can be provided by a proxy, and therefore this capability can appear for a proxy role.

this capability can be provided by a B2BUA, and therefore this capability can appear for a UA role.

It should be noted that the values "none" and "critical" are not privacy options, but are taken into account by any entity implementing any of the privacy options above.

NOTE:
While it would be possible to represent the dependency of the inclusion of the Privacy header in individual PDUs based on the privacy capabilities supported, it has not been considered beneficial to do this.

3.2
3GPP requirements

As above. The S-CSCF is responsible for applying privacy to the id type, and it can only do this to requests and responses where the P-Asserted-Identity itself is valid.

The only values within the Privacy header supported within 3GPP, are "id", "critical" and "none". This is represented by appropriate values within the new major capabilities. The only privacy options supported within 3GPP is therefore "id".

NOTE:
While special considerations could be written for the MGCF to support this mandatorily, this has not been represented in the main body of 24.229, and therefore its status has been left optional (both to send and receive) as applies for all other UAs.

