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1
Introduction

This contribution analyses the requirements of the P-Preferred-Identity header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks (RFC 3325)

Clause 6 specifies:

6. Hints for Multiple Identities

If a P-Preferred-Identity header field is present in the message that a proxy receives from an entity that it does not trust, the proxy MAY use this information as a hint suggesting which of multiple valid identities for the authenticated user should be asserted.  If such a hint does not correspond to any valid identity known to the proxy for that user, the proxy can add a P-Asserted-Identity header of its own construction, or it can reject the request (for example, with a 403 Forbidden).  The proxy MUST remove the user-provided P-Preferred-Identity header from any message it forwards.

A user agent only sends a P-Preferred-Identity header field to proxy servers in a Trust Domain; user agents MUST NOT populate the P-Preferred-Identity header field in a message that is not sent directly to a proxy that is trusted by the user agent.  Were a user agent to send a message containing a P-Preferred-Identity header field to a node outside a Trust Domain, then the hinted identity might not be managed appropriately by the network, which could have negative ramifications for privacy.

Clause 9.2 specifies:

9.2 The P-Preferred-Identity Header

The P-Preferred-Identity header field is used from an user agent to a trusted proxy to carry the identity the user sending the SIP message wishes to be used for the P-Asserted-Header field value that the trusted element will insert.

PPreferredID = "P-Preferred-Identity" HCOLON PPreferredID-value *(COMMA PPreferredID -value)

PPreferredID-value = name-addr / addr-spec

A P-Preferred-Identity header field value MUST consist of exactly one name-addr or addr-spec.  There may be one or two P-Preferred-Identity values.  If there is one value, it MUST be a sip, sips, or tel URI. If there are two values, one value MUST be a sip or sips URI and the other MUST be a tel URI.  It is worth noting that proxies can (and will) remove this header field.

This document adds the following entry to Table 2 of [1]:

        Header field         where   proxy   ACK  BYE  CAN  INV  OPT  REG

        ------------         -----   -----   ---  ---  ---  ---  ---  ---

        P-Preferred-Identity          adr     -    o    -    o    o    -

                                             SUB  NOT  REF  INF  UPD  PRA

                                             ---  ---  ---  ---  ---  ---

                                              o    o    o    -    -    -

Clause 13.1 specifies:

13.1 Registration of new SIP header fields

This document defines two new private SIP header fields, "P-Asserted-Identity" and "P-Preferred-Identity".  As recommended by the policy of the Transport Area, these headers should be registered by the IANA in the SIP header registry, using the RFC number of this document as its reference.

Name of Header:
P-Asserted-Identity

Short form:
none

Registrant:
Cullen Jennings
fluffy@cisco.com

Normative description:
Section 9.1 of this document

Name of Header:
P-Preferred-Identity

Short form:
 none

Registrant:
Cullen Jennings
fluffy@cisco.com

Normative description:
Section 9.2 of this document

3
Requirements summary

3.1
IETF requirements

Where the "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks" extension is supported, the header is allowed in all requests that initiate dialogs, and all standalone requests, and all responses to such requests. Additionally it can also be included in BYE and NOTIFY requests and responses. It is sent from a UA to a proxy, which must be in the trusted network, and never in the reverse direction, i.e. a UA never receives the header.

3.2
3GPP requirements

The procedures for the P-Preferred-Identity header are completely specified in 3GPP TS 24.229. 

However the behaviour is as above, with the addition that the header is always inserted by the UE (support of the extension is mandatory for UE and P-CSCF and S-CSCF). The header is removed by the P-CSCF, the first entity in the trust domain.

The header is only used in requests, i.e. at the originating side, and not in responses, i.e. at the terminating side. The P-CSCF does explicitly remove such headers found in responses at the terminating side.

3GPP does not use the header in BYE and NOTIFY requests.

It has been assumed that the usage at the proxy (P-CSCF) will be method and request/response specific, i.e. the P-CSCF only accepts the header and uses it in determining the value of the P-Asserted-Identity header for specific methods, and for requests only, and not solely based on whether it is received or not.

