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1
Introduction

This contribution analyses the requirements of the P-Asserted-Identity header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks (RFC 3325)

Clause 4 specifies:

4. Overview

The mechanism proposed in this document relies on a new header field called 'P-Asserted-Identity' that contains a URI (commonly a SIP URI) and an optional display-name, for example:

P-Asserted-Identity: "Cullen Jennings" <sip:fluffy@cisco.com>

A proxy server which handles a message can, after authenticating the originating user in some way (for example: Digest authentication), insert such a P-Asserted-Identity header field into the message and forward it to other trusted proxies.  A proxy that is about to forward a message to a proxy server or UA that it does not trust MUST remove all the P-Asserted-Identity header field values if the user requested that this information be kept private.  Users can request this type of privacy as described in Section 7.

The formal syntax for the P-Asserted-Identity header is presented in Section 9.

Clause 5 specifies:

5. Proxy Behavior

A proxy in a Trust Domain can receive a message from a node that it trusts, or a node that it does not trust.  When a proxy receives a message from a node it does not trust and it wishes to add a P-Asserted-Identity header field, the proxy MUST authenticate the originator of the message, and use the identity which results from this authentication to insert a P-Asserted-Identity header field into the message.

If the proxy receives a message (request or response) from a node that it trusts, it can use the information in the P-Asserted-Identity header field, if any, as if it had authenticated the user itself.

If there is no P-Asserted-Identity header field present, a proxy MAY add one containing at most one SIP or SIPS URI, and at most one tel URL.  If the proxy received the message from an element that it does not trust and there is a P-Asserted-Identity header present which contains a SIP or SIPS URI, the proxy MUST replace that SIP or SIPS URI with a single SIP or SIPS URI or remove this header field. Similarly, if the proxy received the message from an element that it does not trust and there is a P-Asserted-Identity header present which contains a tel URI, the proxy MUST replace that tel URI with a single tel URI or remove the header field.

When a proxy forwards a message to another node, it must first determine if it trusts that node or not.  If it trusts the node, the proxy does not remove any P-Asserted-Identity header fields that it generated itself, or that it received from a trusted source.  If it does not trust the element, then the proxy MUST examine the Privacy header field (if present) to determine if the user requested that asserted identity information be kept private.

Clause 6 (Hints for Multiple Identities) - 1st paragraph specifies:

If a P-Preferred-Identity header field is present in the message that a proxy receives from an entity that it does not trust, the proxy MAY use this information as a hint suggesting which of multiple valid identities for the authenticated user should be asserted.  If such a hint does not correspond to any valid identity known to the proxy for that user, the proxy can add a P-Asserted-Identity header of its own construction, or it can reject the request (for example, with a 403 Forbidden).  The proxy MUST remove the user-provided P-Preferred-Identity header from any message it forwards.

Clause 7 (Requesting Privacy) - 1st and 2nd paragraphs specify:

Parties who wish to request the removal of P-Asserted-Identity header fields before they are transmitted to an element that is not trusted may add the "id" privacy token defined in this document to the Privacy header field.  The Privacy header field is defined in [6]. If this token is present, proxies MUST remove all the P-Asserted-Identity header fields before forwarding messages to elements that are not trusted.  If the Privacy header field value is set to "none" then the proxy MUST NOT remove the P-Asserted-Identity header fields.

When a proxy is forwarding the request to an element that is not trusted and there is no Privacy header field, the proxy MAY include the P-Asserted-Identity header field or it MAY remove it.  This decision is a policy matter of the Trust Domain and MUST be specified in Spec(T).  It is RECOMMENDED that the P-Asserted-Identity header fields SHOULD NOT be removed unless local privacy policies prevent it, because removal may cause services based on Asserted Identity to fail.

Clause 7 (Requesting Privacy) - 5th (last) paragraph specifies:

If multiple P-Asserted-Identity header field values are present in a message, and privacy of the P-Asserted-Identity header field is requested, then all instances of the header field values MUST be removed before forwarding the request to an entity that is not trusted.

Clause 8 specifies:

8. User Agent Server Behavior

Typically, a user agent renders the value of a P-Asserted-Identity header field that it receives to its user.  It may consider the identity provided by a Trust Domain to be privileged, or intrinsically more trustworthy than the From header field of a request.  However, any specific behavior is specific to implementations or services.  This document also does not mandate any user agent handling for multiple P-Asserted-Identity header field values that happen to appear in a message (such as a SIP URI alongside a tel URL).

However, if a User Agent Server receives a message from a previous element that it does not trust, it MUST NOT use the P-Asserted-Identity header field in any way.

If a UA is part of the Trust Domain from which it received a message containing a P-Asserted-Identity header field, then it can use the value freely but it MUST ensure that it does not forward the information to any element that is not part of the Trust Domain, if the user has requested that asserted identity information be kept private.

If a UA is not part of the Trust Domain from which it received a message containing a P-Asserted-Identity header field, then it can assume this information does not need to be kept private.

Clause 9.1 specifies:

9.1 The P-Asserted-Identity Header

The P-Asserted-Identity header field is used among trusted SIP entities (typically intermediaries) to carry the identity of the user sending a SIP message as it was verified by authentication.

PAssertedID = "P-Asserted-Identity" HCOLON PAssertedID-value *(COMMA PAssertedID-value)

PAssertedID-value = name-addr / addr-spec

A P-Asserted-Identity header field value MUST consist of exactly one name-addr or addr-spec.  There may be one or two P-Asserted-Identity values.  If there is one value, it MUST be a sip, sips, or tel URI. If there are two values, one value MUST be a sip or sips URI and the other MUST be a tel URI.  It is worth noting that proxies can (and will) add and remove this header field.

This document adds the following entry to Table 2 of [1]:

      Header field         where   proxy   ACK  BYE  CAN  INV  OPT  REG

      ------------         -----   -----   ---  ---  ---  ---  ---  ---

      P-Asserted-Identity           adr     -    o    -    o    o    -

                                           SUB  NOT  REF  INF  UPD  PRA

                                           ---  ---  ---  ---  ---  ---

                                            o    o    o    -    -    -

Clause 9.2 (The P-Preferred-Identity Header) - 1st paragraph specifies:

The P-Preferred-Identity header field is used from a user agent to a trusted proxy to carry the identity the user sending the SIP message wishes to be used for the P-Asserted-Header field value that the trusted element will insert.

Clause 12 (Security considerations) - 2nd paragraph specifies:

When a trusted entity sends a message to any destination with that party's identity in a P-Asserted-Identity header field, the entity MUST take precautions to protect the identity information from eavesdropping and interception to protect the confidentiality and integrity of that identity information.  The use of transport or network layer hop-by-hop security mechanisms, such as TLS or IPSec with appropriate cipher suites, can satisfy this requirement.

Clause 13.1 specifies:

13.1 Registration of new SIP header fields

This document defines two new private SIP header fields, "P-Asserted-Identity" and "P-Preferred-Identity".  As recommended by the policy of the Transport Area, these headers should be registered by the IANA in the SIP header registry, using the RFC number of this document as its reference.

Name of Header:
P-Asserted-Identity

Short form:
none

Registrant:
Cullen Jennings
fluffy@cisco.com

Normative description:
Section 9.1 of this document

Name of Header:
P-Preferred-Identity

Short form:
 none

Registrant:
Cullen Jennings
fluffy@cisco.com

Normative description:
Section 9.2 of this document

3
Requirements summary

3.1
IETF requirements

Where the "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks" extension is supported, the header is allowed in all requests that initiate dialogs, and all standalone requests, and all responses to such requests. Additionally it can also be included in BYE and NOTIFY requests and responses. It is never sent from a UA to a proxy. A UA can receive the header.

A proxy can add, delete or modify the header contents.

Proxies in the trust domain that can route outside the trust domain must understand this header, rather than pass it on transparently, because if the header is to be passed outside the trust domain, the header must be modified by appropriate privacy.

3.2
3GPP requirements

The procedures for the P-Asserted-Identity header are completely specified in 3GPP TS 24.229. 

However the behaviour is as above, with the addition that the header is always inserted by the P-CSCF (support of the extension is mandatory for UE and P-CSCF and S-CSCF). The S-CSCF is responsible for applying privacy.

The header is only used in requests, i.e. at the originating side, and not in responses, i.e. at the terminating side.

3GPP does not use the header in BYE and NOTIFY requests.

Note that while the 3GPP specifications for the proxy are method specific, i.e. it is not included in the BYE and NOTIFY, no deviations are defined for the UE, AS or MGCF, and therefore the applicability is allowed for the UA role.

