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Introduction

This contribution analyses the requirements of the Organization header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

Requirements from IETF drafts

Requirements from RFC 3261 (SIP: Session Initiation Protocol)

Clause 13.2.1 (Querying for capabilities - UAC Processing - Creating the Initial INVITE) 6th paragraph specifies:

A UAC MAY also find it useful to add, among others, Subject (Section 20.36), Organization (Section 20.25) and User-Agent (Section 20.41) header fields.  They all contain information related to the INVITE.

Clause 19.1.5 (Common Message Components - SIP and SIPS Uniform Resource Indicators - Forming Requests from a URI) 6th paragraph specifies

An implementation SHOULD NOT honor requests to include header fields that may cause it to falsely advertise its location or capabilities. These include: Accept, Accept-Encoding, Accept-Language, Allow, Contact (in its dialog usage), Organization, Supported, and User-Agent.

Clause 20 (Header fields) table 3 specifies:

   Header field              where       proxy ACK BYE CAN INV OPT REG

   ___________________________________________________________________

   Organization                           ar    -   -   -   o   o   o

Clause 20.25 specifies:

20.25 Organization

The Organization header field conveys the name of the organization to which the SIP element issuing the request or response belongs.

The field MAY be used by client software to filter calls.

Example:

Organization: Boxes by Bob

Clause 23.4.1.2 (S/MIME - SIP Header Privacy and Integrity using S/MIME: Tunneling SIP - Integrity and Confidentiality Properties of SIP Headers - Confidentiality) 4th paragraph specifies:

Primarily, a user agent will want to encrypt header fields that have an end-to-end semantic, including: Subject, Reply-To, Organization, Accept, Accept-Encoding, Accept-Language, Alert-Info, Error-Info, Authentication-Info, Expires, In-Reply-To, Require, Supported, Unsupported, Retry-After, User-Agent, Server, and Warning.  If any of these header fields are present in an encrypted body, they should be used instead of any "outer" header fields, whether this entails displaying the header field values to users or setting internal states in the UA.  They SHOULD NOT however be used in the "outer" headers of any future messages.

Clause 23.4.3 (S/MIME - SIP Header Privacy and Integrity using S/MIME: Tunneling SIP - Tunneling Encryption) 1st paragraph specifies:

It may also be desirable to use this mechanism to encrypt a "message/sip" MIME body within a CMS EnvelopedData message S/MIME body, but in practice, most header fields are of at least some use to the network; the general use of encryption with S/MIME is to secure message bodies like SDP rather than message headers.  Some informational header fields, such as the Subject or Organization could perhaps warrant end-to-end security.  Headers defined by future SIP applications might also require obfuscation.

Clause 25 specifies "Subject" as a message header with the following syntax:

Organization  =  "Organization" HCOLON [TEXT-UTF8-TRIM]

Requirements from RFC 2976 (The SIP INFO Method)

Clause 2.1 (Header Field Support for INFO Method) Table 1 specifies:

          Header                    Where    INFO

          ------                    -----    ----

          Organization                g       o

Requirements from RFC 3262 (Reliability of Provisional Responses in the Session Initiation Protocol (SIP))

Table 1 specifies:

               Header                Where    PRACK

               ------                -----    -----

               Organization                    -

Requirements from RFC 3265 (Session Initiation Protocol (SIP)-Specific Event Notification)

Clause 7.1 (New Methods) specifies:

   Header                    Where    SUB NOT

   ------                    -----    --- ---

   Organization                        o   -

Requirements from RFC 3311 (The Session Initiation Protocol UPDATE Method)

Clause 7 (Definition of the UPDATE method) specifies:

               Header field          where   proxy  UPDATE

               ____________________________________________

               Organization                   ar      o

Requirements from draft-ietf-sip-refer-06 (The SIP Refer Method)

Clause 2.2 (Header Field Support for the REFER Method) specifies:

            Header field              where   REFER

            _______________________________________

            Organization                        o

Requirements from draft-ietf-sip-message-07 (Session Initiation Protocol Extension for Instant Messaging)

Clause 9 (Message definition) specifies:

                   Header field       where   proxy  MESSAGE

                   _________________________________________

                   Organization               ar       o

Requirements from draft-olson-simple-publish-01 (SIMPLE Presence Publication Mechanism)

Clause 3 (The PUBLISH method) specifies:

                      Header Field       where  proxy  PUBLISH

                      __________________________________________

                      Organization               ar       o

Summary of IETF requirements

The header is defined as optional for a UA to send for INVITE, MESSAGE, OPTIONS, PUBLISH, REFER, REGISTER, SUBSCRIBE, UPDATE requests and all responses.

The header can be ignored by a receiving UA, and therefore is optional to receive.

A proxy can add or concatenate the header field if not present; a proxy must be able to read the header field, and thus this header field cannot be encrypted. This therefore needs a new major capabilities to be defined for the proxy treatment of this header. If this major capability does not apply, then the header will be passed on transparently. The new major capabilities are as follows:

· reading the contents of the Organization header before proxying the request or response?

· adding or concatenating the Organization header before proxying the request or response?

Note that while the ar tag has not been placed against the proxy usage of SUBSCRIBE and NOTIFY, it is assumed that in these cases it is also possible.

Note that for the UPDATE method, entries of this header for individual status codes have been moved to the generic response table, and for some other methods, duplicate entries to those in the generic response table have been deleted.

Summary of 3GPP usage

No additional 3GPP requirements - see IETF requirements.

