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Introduction

This contribution analyses the requirements of the Content-Disposition header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

Requirements from IETF drafts

Requirements from RFC 3261 (SIP: Session Initiation Protocol)

Clause 13.2.1 (Initiating a Session - UAC Processing - Creating the Initial INVITE) 8th paragraph specifies:

There are special rules for message bodies that contain a session description - their corresponding Content-Disposition is "session". SIP uses an offer/answer model where one UA sends a session description, called the offer, which contains a proposed description of the session.  The offer indicates the desired communications means (audio, video, games), parameters of those means (such as codec types) and addresses for receiving media from the answerer.  The other UA responds with another session description, called the answer, which indicates which communications means are accepted, the parameters that apply to those means, and addresses for receiving media from the offerer. An offer/answer exchange is within the context of a dialog, so that if a SIP INVITE results in multiple dialogs, each is a separate offer/answer exchange.  The offer/answer model defines restrictions on when offers and answers can be made (for example, you cannot make a new offer while one is in progress). This results in restrictions on where the offers and answers can appear in SIP messages.  In this specification, offers and answers can only appear in INVITE requests and responses, and ACK.  The usage of offers and answers is further restricted.  For the initial INVITE transaction, the rules are:

o
The initial offer MUST be in either an INVITE or, if not there, in the first reliable non-failure message from the UAS back to the UAC.  In this specification, that is the final 2xx response.

o
If the initial offer is in an INVITE, the answer MUST be in a reliable non-failure message from UAS back to UAC which is correlated to that INVITE.  For this specification, that is only the final 2xx response to that INVITE.  That same exact answer MAY also be placed in any provisional responses sent prior to the answer.  The UAC MUST treat the first session description it receives as the answer, and MUST ignore any session descriptions in subsequent responses to the initial INVITE.

o
If the initial offer is in the first reliable non-failure message from the UAS back to UAC, the answer MUST be in the acknowledgement for that message (in this specification, ACK for a 2xx response).

o 
After having sent or received an answer to the first offer, the UAC MAY generate subsequent offers in requests based on rules specified for that method, but only if it has received answers to any previous offers, and has not sent any offers to which it hasn't gotten an answer.

o 
Once the UAS has sent or received an answer to the initial offer, it MUST NOT generate subsequent offers in any responses to the initial INVITE.  This means that a UAS based on this specification alone can never generate subsequent offers until completion of the initial transaction.

Clause 13.2.1 (Initiating a Session - UAC Processing - Creating the Initial INVITE) 11th and 12th paragraphs specify:

The restrictions of the offer-answer model just described only apply to bodies whose Content-Disposition header field value is "session". Therefore, it is possible that both the INVITE and the ACK contain a body message (for example, the INVITE carries a photo (Content-Disposition: render) and the ACK a session description (Content-Disposition: session)).

If the Content-Disposition header field is missing, bodies of Content-Type application/sdp imply the disposition "session", while other content types imply "render".

Clause 14.1 (Modifying an Existing Session - UAC behaviour) 4th paragraph specifies:

A UAC MAY choose not to add an Alert-Info header field or a body with Content-Disposition "alert" to re-INVITEs because UASs do not typically alert the user upon reception of a re-INVITE.

Clause 14.2 (Modifying an Existing Session - UAS behaviour) 7th paragraph specifies:

A UAS MAY choose not to generate 180 (Ringing) responses for a re-INVITE because UACs do not typically render this information to the user.  For the same reason, UASs MAY choose not to use an Alert-Info header field or a body with Content-Disposition "alert" in responses to a re-INVITE.

Clause 19.1.5 (Common Message Components - SIP and SIPS Uniform Resource Indicators - Forming Requests from a URI) 7th paragraph specifies:

An implementation SHOULD verify the accuracy of any requested descriptive header fields, including: Content-Disposition, Content-Encoding, Content-Language, Content-Length, Content-Type, Date, Mime-Version, and Timestamp.

Clause 20 (Header fields) table 2 specifies:

   Header field              where       proxy ACK BYE CAN INV OPT REG

   ___________________________________________________________________

   Content-Disposition                          o   o   -   o   o   o

Clause 20.11 specifies:

20.11 Content-Disposition

The Content-Disposition header field describes how the message body or, for multipart messages, a message body part is to be interpreted by the UAC or UAS.  This SIP header field extends the MIME Content-Type (RFC 2183 [18]).

Several new "disposition-types" of the Content-Disposition header are defined by SIP.  The value "session" indicates that the body part describes a session, for either calls or early (pre-call) media.  The value "render" indicates that the body part should be displayed or otherwise rendered to the user.  Note that the value "render" is used rather than "inline" to avoid the connotation that the MIME body is displayed as a part of the rendering of the entire message (since the MIME bodies of SIP messages oftentimes are not displayed to users). For backward-compatibility, if the Content-Disposition header field is missing, the server SHOULD assume bodies of Content-Type application/sdp are the disposition "session", while other content types are "render".

The disposition type "icon" indicates that the body part contains an image suitable as an iconic representation of the caller or callee that could be rendered informationally by a user agent when a message has been received, or persistently while a dialog takes place.  The value "alert" indicates that the body part contains information, such as an audio clip, that should be rendered by the user agent in an attempt to alert the user to the receipt of a request, generally a request that initiates a dialog; this alerting body could for example be rendered as a ring tone for a phone call after a 180 Ringing provisional response has been sent.

Any MIME body with a "disposition-type" that renders content to the user should only be processed when a message has been properly authenticated.

The handling parameter, handling-param, describes how the UAS should react if it receives a message body whose content type or disposition type it does not understand.  The parameter has defined values of "optional" and "required".  If the handling parameter is missing, the value "required" SHOULD be assumed.  The handling parameter is described in RFC 3204 [19].

If this header field is missing, the MIME type determines the default content disposition.  If there is none, "render" is assumed.

Example:

Content-Disposition: session

Clause 23.2 (S/MIME - S/MIME Key Exchange) 11th paragraph specifies:

Note that a user agent that receives a request containing an S/MIME body that is not optional (with a Content-Disposition header "handling" parameter of "required") MUST reject the request with a 415 Unsupported Media Type response if the MIME type is not understood.  A user agent that receives such a response when S/MIME is sent SHOULD notify its user that the remote device does not support S/MIME, and it MAY subsequently resend the request without S/MIME, if appropriate; however, this 415 response may constitute a downgrade attack.

Clause 23.3 (S/MIME - Securing MIME bodies) 1st paragraph 2nd item specifies:

o
S/MIME bodies SHOULD have a Content-Disposition header field, and the value of the "handling" parameter SHOULD be "required."

Clause 23.4.1.2 (S/MIME - SIP Header Privacy and Integrity using S/MIME: Tunneling SIP - Integrity and Confidentiality Properties of SIP Headers - Confidentiality) 6th paragraph:

Since MIME bodies are attached to the "inner" message, implementations will usually encrypt MIME-specific header fields, including: MIME-Version, Content-Type, Content-Length, Content-Language, Content-Encoding and Content-Disposition.  The "outer" message will have the proper MIME header fields for S/MIME bodies. These header fields (and any MIME bodies they preface) should be treated as normal MIME header fields and bodies received in a SIP message.

Clause 25 specifies "Content-Language" as a message header with the following syntax:

Content-Disposition   =  "Content-Disposition" HCOLON disp-type *( SEMI disp-param )

disp-type             =  "render" / "session" / "icon" / "alert" / disp-extension-token

Clause 27.6 specifies:

27.6 New Content-Disposition Parameter Registrations

This document also registers four new Content-Disposition header "disposition-types": alert, icon, session and render.  The authors request that these values be recorded in the IANA registry for Content-Dispositions.

Descriptions of these "disposition-types", including motivation and examples, are given in Section 20.11.

Short descriptions suitable for the IANA registry are:

alert     the body is a custom ring tone to alert the user

icon      the body is displayed as an icon to the user

render    the body should be displayed to the user

session   the body describes a communications session, for example, as RFC 2327 SDP body

Requirements from RFC 2976 (The SIP INFO Method)

The header is not included in this RFC as it was created after publication of this RFC.

Requirements from RFC 3262 (Reliability of Provisional Responses in the Session Initiation Protocol (SIP))

Table 1 specifies:

               Header                Where    PRACK

               ------                -----    -----

               Content-Disposition             o

Requirements from RFC 3265 (Session Initiation Protocol (SIP)-Specific Event Notification)

Clause 7.1 (New Methods) specifies:

   Header                    Where    SUB NOT

   ------                    -----    --- ---

   Content-Disposition                 o   o

Requirements from RFC 3311 (The Session Initiation Protocol UPDATE Method)

Clause 7 (Definition of the UPDATE method) specifies:

               Header field          where   proxy  UPDATE

               ____________________________________________

               Content-Disposition                    o

Requirements from draft-ietf-sip-refer-06 (The SIP Refer Method)

Clause 2.2 (Header Field Support for the REFER Method) specifies:

            Header field              where   REFER

            _______________________________________

            Content-Disposition                 o

Requirements from draft-ietf-sip-message-07 (Session Initiation Protocol Extension for Instant Messaging)

Clause 9 (Message definition) specifies:

                   Header field       where   proxy  MESSAGE

                   _________________________________________

                   Content-Disposition                 o

Requirements from draft-olson-simple-publish-01 (SIMPLE Presence Publication Mechanism)

Clause 3 (The PUBLISH method) specifies:

                      Header Field       where  proxy  PUBLISH

                      __________________________________________

                      Content-Disposition                 o

Summary of IETF requirements

The header is defined as optional for a UA to send for all requests and all responses where bodies are allowed, i.e. all except except CANCEL and for all status-codes. Optionality in the specifications is because there is a default value associated with particular Content-Types. For application/sdp this is "session". For other Content=Types it is "render".

It is believed it is therefore mandatory to be able to receive this header at a UA for all requests and responses.

Proxies do not read the header, and merely pass it on.

Summary of 3GPP usage

In 24.228, there is no appearance of the Content-Disposition header, as defaults are assumed throughout.

As the message body is processed by various 3GPP entities, then those entities should verify the headers associated with that message body. Therefore the P-CSCF and S-CSCF both look at SDP message bodies, and therefore the Content-Disposition header, if present should be verified. These entities are therefore mandatory to send and receive, for messages involved in a dialog establishing a session. It is assumed that IETF handling can apply for methods not involved in creating a session (i.e. transparently pass on).

Note that this philosophy has also resulted in changes to the entries for the Content-Type header.

It would be possible to indicate that 3GPP registrars do not include message bodies, nor any of the headers associated with describing such bodies. There is however no preclusion of this in the main specification, and therefore it is assumed that it is entirely legitimate to send a message body in a REGISTER response if the 3GPP implementor so wishes.

