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Introduction

Currently in 24.229 it is specified that the network may trigger the UE into re-authenticating by sending a NOTIFY request, asking the UE to re-register with the network.

The problem

The current design relies on the fact that the UE will SUBSCRIBE to its own registration event, at the time it first becomes registered with the network (i.e. at switch-on).

This paper wishes to initiate a discussion amongst CN1 delegates as to what should happen in case the UE does not subscribe to its own registration event, thus giving the network no means to send a future NOTIFY request.

Security Requirement

There is a requirement that the S-CSCF be able to ask the UE to re-register, in order to re-authenticate at any time.  This is paramount to the security of the system and is important, for example, in a case where the re-registration timer is set to several hours, but the recently registered UE makes several calls or is involved in a particularly long call.  In such a situation, the network may not want to wait for the registration timer to expire, but may initiate a NOTIFY request in order to trigger the UE to re-register and therefore re-authenticate.

Vodafone has identified that a rogue UE may become registered with the network and may successfully authenticate for the first time.  However, this rogue UE then neglects to send a SUBSCRIBE request, thus allowing the UE to not be re-authenticated until (if at all) the next ‘periodic’ registration.

Current specification

In the case of a UE neglecting to SUBSCRIBE to its own registration event, the current specification says that the S-CSCF may try to send a REFER message to that UE instead.  However, there are no procedures describing what should happen next in this case, and it is likely that if the UE is an ‘attacker’ it will ignore that REFER request.

Proposals

Vodafone believes that additions to the current procedures are needed to cover the case where a UE fails to subscribe to its own registration event.

Two potential solutions have been identified by Vodafone:

1. Some kind of timer is introduced at the time of a successful registration from a UE (e.g. at the time the S-CSCF sends the final 200 OK response to the REGISTER request).  If after expiry of this new timer, there has been no subscription from that UE, then the network de-registers the UE.

2. If no subscription is received shortly after the registration procedure is completed, the network behaves as is currently specified.  If and when the S-CSCF decides it wishes to force a re-authentication for that UE, it will then realise that there is no dialogue on which to send a NOTIFY request.  The S-CSCF would then have the option to send either a REFER request instead, or to de-register the UE at that point.

Conclusion

Vodafone is of the opinion that the sending of a REFER request is not clearly specified for the case where no subscription is made by the UE to the registration event.

Vodafone also believes that if the UE successfully registers (and is authenticated) then there should be no need to de-register that UE.

It is therefore proposed that option 2, above, is followed, whereby the network can choose to de-register the UE as and when it believes it is unable to trigger a re-authentication.

If this is acceptable to CN1, then Vodafone will provide the necessary CR against 24.229.

