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Introduction

This document proposes the addition of a new subclause 7.2.2.1.1 to the Application Server procedures in TR 24.841.

The new subclause details the procedures related to the authentication of watchers and presentities.

7.2.2.1
Application Server (AS) acting as terminating UA, or redirect server

7.2.2.1.1
Watcher authentication and authorization

When the application server receives a SUBSCRIBE request from a watcher who is subscribing to the presence information for a determined presentity, the Application Server shall verify the identity of the subscriber, and authorize the subscription, according to the access rules for the presentity.

When the Application Server receives a SUBSCRIBE request that does not contain credentials, two cases exist:

a)
The SUBSCRIBE request contains a P-Asserted-Identity header. In this case, the Application Server considers the SUBSCRIBE request authenticated. If the access rules for the presentity contain a closed list of users who can access to the presentity information, the Application server shall check that any of the URIs included in the P-Asserted-Identity header is allowed to subscribe to the presentity information. If none of the URIs included in the P-Asserted-Identity value is listed in the access rule for the presentity, then the Application Server shall reject the subscription.

b)
The SUBSCRIBE request does not contain a P-Asserted-Identity header. In this case, the Application server considers the subscriber as anonymous. There are two different cases:

1)
If the access rules for the presentity grant anonymous access, then the application server shall authorize the subscription. 

2)
If the access rules for the presentity do not grant anonymous access, but the access rules grant access to a particular list of users, then the application server shall challenge the subscriber by issuing a 401 (Unauthorized) response including a challenge (as per normal procedures described in RFC 3261).

When the Application Server receives a SUBSCRIBE request that contains credentials, the Application Server shall check the response to the challenge. If deemed valid, the Application Server shall verify if the username supplied is authorized to access the presence information for the presentity. If valid, the subscription shall be accepted, otherwise, the Application Server may challenge once more the subscriber or may reject the subscription.

